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ABSTRACT

We address the task of identifying anomalous observations by analyzing digits under the lens of Benford’s law. Motivated by the
crucial objective of providing reliable statistical analysis of customs declarations, we answer one major and still open question:
How can we detect the behavior of operators who are aware of the prevalence of the Benford’s pattern in the digits of regular
observations and try to manipulate their data in such a way that the same pattern also holds after data fabrication? This challenge
arises from the ability of highly skilled and strategically minded manipulators in key organizational positions or criminal networks
to exploit statistical knowledge and evade detection. For this purpose, we write a specific contamination model for digits, obtain
new relevant distributional results and derive appropriate goodness-of-fit statistics for the considered adversarial testing problem.
Along our path, we also unveil the peculiar relationship between two simple conformance tests based on the distribution of the
first digit. We show the empirical properties of the proposed tests through a simulation exercise and application to data from
international trade transactions. Although we cannot claim that our results are able to anticipate data fabrication with certainty,
they surely point to situations where more substantial controls are needed. Furthermore, our work can reinforce trust in data
integrity in many critical domains where mathematically informed misconduct is suspected.

methods [1, 2]. One reason is that the number of detected viola-
tions is typically very low when compared to the total number of

1 | Introduction

Investigators in law-enforcement services, as well as auditors in
insurance companies, financial institutions and public bodies,
are concerned with intentional manipulations of recorded finan-
cial transactions, when there is an economic gain to falsify the
actual amount of money exchanged. Our main motivation comes
from the important application area of the statistical analysis of
customs declarations, an established research track of the Joint
Research Centre (JRC) of the European Commission stemming
from the commitment to fight against fraud for the defense of
the budget of the European Union (EU). This domain raises
challenges that cannot be easily solved by statistical learning

transactions, leading to severe class imbalance problems. Second,
while information on detected illegal activities can be trusted
almost with certainty, great uncertainty should be attached to the
remaining class, since investigations only cover a small minor-
ity of the available transactions and many infringements can go
undetected. Last, but not least, the availability of data on certi-
fied illegal activities after the final court judgment is sometimes
so much deferred in time that learning rules likely become out-
dated: therefore, advancements in anti-fraud approaches have
to face with concurrent adaptations of the fraudulent practices.
Although some partial remedies for some of these issues have
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been recently outlined in other contexts [3-6], the most effec-
tive methods conceive illegal customs declarations as anomalous
transactions and identify them through formal outlier detection
rules [7-9].

In this work we address the task of identifying fabricated declara-
tions in customs data through the perspective of analyzing trans-
action digits instead of transaction values. Anomaly detection in
the space of transaction digits can be a powerful companion to
more classical outlier detection tools, as proven among others by
Barabesi et al. [10-12]. The approach that we adopt relies on the
availability of a suitable model for the digits of genuine trans-
actions, that is, of transactions that originate from regular trade
flows. Cerioli et al. [13] have shown that Benford’s law can pro-
vide such a model under fairly general and easily verifiable condi-
tions of trade, related to the ratio between the number of transac-
tions and the number of traded goods of the subject under inves-
tigation. Furthermore, an important bonus of the digit approach
is its ability to pinpoint serial misconduct, by focusing on the
whole amount of transactions made by a single operator instead
of looking at the potential anomaly of each transaction within the
reference market, as done by the methods that deal with transac-
tion values [8].

The main goal of the present work is to answer one major and still
open question: How can we detect the behavior of economic oper-
ators who are aware of the prevalence of the Benford’s pattern
in the digits of regular transactions and try to manipulate their
data in such a way that the same pattern also holds after data fab-
rication? Such a challenging manipulation scheme undermines
the available methodologies for fraud identification based on dig-
its, which have been shown to be effective under more standard
schemes of data fabrication. Lacasa [14] emphasizes this poten-
tial threat in the specific context of the analysis of international
trade data, while similar concerns exist in other financial sce-
narios ([15]). More generally, the possibility that fraudsters adapt
their approaches to state-of-the-art analytical methods today is
known as “concept drift” in the machine learning literature and
is now recognized as a crucial open issue in most disciplines [1].
This challenge crucially affects the area of customs declaration,
where greater awareness of Benford’s law can invite adversarial
efforts to engineer spurious conformity. Our aim is to tackle the
consequences of this subtle adversarial attack by unveiling mali-
cious Benford-savvy behavior, thus extending the Benford frame-
work to remain effective under adaptive manipulation. The statis-
tical tools proposed in the present work are thus not intended to
replace the existing ones. Rather, they could pave the way for the
development of hybrid strategies that combine digit-based invari-
ants with statistical and machine learning methods for more
robust fraud detection.

Although our focus is on the detection of infringements in inter-
national trade, our work should also be of interest in all the
mathematically informed scenarios where lack of conformance
to Benford’s law is advocated as a signal of potential miscon-
duct. These include accounting and finance [16-18], electoral
processes [19-21], economics and national accounts [22, 23],
and even the delicate field of evaluation of integrity of scientific
research [24, 25]. Moreover, Benford’s law has been taken up in
broader economic and policy domains as a lens on data relia-
bility. International Monetary Fund work has shown that many

key macroeconomic aggregates tend to follow Benford patterns,
though deviations can as easily reflect structural shifts as weak-
nesses in statistical practice [26]. At the same time, applications to
survey data reveal systematic discrepancies in reported incomes,
underscoring the method’s value in highlighting measurement
error and reliability concerns [27]. These studies illustrate how
a tool first deployed in fraud detection has become a widely scru-
tinized benchmark for assessing the credibility of quantitative
information across diverse contexts.

We achieve our stated goal by means of four main methodological
developments. First, we formalize the Benford-savvy malicious
behavior that we aim to contrast through a new contamination
model for digits, baptized the “manipulated-Benford” scheme,
which extends the one presented in Cerioli et al. [13] to the
Benford-savvy context. We then study the distributional proper-
ties of the fractional part of the significand, which is the most
informative random quantity under the manipulated-Benford
model. This study opens the door to the construction of new
nonparametric tests of the Benford hypothesis which are able to
unmask the postulated adversarial Benford-savvy behavior. Our
third contribution is a general result which unveils the theoretical
relationship between two available statistics for testing confor-
mance to Benford’s law, the first-digit chi-square statistic [18] and
the Hotelling statistic proposed in Barabesi et al. [11]. The nature
of this relationship turns out to be very peculiar and amenable to
a surprising simplification. It then leads us to suggest a new test
statistic which is again effective to detect data fabrication under
the manipulated-Benford model. Since none of our new tests can
be expected to dominate the others under all possible configu-
rations of the manipulated-Benford model, we finally combine
them into an exact test of conformance to Benford’s law which
proves to be powerful under various specifications of this con-
tamination scheme.

We investigate the empirical properties of the proposed tests
through a simulation exercise and application to real customs
data. The former is designed to depict different possible specifi-
cations of the manipulated-Benford model and shows that our
new tests can greatly outperform the existing ones, including the
likelihood-ratio test of Barabesi et al. [28] which is instead opti-
mal under local alternatives to Benford’s law. We then represent
the application potential of our approach in the case of suspi-
cious economic operators analyzed by investigators in a mem-
ber state of the European Union (EU). The values declared by
these traders do conform to Benford’s law when only their first
digit is considered, but they are picked as highly suspicious by
our tests assuming a manipulated-Benford scheme. Although we
cannot claim that our results are able to anticipate data manipu-
lation with certainty, they surely point to situations where more
substantial controls are needed in view of a possible serial and
mathematically-informed illicit behavior.

A final contribution of our work consists in a more realistic and
robust Monte Carlo scheme for estimating the exact p-values
of the test statistics. The validity of Benford’s law implies that
transaction values are generated from a continuous random vari-
able. This assumption is tenable under idealized trade condi-
tions [13], but it might be mildly violated in practice due to the
possible effects of truncation and rounding. The main conse-
quence is that some of the transaction values may be recorded
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with a limited number of digits, even in the absence of substan-
tial irregularities. Although our simulation exercise proves that
only extreme approximations strongly affect inferential conclu-
sions, we also propose a refined simulation scheme for comput-
ing the exact distribution function of each test statistic, given the
observed behavior of the economic operator in terms of trunca-
tion (or rounding) of values. The advantage of our proposal, at
the expense of a limited loss of power, is a much more accurate
control of the false-positive rate under regular trade conditions
that do not strictly adhere to Benford’s law because of truncation
or rounding.

The structure of the paper is as follows. In Section 2 we
introduce the problem of testing conformance to Benford’s
law. Section 3 defines the manipulated-Benford contamination
model. In Sections 4 and 5 we derive the properties of the ran-
dom quantities of interest under the manipulated-Benford model,
obtain novel results on first-digit tests and develop a battery of
new tests specifically targeted to the Benford-savvy alternative.
We then propose to combine our tests in Section 6 and validate
them through a simulation exercise in Section 7. Applications to
real data from trade transactions are given in Section 8. Proofs are
reported in the Supporting Information, together with our sim-
ulation algorithm for the truncated-Benford scheme and some
complementary results, both theoretical and empirical.

2 | The Benford Set-Up

2.1 | Basic Definitions and Properties

We define the “significand function” .S : R\{0} — [1,10) as
S(x) = 10(10gm IXI)’

where (x) =x—|x| and |x] =max{ne Z : n<x} are the
fractional part and the floor function of x € R, respec-
tively. By assuming the probability space (Q,F,P), an
absolutely-continuous random variable X is defined to be
Benford ([29]) if, for u € [1,10), the distribution function of
S(X)is

Fx @) = P(S(X) < u) = log,yu. (1)

The first significant digit of x, denoted as D(x), can be rephrased
in terms of the significand function since D(x) = | S(x)], and
similar relationships also hold for the subsequent significant
digits.

Two fundamental properties of Benford random variables stem
from Equation (1). The first one is the celebrated first-digit law,
stating that

d+1) )

Py = P(DUX) = d) = logy, (=

for d =1, ...,9. Under Benford’s law the distribution of the
first significant digit is thus far from being uniform, but follows
the logarithmic-type distribution ruled by Equation (2). Further-
more, ford =1, ...,9, we let

Z1 4 = L4441 (S(X)), 3)

where 1, is the indicator function of the set B, so that the occur-
rence probability for first-digit d is given by p, = E[Z, ,].

The second feature of Benford random variables is called
sum-invariance and is even more amazing. By defining

Zy 4 = SX1, 411y (SX)) 4)

ford =1, ...,9, the (first-digit) sum-invariance property of Ben-
ford’s law states that
E[Z,,] =C. ©)

where C = log,, e. The validity of Benford’s law thus implies that
the expected value of the significand of X when the first digitis d,
that is, the expectation given in Equation (5), does not depend on
d and is equal to C. We refer to Berger and Hill [29] for a compre-
hensive and authoritative account of these and other mathemati-
cal characterizations of the law, while Barabesi et al. [11] provide
a detailed investigation of the relationship between Equation (2)
and Equation (5).

Benford’s law has been challenging mathematicians and practi-
tioners for decades [30]. It has also attracted the interest of statis-
ticians mainly thanks to the limit theorem presented by Hill [31],
which motivates the adoption of the law as the digit-generating
model in many real-world situations. Theoretical results on the
relationship between Benford random variables and classical uni-
variate models for X are increasingly studied [28, 29, 32], while
an empirical investigation of the accuracy of the Benford property
of Equation (2) in the specific domain of international trade is
detailed in Cerioli et al. [13]. In that context, alternative ways are
suggested to analyze digits when Benford’s law does not hold.

2.2 | Tests of the Benford Hypothesis
In view of Equation (1), we define as “Benford hypothesis” the
null hypothesis

H, : S(X) =10V, (6)

where U is a Uniform random variable on [0, 1). The assessment
of hypothesis (6), given a sample X, ..., X, of n realizations of
X, is the main inferential target of the statistical investigations on
transaction digits described in Section 8.

Since the validity of Benford’s law implies the first-digit proper-
ties displayed in Equation (2) and Equation (5), many popular
tests of the Benford hypothesis are based on first-digit statistics.
The rationale is that disagreement with either Equation (2) or
Equation (5) contradicts the validity of Equation (6), provided
that null distributions are obtained under H,. The simplest and
perhaps most adopted strategy for testing Equation (6) in applica-
tions (see, e.g., [10, 18], and the references therein) is to compute
the first-digit Pearson statistic

o ("ﬁd - ”‘Pd)2
0=y ——"
! ; npy

where p, is given by Equation (2), while

~ 1y
Py = ;le)(D(Xi))
i=1
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is its sample estimate. It is convenient for the developments that
follow to express Q, as a quadratic form. If we recall Equation (3)
and let Z, = (Z,, ...,ZLS)T, w =E[Z,], £, = var|Z,], under
H, we have

M1 = (Pp ~--7P8)T

and
%= (Pd5d,d' _Pde')’

where 6, ,, is the Kronecker delta function. Therefore,
— T (=
Q1=”<Zl_/41> z (Zl_/ﬁ)’ ™)

— — — \T
where Z, = (ZM, ...,ZLS> and

— 1 "
Zl,d = W Zl[d,d+1)(S(Xi))'
i=1

Another powerful first-digit tool for testing H, is the Hotelling
statistic proposed by Barabesi et al. [11] on the basis of the
sum-invariance property of Equation (5). If we recall Equation (4)
and let Z, = (Z,,, ..., Zy9) s #y = E[Z,], £, = var[Z,], it fol-
lows that under H,,

1y =(C,....Of

and
%, = (Cd +1/2)5, 4 — C?).

The Hotelling statistic is thus given by the quadratic form
— T (=
Q2=”(Zz—/42> 22 (Zz—#z>, (8)

— — — \T
where Z, = (ZZ,I’ ...,Zz’9> and

Zz,d = % ZS(Xi)l[d,d+l)(S(Xi))'
i=1

Even if it relies on the first-digit sum-invariance property given in
Equation (5), O, takes into account part of the information pro-
vided by all the recorded digits, through the sample averages in
Z, and through their covariance structure. This is a major advan-
tage against Benford-savvy manipulations that we further exploit
in Section 5.

Strictly speaking, both O, and Q, would test weaker hypotheses
than the Benford one, since neither Equation (2) nor Equation (5)
imply Equation (1). A test statistic specifically tailored to assess
Equation (6) is instead the Kolmogorov-Smirnov (two-sided)
statistic defined as

KS, = max {A,, B, }, )
where

i i—1
A= max(— —log,, S([)>, B, = Fgl%)f,(k)gm Say — T)

1<i<n\ n

and S, <--- <5, are the order statistics of the significands
S(X,), ..., 8(X,). Ascale invariant version of KS, is the Kuiper
statistic

KU, = A, + B,. (10)

Furthermore, Barabesi et al. [28] derive two locally optimal test
statistics (i.e., a likelihood-ratio and a score statistic) through
a semiparametric approximation to the distribution function of
log,, S(X). These statistics are scale invariant and improve over
both KS; and KU; under standard departures from Equation (6),
when the law of X is a member of large classes of distributions
of wide applicability. We refer to Barabesi et al. [28] for a precise
definition of such statistics and a description of their properties,
as well as to Cerasa [33] for other discrepancy measures of poten-
tial interest in very small samples and to Mumic and Filzmoser
[34] for an alternative approach based on the concept of composi-
tional data. We also note that in principle a myriad of alternative
statistics could be inspired by the ideas of goodness-of-fit testing
for directional data, but they are not considered here.

3 | Manipulations that Mimic Benford’s Law

All the test statistics described in Section 2.2 are (to varying
degrees) effective under “regular” alternatives to the Benford
hypothesis, that is, alternatives where all or a fraction of the ran-
dom variables X7, ..., X, are sampled from a distribution differ-
ent from the Benford one. This setting can be formalized through
a contamination model assuming that the distribution function
Fg(x) of the significand is an element within the following family
of distribution functions

Fgxy = (1= )Fg + AFg, (11)

where 4 € [0, 1]. In such a model, F; is the distribution function
of the “good” part of the data, that is, F represents the postu-
lated null model, F is the contaminant distribution, which is left
unspecified except at most for the assumption of some regular-
ity conditions, and 4 is the contamination rate. With emphasis
on the first digit, Cerioli et al. [13] show that in the context of
international trade it may be plausible to assume the validity of
Benford’s law under fairly general and easily verifiable conditions
of trade, related to the ratio between the number of transactions n
and the number of traded goods, say m. Specifically, both n and m
should be large enough, as anticipated by the fundamental limit
theorem of Hill [31], and it is suggested to take m > 0.2n as a prac-
tically sensible rule of thumb. Under the conditions that ensure
the validity of Benford’s law, it thus follows from Equation (1) that
we can take

Fs(u) =log,, u (12)

in Equation (11), with u € [1,10). Barabesi et al. [11] and
Barabesi et al. [28] provide extensive empirical evidence of the
performance of many tests of the Benford hypothesis under
Equation (11) and Equation (12), when A =1 and the contam-
inant distribution F corresponds to models for X of popular
choice in applications. Furthermore, the power of Q; in some
cases where A < 1 is shown in Cerioli et al. [13].

The Benford-savvy manipulation that we target encompasses
digit-wise contamination and replaces the first digit of a fabri-
cated value with the first digit of the realization of a Benford
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random variable. This is arguably the simplest and most attractive
way to make up data following the Benford pattern for at least two
major reasons. The first one is the existence of legal and admin-
istrative constraints (e.g., for balance sheets or customs declara-
tions) that may prevent from producing a fully-fabricated sample
of Benford values. The second motivation is the increasing pop-
ularity of the first-digit tests introduced in Section 2.2, to which
dishonest economic operators may try to adapt. If some of them
were willing to fill administrative documents with fake data for
the purpose of achieving an economic gain, the feeling that these
data might be scrutinized for conformance with Equation (2)
could lead to select first digits actually following Benford’s law.
Indeed, the development of new data manipulation schemes in
response to existing fraud detection techniques is recognized as a
general and widespread challenge in most applications [1].

It is apparent that the contamination model described by
Equation (11) is not suitable to represent digit-wise departure
from the Benford hypothesis and must then be replaced by a
new one.

We recall Equation (1) and define a random variable X, such that

L
X, =10Y,

where U is a Uniform random variable on [0, 1). Therefore, X,
is a Benford random variable and the probability distribution
of D(X,) follows the first-digit law given in Equation (2). We
also consider a random variable X independent of X,. The
Benford-savvy manipulated response is then

S(X) = D(X,) + (S(Xg)). (13)

We define Equation (13) as the (first-digit) “manipulated-
Benford” contamination model. Note that the stated condition
of independence between X, and X is not technically neces-
sary for analyzing digits under our manipulated-Benford scheme.
Nevertheless, this assumption is retained in Equation (13)
because it provides a worst-case scenario for the purpose of con-
trasting first-digit fabrication.

It is worth remarking that the manipulated-Benford model does
not yield Equation (1) when Xj, is itself a Benford random vari-
able. More details on this, perhaps surprising, result are given
in Section 4, but intuition can anticipate that the manipula-
tion devised in Equation (13) destroys the dependence structure
among the digits of a Benford random variable. We also note
that contamination models similar to the manipulated-Benford
one are becoming of prominent interest for anomaly detec-
tion in other branches of statistical research. We refer to the
framework of cellwise contamination in multivariate estimation
problems [35] and we leave the study of its relationship with
Equation (13) to further research.

4 | Tests for the Manipulated-Benford
Alternative

Our goal consists in developing tests of the Benford
hypothesis that can detect departures from it when the sub-
tle manipulated-Benford alternative holds. It is clear from

TABLE1 | Estimated power, based on 5000 simulations, of the
likelihood-ratio test of Barabesi et al. [28], there denoted as A R when X
follows the manipulated-Benford contamination model for some (rather
extreme) choices of distributions of X} in Equation (13) and for different
sample sizes. The exact test size is 0.01.

Lognormal Weibull Uniform Generalized
n 0.3,1) (3.4,1) [0,1) Benford(3)
200 0.013 0.014 0.022 0.036
500 0.017 0.020 0.044 0.084
1000 0.023 0.023 0.082 0.205

Equation (13) that statistics solely involving the first digit D(X),
such as Q; in Equation (7), cannot be effective for this pur-
pose. Empirical investigation of the behavior of many existing
statistics under model Equation (13) is deferred to Section 7,
where details about notation are provided. Nevertheless, we
anticipate that even the most powerful scale-invariant test devel-
oped by Barabesi et al. [28] is barely effective against such a
contamination, as shown in Table 1 for a few selected (and rather
extreme) choices of distributions of X in Equation (13) and for
moderately large sample sizes.

A direct approach to detect violations of the Benford hypothesis
ruled by Equation (13) is to base inferences on the fractional part
of S(X), whose main distributional properties are given in the
results that follow. Their proofis reported in the Supporting Infor-
mation.

Proposition 1. Assume that Equation (6) holds. For v €
[1,10) and u € [0, 1), the distribution function of the bivariate ran-
dom vector (D(X), (S(X)))" is

Lo} .
Jjtu
Fipoosoop (0 u) = Z log,, ( 7 >

Jj=1

For u € [0, 1), the distribution function of (S(X)) is

9
d+u

F, w= )1 >

(sl ;:; 0g10< 4 )

with corresponding probability density function

9

Fisom@ =Y,

d=1

C
d+u

For u € [0, 1), the conditional distribution function of (S(X)) given
{D(X)=d}is

1 d+u
Fisoontioon=a 9 = -=10gso (L),
d

with corresponding probability density function

C
f —ay(W) = ————.
(SCONDX)=d) o+

Even if the properties of the distribution of D(X) are well known
(indeed, the corresponding probability function is plotted in
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FIGURE1 | Probability density function (left) and distribution function (right) of (.S(X)) under Proposition 1.

almost all articles dealing with Benford’s law), the features of the
distribution of the fractional part (S(X)) are not usually noted
in the literature. Actually, (S(X)) is an absolutely continuous
random variable defined on [0, 1), whose digits constitute the
sequence of significant digits of X starting from the second signif-
icant one. The probability density function and the distribution
function of (S(X)) are shown in Figure 1. Even if the probabil-
ity density function of (S(X)) is slightly decreasing on [0, 1), the
law of (S(X)) is not too far from uniformity. This is due to the
fact that the probability function of the second significant digit
is much less spiked than that of the first significant digit, being
nearly “flat” (see [29], Figure 1.1). Intuitively, these properties are
likely to provide a small correlation between D(X) and (S(X)),
as formally shown in Proposition 2 below.

Proposition 1 opens the door to the construction of nonparamet-
ric tests of the Benford hypothesis, which can be expected to
be especially effective under the manipulated-Benford alterna-
tive. As in Equation (9) and Equation (10), we focus both on the
Kolmogorov-Smirnov statistic.

KS, = max {A,, B,} (14)
and on the Kuiper statistic
KU, = A, + B,, (15)
where

A, = maX(i = Fisxy (Sz,(i))>’

1<i<n\n

i—1
B, = maX(F<S<X)>(Sz,(i>) - )

1<i<n n

and S, 4y < - -+ < S, , represent the order statistics of the signif-
icand fractional parts (S(Xl) >, L (S(Xn) >

Proposition 2. Under the same assumptions of Proposition 1,
forr,s € N, we have

E[D(X) (S(X))*]

9 s i
— (_1)SE[D(X)r+s] + Czdr+sz<s.>(_1)5—j(1+1/j¢,
J

d=1 j=1

Proposition 2 yields the mixed moments of the joint distribution
of D(X) and (S(X)) when X is a Benford random variable. In
particular, after some algebra deferred to the Supporting Infor-
mation, where its formal expression is given, the numerical value
of the correlation coefficient between D(X) and (S(X)) turns out
to be

cor[D(X), (S(X))] ~ 0.05636. (16)

‘We also obtain that the conditional expectation

E[SXO){DX) = d}] = p£ _d

d

is nearly constant, since it takes values close to 0.5 for all d =
1, ...,9. Both measures thus show limited dependence between
D(X) and (S(X)) under Equation (6).

As an interesting corollary of Proposition 2, Equation (16) also
explains why the manipulated-Benford contamination model
defined in Equation (13) does not lead to the Benford hypothesis
when Xj is itself a Benford random variable. Indeed, this choice
of Xy yields cor[D(X,), (S(Xg) )| =0, X, and Xy being inde-
pendent, and contradicts Equation (16).

5 | Properties of First-Digit Tests and a New
Test
51 | The Joint Null Distribution of O, and Q,

We provide new insight on the properties of the first-digit test
statistics O, and Q, under the Benford hypothesis. Although
a good Monte Carlo approximation to their exact joint dis-
tribution is available under Equation (6), as described in
Section 7, the result presented below gives their asymptotic
joint null distribution. A major advantage of this large-sample
result is that it suggests a very simple approximation which in
Section 5.2 leads to a novel test statistic specifically tailored to
the manipulated-Benford alternative.

Let Z =vec(Z,,Z,), p=E[Z], £,=Cov[Z,Z,] and ==
var[Z]. Under (6),
= vec(uy, py)
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and
3 = <21 212)
T ;
DAY}
where u;, u,, X;, X, are given in Section 2.2. In addition, since
E|Z,,Z, 4] =6448|Z,4] = Cby 4.

it also follows that =, = (C6, ,» — Cp,). Correspondingly, if Z =
vec (71,?2>, we have E[?] = u and var[?] = n~1Z. The follow-
ing general result, which is proved in the Supporting Information,
leads to the large-sample distribution of the bivariate random vec-

tor 0 = (0,,0,)".

Theorem 1. Let (Y,,)n>1 be a sequence of centered random
vectors defined on the probability space (Q, F, P), such that Y, =
vec(Y,,.Y,,), where Y, , and Y, , are random vectors of dimen-
sions ry and r,, with r; < r,. Moreover, assume that

v, ¥
vl = (o] v2)

is a full-rank matrix with finite entries and that Y, converges in
distribution to the random vector Y = vec(Y,,Y,) with the Normal
law N, ., (0,%).If (S,) .., is g sequence of bivariate random vec-
tors such that S, = (S,,.5,,) with S, =Y W'Y, ,and S, =
YZT,,W;lyz,m then S, converges in distribution to the bivariate ran-

dom vector
V=) = (G e )

with Laplace transform given by

1

5 —
Ly (1) = (1+ 2t2)_%('2_’1)H(1 +2t +2t, + 4(1 - p?)tltz) %
j=1

where 1>p; >--->p, 20 are the canonical correlations
between Y, and Y,, that is, the singular values of the matrix
1 1

YR,

Theorem 1implies that L, (¢,,0) = (1 + 2t1)_%rl and L, (0,1,) =

_1
(1+2t,)"2", so that the marginal distributions of ¥; and V, are
the ;(rzl and ;(rzz laws, respectively. Furthermore, since \/E(E—

E[?]) converges in distribution to the Normal law N,,(0, X), by
applying Theorem 1 with r, =8 and r, =9 we obtain that Q
converges in distribution to the bivariate random vector ¥ with
Laplace transform

Ly(t;.1,) = (14 212)_% (1 +2t, +2t, + 4(1 - pJ2.>11IZ> ’

8
j=1

We thus have the stochastic representation V' z Z?=1Wj, where
W, = (W, W, j)T are independent bivariate random vectors
such that, for j =1, ...,8, each W, is distributed with Kibble’s
law of parameters p; and % [36], while W}, is a Dirac random
variable concentrated at zero and W, is distributed with the y?
law. Kibble’s law is a bivariate generalization of the Gamma dis-
tribution and is in turn a special case of the family discussed

in Torricelli et al. [37]. Finally, by using algebraic software, we
obtain

oLy (t,.1,) 8

=72+2) ol
01,01, 1,=0,1,=0 d=1

E[Vv3] =

The correlation coefficient between V; and V, is then
cor[Vy, V5] = V2 i 2
1. V2| = 12 j=1Pj,

by recalling that the marginal distributions of V; and V, are the
x4 and yZ laws, respectively.

Since the entries of £ are known, the exact expressionof p;, ..., pg
can be obtained by means of algebraic software and the corre-
sponding numerical computation yields the values reported in
Table 2, in such a way that cor[Vl, V2] ~ (0.9381. Table 3 displays
the Monte Carlo estimates, based on 10° replicates, of E[Ql],
E[Q,]|, var|Q,], var|Q,] and cor|[Q,, Q,] for selected values of n.
It also compares these estimates with the moments of V', reached
when n — oo. The agreement is remarkably close even in the case
of small samples.

5.2 | A Simplified Statistic

The Laplace transform L, cannot be inverted analytically. How-
ever, the values of p,, ..., ps displayed in Table 2 suggest that a
good approximation to the distribution of V' can be achieved by
inverting L, under the assumption that (py, ..., p5) = (1, ..., 1).
Such an assumption gives rise to the bivariate probability density
function of a new random vector, say T' = (Tl, TZ)T, such that

x3

1 1
—_— —— e
96\/% VX2 =X
for x; > 0, x, > x;. The details of the derivation of f, are given
in the Supporting Information. The probability density function
provided by Equation (17) is shown in the left-hand panel of
Figure 2, while the right-hand panel displays the probability den-
sity function of V' obtained by numerical inversion. The agree-
ment between the two plots is visually striking. Further peculiar
features of Equation (17) are that the random variables T; and
(T, — T;) are independent under the Benford hypothesis and that
T, is distributed with the g law, while (T, — T;) is distributed
with the y? law. Therefore, this approximation keeps the same
;(g and )(92 laws for the marginal distributions, while the corre-

fT(x17x2) = _%xz, a7

sponding correlation becomes cor [T}, T,| = ¥ ~ 0.9428, which
is very close to the value of cor 1}, V;].

The approximation to the asymptotic joint null distribution of
0, and Q, offered by Equation (17) suggests that the difference
statistic can be adopted to assess the Benford hypothesis under
the manipulated-Benford alternative. The rationale is that the
information provided by (T, — T ), being independent of that of
T, does not look at the first digit but at the subsequent ones. The
same intuition also applies to the original test statistics Q; and Q,,
since computation of Q, involves all the significant digits through
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TABLE 2 | Numerical approximation to the canonical correlations between Y; and Y,.

P1 P2 P3 Pa Ps Pe P7 Ps
0.9995 0.9994 0.9992 0.9990 0.9985 0.9977 0.9959 0.9906
TABLE3 | Monte Carlo estimates of some moments of Q, based on 10° replicates, for selected sample sizes and comparison with asymptotic values.

n 30 50 100 200 00
E[Q,] 7.984 7.989 8.011 8.013 8
E[Q,] 8.979 8.999 9.019 9.014 9
var|Q, | 16.538 16.366 16.466 16.413 16
var|Q,| 18.355 18.336 18.190 18.167 18
cor[Q,,0,] 0.939 0.937 0.938 0.938 0.938

FIGURE2 | Probability density functions of T’ (left-hand panel) and V (right-hand panel).

Z, and the dispersion matrix X,, while Q, is solely a function of
the first digit.
QA = Qz - Q1 (18)

Asymptotically, we approximate the quantiles in the right-hand
tail of the null distribution of Q, through those of the )(12 law,
as it holds for its approximated counterpart (7, — T; ). Although
we cannot expect this approximation to be valid across the whole
supportof 0, asithappens that {Q; > O, } and hence {Q, < 0}
with non-null probability, the fit of the y? distribution is amaz-
ingly good for testing purposes. For instance, Figure 3 contrasts
the quantiles in the 10% right-hand tail of the distribution of
0, under the Benford hypothesis, estimated through the Monte
Carlo algorithm described in Section 7 and 10° simulations, with
those of a )(12 random variable. The match between the two sets
of quantiles is very accurate even when n = 100.

Independence between (T, — T;) and T; is also closely mirrored
by Q, and Q,, when we look at the right-hand tail of their distri-
butions under the Benford hypothesis. Figure 4 compares a zoom
of the estimated null probability density of O, say f,, , with the
same portion of the estimated null conditional probability density

of Q,, given that Q, is below the 0.99 quantile of 47, denoted as

f 0, { Q1<112,o.99}’ again for n = 100 and n = 500. The plotted kernel

estimates are practically indistinguishable and show that the out-
come of the first-digit test based on Q; has virtually no impact
on the right-hand tail of the null distribution of Q,. This result
supports computation of Q, when there is no evidence of data
fabrication in the first digit. In that case the observed value of
the test statistic can be safely compared with the tail quantiles of
its marginal distribution, in contrast to what happens when per-
forming sequential tests on multiple digits and more complicated
conditional distributions must be taken into account [10].

6 | Combination of Tests

Since we want to leave the distribution of X in Equation (13)
unspecified, none of our tests on the fractional part of S(X) can
be expected to dominate the others under all possible specifica-
tions of the manipulated-Benford model. Our proposal is then to
consider a combined test statistic of Equation (6) tailored to detect
the existence of Benford-savvy contamination under a variety of
choices for X} in Equation (13).
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FIGURE3 | QQ-plot comparing the largest quantiles of Q, under Equation (6) with those of a 7 random variable for n = 100 (left-hand panel)
and n = 500 (right-hand panel). The plotted quantiles belong to the 10% right-hand tail of each distribution.

— fQa4
------ fQA|{Q1<Xi0~99} 7

2 4 6 8 10 12

— fQa
------ fQAHQl <Xlos}]]

2 4 6 8 10 12

FIGURE4 | Zoom in the right-hand tail of the estimated null probability density of Q, (black solid line) and of the estimated null conditional
probability density of Q,, given that Q; < 112,0‘99 (gray dotted line). Left-hand panel: n = 100; Right-hand panel: n = 500. Estimates based on Matlab

function ksdensity and 10° simulated samples under H,.

For concreteness, we focus on the combination of the
Kolmogorov-Smirnov statistic given in Equation (14) with
0, The choice of a suitable combining function ¢ : [0,1]*> - R
yields the test statistic

Gys = (1 - Fs, (KS,),1- Fp, (Q4)) (19)

where Fyg and F, are the distribution functions of KS, and
Q,, respectively, under the Benford hypothesis. Specifically, we
adopt the minimum p-value principle and let ¢(u, v) = min(y, v),
so that the combined test rejects for small realizations of Gysg.
The corresponding p-value is then PG (g) = FGKs(g)’ where g is
a realization of Gyg and Fg;__ is the distribution function of Gy
under Equation (6). Distribution function Fg = can be approx-
imated to an arbitrary degree of accuracy through the simple,
but computationally efficient, Monte Carlo approach relying on
Equation (20) and through its more robust variant to be described
in the sections below. Therefore, a valid combined test is obtained

through the estimate of p _ (g) and no further multiplicity correc-
tion is needed. A similar test statistic is obtained by replacing KS,
with the Kuiper statistic of Equation (15). We denote as Gy, the
analog of Equation (19) combining KU, with Q.

7 | Simulation Study
7.1 | Aims of the Study

In this section we provide simulation evidence of the empirical
advantages of our tests under the manipulated-Benford contam-
ination model. Specifically, we compare the tests based on statis-
tics of Equations (14), (15) and (18), as well as of their combina-
tions, to that of the existing tests introduced in Section 2.2. We
include in our comparison also the two-digit version of the Pear-
son statistic, here written as Q,,, and the likelihood-ratio statis-
tic of Barabesi et al. [28], denoted as Ag - The former is often
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advocated to test hypothesis (6) in moderately large samples, as it
extends consideration beyond the first digit ([18]), while the latter
is a scale-invariant statistic which enjoys the optimality proper-
ties of a likelihood approach.

We emphasize that we cannot expect our statistics KS,, KU, and
0, to be particularly effective under the standard contamination
scheme defined in Equation (11), since they neglect information
on the first digit D(X). We argue that such a limitation does hin-
der the usefulness of our proposal, the main ability of KS,, KU,
and Q, being to detect data fabrication in the fractional part of
S(X) when D(X) indeed follows Equation (2). Our new tests are
not designed to improve over the existing tests of the Benford
hypothesis in any scenario, but to complement them in situa-
tions where they loose their effectiveness. Nevertheless, our tests
can be also combined with any first-digit test to detect departures
from the Benford hypothesis in the absence of a specific suspicion
of Benford-savvy manipulations. The advantage of this approach,
whose investigation is left for further research, is to obtain simple
procedures with good power against both the naive manipula-
tions which agree with Equation (11) and the more subtle data
fabrication schemes following Equation (13), without the need
to select the type of departure from H,, in advance.

In our power comparisons, we rely on Monte Carlo estimates of
the exact quantiles of each test statistic. For this purpose, B Monte
Carlo replicates of the test statistic under consideration, say T =
T(X PR, ¢ ,,), are generated under the Benford hypothesis as

T =T(10%,.

A .., 10%), (20)

for b=1, ..., B, where U, ...,U,, are independent Uniform
random variables on [0, 1). For a realization 7 of T, the Monte
Carlo estimates of the exact p-values are then computed as p;(t) =
1- F;f(t), where

B
% 1 f
Fi = 5;1(,&” (Tb )

The estimates of some relevant quantiles of our test statistics are
given in the Supporting Information using B = 10° replicates.

In the simulations that follow we take y = 0.01 to be the exact
test size. Results obtained with different exact quantiles from
Equation (20) are qualitatively very similar. We only show power
results for n = 500, while those for different sample sizes are
given in the Supporting Information, together with further details
about the test statistics not described in Section 2.2 and the
adopted simulation algorithm (including the link to the code
that can be used to replicate our simulations). Power com-
parisons are performed using 5000 independent runs of the
manipulated-Benford model of Equation (13), for different selec-
tions of X5.

7.2 |
Model

Evidence Under the Manipulated-Benford

Our choices for X in the manipulated-Benford model are dis-
played in Table 4. The first two scenarios, the Lognormal and the

Weibull laws, follow Barabesi et al. [11] and assume that the con-
taminant random variable X comes from distributional models
which are popular in many fields, including the analysis of eco-
nomic aggregates that arise in trade [38]. In both instances, we
denote by « the shape parameter of the law and take the scale
parameter equal to 1. We focus on the effect of a since it is known
that Lognormal and Weibull random variables become practically
indistinguishable from a Benford one for suitable choices of their
shape parameter [29, 32]. Our subsequent scenario assumes that
Xy is a Uniform random variable defined on interval [0, a). This
setting can be taken as a representative of “human” data fabri-
cation, as it is often argued that number invention by humans
might be biased toward simple distributions such as the Uniform
law (see [18] for some examples of human number invention).
Here we are not interested in the effect of « itself, but we consider
different values of the range to represent our lack of knowledge
about the support chosen for the purpose of data invention. Our
final power scenario widens the perspective by considering the
possibility that data manipulation directly involves a model for
the digits of X. We thus assume that X is a Generalized Benford
random variable with parameter « € R. The Generalized Ben-
ford model has been introduced to represent digit distributions
when X follows a power-law [39, 40]. For instance, the first-digit
masses span from p; = 0.556 to p, = 0.012 when a = —1, while
we recover the Uniform first-digit distribution p, = ... = py =
1/9 when a = 1. The resulting expressions for Fgx, and F ),
are reported in the Supporting Information.

The manipulated-Benford scenario is particularly challenging for
all the test statistics derived under Equation (11). Taking into
account the full significand S(X), as is done by KS,;, KU, and
Ag ,»doesnot help in any instance. Only the mixed approach pro-
vided by Q, (and to a much lesser extent by Q,,) is able to keep
power to a reasonable level, a result anticipated in Barabesi et al.
[11] for the case of a Generalized Benford random variable. Nev-
ertheless, our new tests clearly outperform Q,, as well as the oth-
ers competitors, in all the selected specifications of Equation (13).
It is also seen that the ordering among KS,, KU, and Q, can
change according to the specific contaminant distribution, but
that the power of Gyg and Gy, is always close to that of the best
performer. We thus conclude that our new tests are to be gen-
erally recommended for the purpose of detecting Benford-savvy
manipulations and that the loss of power induced by combination
of tests is minor, especially if compared to the resulting increased
robustness against different specifications of the nature of the
manipulating digit distribution.

The same qualitative picture is preserved when only a portion =
of the observations come from the manipulated-Benford model,
while the remaining fraction (1 —7) are generated by a Ben-
ford random variable, reflecting only partial fabrication of the
data. Of course, the power of our new tests cannot be expected
to remain as high as in Table 4 under this less extreme—and
thus even more challenging—contamination scheme, but their
detection performance is still appreciable. For instance, Table 5
reports the results for the case = = 0.6, again with » = 500 and
y = 0.01.

Comparing the results displayed in Table 4 with those reported
in the Supporting Information shows the effect of the sample
size on the power of our tests under the manipulated-Benford
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TABLE4 | Estimated power, based on 5000 simulations, under the manipulated-Benford model for different choices of Xy in Equation (13), when
n = 500. The exact test size is y = 0.01. Null quantiles of test statistics are estimated with B = 10° replicates in Equation (20).

a o, 0, 0, KsS, A Non KU, Ks, KU, (N Ggs Gy
Lognormal(a, 1)
0.3 0.011 0.451 0.630 0.034 0.017 0.038 0.997 0.986 0.927 0.996 0.981
0.4 0.010 0.096 0.122 0.015 0.010 0.014 0.759 0.575 0.381 0.702 0.528
0.5 0.009 0.033 0.021 0.014 0.010 0.013 0.304 0.167 0.076 0.241 0.135
0.6 0.010 0.023 0.011 0.013 0.011 0.015 0.105 0.051 0.018 0.079 0.039
Weibull(a, 1)
2.2 0.010 0.040 0.034 0.016 0.011 0.015 0.426 0.259 0.123 0.365 0.216
2.6 0.010 0.104 0.130 0.016 0.011 0.014 0.819 0.661 0.406 0.771 0.615
3.0 0.010 0.246 0.319 0.027 0.016 0.025 0.970 0.922 0.721 0.959 0.895
34 0.010 0.466 0.533 0.036 0.020 0.043 0.997 0.991 0.883 0.996 0.986
Uniform|[0, a)
5 0.010 0.047 0.234 0.015 0.041 0.050 0.364 0.211 0.614 0.564 0.535
20 0.009 0.042 0.235 0.019 0.039 0.047 0.360 0.203 0.598 0.559 0.530
40 0.010 0.044 0.235 0.018 0.045 0.047 0.368 0.199 0.600 0.554 0.533
60 0.010 0.047 0.238 0.018 0.040 0.047 0.353 0.200 0.604 0.557 0.533
Generalized Benford(a)
-1.0 0.011 0.153 0.225 0.018 0.011 0.016 0.884 0.722 0.589 0.852 0.703
1.0 0.010 0.048 0.250 0.018 0.045 0.050 0.356 0.200 0.593 0.546 0.514
2.0 0.010 0.124 0.577 0.025 0.065 0.078 0.768 0.568 0.903 0.887 0.867
3.0 0.012 0.217 0.774 0.049 0.084 0.109 0.930 0.796 0.974 0.969 0.960
TABLE 5 | As Table 4, but now only 60% of the observations come from the manipulated-Benford model, while the remaining 40% are generated

by a Benford random variable.

s o, 01, 0, KS, KU, KS, KU, 0, Gs Gy
Lognormal(a, 1)
0.3 0.009 0.071 0.142 0.016 0.013 0.728 0.549 0.436 0.688 0.541
0.4 0.008 0.027 0.030 0.013 0.011 0.270 0.151 0.112 0.227 0.144
0.5 0.011 0.017 0.014 0.009 0.009 0.083 0.043 0.030 0.067 0.042
0.6 0.009 0.014 0.009 0.012 0.012 0.038 0.022 0.011 0.027 0.017
Weibull(a, 1)
2.2 0.009 0.016 0.016 0.012 0.014 0.133 0.072 0.043 0.106 0.060
2.6 0.013 0.024 0.037 0.012 0.012 0.298 0.178 0.114 0.244 0.159
3.0 0.010 0.040 0.072 0.015 0.015 0.528 0.373 0.239 0.471 0.345
3.4 0.009 0.082 0.124 0.016 0.018 0.745 0.589 0.392 0.686 0.559
Uniform[0, )
5 0.009 0.019 0.064 0.011 0.017 0.111 0.056 0.199 0.173 0.156
20 0.009 0.022 0.053 0.012 0.019 0.106 0.054 0.184 0.163 0.147
40 0.008 0.021 0.053 0.011 0.017 0.098 0.049 0.187 0.160 0.148
60 0.012 0.021 0.057 0.014 0.022 0.103 0.051 0.184 0.160 0.143
Generalized Benford(a)
-1.0 0.012 0.033 0.056 0.016 0.011 0.386 0.218 0.185 0.339 0.217
1.0 0.011 0.019 0.057 0.012 0.017 0.107 0.052 0.199 0.177 0.159
2.0 0.012 0.034 0.132 0.013 0.028 0.272 0.141 0.405 0.370 0.337
3.0 0.011 0.044 0.205 0.016 0.030 0.432 0.243 0.551 0.529 0.487
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TABLE 6 | Estimated maximum absolute difference between the
quantiles of (.S(X)) under Benford’s law and those under a Lognormal
random variable, for different values of @ and n. Estimates are based on
10° replicates.

TABLE7 | Proportion of rejections of H,, based on 5000 simulations,
under a truncated-Benford model with k significant digits in .S(X), when
n = 500. The exact test size is y = 0.01. Null quantiles are the same as in
Table 4.

a n =200 n = 500 n = 1000 k KS, KU, (N Ggg Gyy
0.3 0.114 0.115 0.115 6 0.009 0.010 0.009 0.008 0.009
0.4 0.070 0.071 0.071 5 0.010 0.011 0.010 0.010 0.010
0.5 0.044 0.045 0.045 4 0.011 0.009 0.010 0.011 0.011
0.6 0.029 0.028 0.028 3 0.020 0.024 0.016 0.016 0.021
2 1.000 1.000 0.756 1.000 1.000
model, for any given choice of X3. To control for the effect of
n, we can instead investigate the discrepancy between the null are used to estimate quantiles. If, for k =1, ..., K, we define

and each alternative model from a descriptive point of view, espe-
cially in the cases where the contaminant distribution approaches
Benford-like behavior for specific parameter values. For instance,
based on 10° replicates, the estimated maximum absolute dif-
ference between the quantiles of (S(X)) under Benford’s law
and those under a Lognormal random variable is reported in
Table 6. As expected, the discrepancy between the two models
decreases as a grows irrespectively of the sample size, thus pro-
viding complementary empirical evidence to the power values
given in Table 4 and in the Supporting Information. In particular,
this additional information provides a link between numerical
deviations from Benford’s law in terms of (S(X)) and the detec-
tion rates of our tests based on the distribution of (S(X)) at a
given sample size.

7.3 | Truncation and Rounding

We carry on with our simulation exercise by investigating the
effect of contamination in the last significant digits, as it happens
with rounding errors or other numerical inaccuracies. Although
the Benford hypothesis assumes .S(X) to be a continuous random
variable, rounding and truncation to a rather limited number of
significant digits often occur in practice even in the absence of
malicious data manipulation. We require our tests to be fairly
robust against such violations of H;, and need to devise an alter-
native practical strategy when it is not the case, since rounding
and inaccuracies typically have very different implications than
data fabrication.

In Table 7 we compute the proportion of rejections of H,
when the Benford significand S(X), simulated according to
Equation (20), is truncated to have k digits. We see that the effect
of truncation is negligible, unless k is very small. This result is
perhaps surprising, since our tests look at the fractional part of
S(X) and the chosen simulation scheme depicts a worst-case
scenario for them, by assuming that the same truncation level
affects all the simulated significands. Nevertheless, in Section 8
we apply a more robust simulation algorithm which takes trunca-
tion (or rounding) into account and allows us to control the exact
size of the tests of Equation (6) for any specific truncation (or
rounding) scheme. This robust simulation algorithm is detailed
in the Supporting Information. To convey the effect of discretiza-
tion, Figure 5 contrasts the quantiles of (S(X)) under the Ben-
ford hypothesis with those obtained using our truncated-Benford
algorithm, in two instances where n = 500 and B = 10° replicates

n, to be the number of sample values with k significant digits
in their significand, the left-hand panel displays the case n; =
ny, = 50 and n, = 100 for k = 3, ..., 6, while the right-hand panel
is obtained with n; =0 and n, =100 for k =2, ..., 6. It is seen
that only extreme forms of truncation may be expected to have
considerable impact on inferential conclusions based on (S(X)),
while even a moderate fraction of sample values with k = 2 (as
in the right-hand panel) does not distort the qualitative impres-
sion of the distribution of (S(X)) gathered under the Benford
hypothesis. However, we stress that replacing the Benford simu-
lation scheme based on Equation (20) with the truncation-robust
algorithm described in the Supporting Information will provide
estimates of exact quantiles and exact p-values for any observed
realization of ny, ..., ng, even in situations (like the one depicted
in the left-hand panel of Figure 5) where wild truncation occurs
without being related to deliberate data manipulation. Additional
empirical evidence is displayed in the Supporting Information,
where we also cover the case of rounding.

8 | Applications in International Trade

That Benford’s law has an almost immeasurable potential in
the detection of various types of digit manipulations is becom-
ing part of the collective imagination, with a rapidly increasing
scientific literature [12, 41] complemented by recent narrative
and documentary production inspired from it [42, 43]. At the
present time, it is then almost obvious to consider the possibil-
ity that dishonest operators in the international trade circuit may
consider having their movements scrutinized under Benford’s
law. Bockel-Rickermann et al. [1] recognize that the ability of
fraudsters to modify their patterns in response to progresses in
analytical research is one of the reasons why fraud has not yet
disappeared.

The Joint Research Centre (JRC) of the European Commission
has established a research track on international trade data and
Benford’s law both under its own institutional activities and
alongside several Customs services through bilateral pilot activ-
ities. The declaration of the traded value at customs has direct
financial consequences for the economic operator, who has to pay
the duties, and for the public bodies collecting them. A dishonest
operator has the motivation to manipulate the value to minimize
the taxable amount or to get more favorable treatments. In the
former case, the typical amounts involved are relatively big and
the price is under-declared. The latter case can also occur with
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FIGURES5 | QQ-plotscomparing the empirical distribution of (.S(X)) under the Benford hypothesis with that obtained using the truncated-Benford
algorithm described in the Supporting Information, in two cases with n = 500. Left: n;, = n, = 50 and n, = 100 for k = 3, ..., 6. Right: n, =0 and n, =

100fork =2, ...,6.
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FIGURE 6 | Left: Histogram comparing the first-digit distribution of Operator A with the theoretical frequencies computed under the Benford

probabilities Equation (2). Right: QQ-plot comparing the empirical quantiles of (.S(X)) for the same operator with their Monte Carlo estimates under

the truncated-Benford model.

small amounts when involving tax exemption thresholds. In our
experimentation, we look at the declared value in euro and we
use an anonymized identifier both for the operator and for the
commodity code. The discussed application is indeed a compo-
nent of a pilot exercise conducted in collaboration with a partner
Customs service.

In the customs declarations of the first economic operator that
we analyze, say Operator A, we observe n = 290 distinct val-
ues of S(X) and only a limited degree of truncation, since n; =
0, n, =2 and n; = 5. The conditions described in Cerioli et al.
[13] for the validity of Equation (12) are broadly satisfied for
this trader and indeed its empirical first-digit distribution, dis-
played in the left-hand panel of Figure 6, visually confirms the
impression of close conformance to the theoretical counts pre-
dicted by Equation (2). The corresponding exact p-value of Q, is
around 0.6, based on B = 10° replicates of Equation (20). Sim-
ilarly, the exact p-values of Q,,, KS; and KU, are close to 0.19,
0.25 and 0.10, respectively. None of these tests casts doubts on

the validity of hypothesis (6), a conclusion driven by the major
effect of the empirical distribution of D(X) on the test statis-
tics. A preliminary signal of potential disagreement with the
Benford hypothesis in the digits following the first one is pro-
vided by Q,, whose exact p-value boils down to less than 1%. We
then sharpen the conclusion suggested by the Hotelling statis-
tic through a detailed analysis of the fractional part of the dis-
tinct significands available for this agent. The right-hand panel
of Figure 6 compares the estimated quantiles of (S(X)) to those
obtained under the truncated-Benford algorithm introduced in
Section 7 and detailed in the Supporting Information, again based
on B = 10° simulations. Strong disagreement is now paramount.
This qualitative finding is supplemented by the exact p-values
of our tests, which are all much smaller than 0.01 under the
truncated-Benford model, and in particular by O, , whose p-value
is below 0.0001. Therefore, our approach reinforces the idea that
the values of (S(X)) do not follow the Benford hypothesis for this
operator, even when the observed (mild) truncation is taken into
account.
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FIGURE7 | AsFigure 6, but now for Operator B.

The situation is even more intriguing in the case of Operator B, an
instance for which Benford’s law might be considered a question-
able model for the digits of trade flows in view of the findings of
Cerioli et al. [13], being m ~ 0.05n. It is then puzzling to see that
the observed distribution of D(X), pictured in the left-hand panel
of Figure 7, closely adheres to the theoretical Benford distribu-
tion. Visual inspection is confirmed by statistical analysis, since
the asymptotic p-value of the first digit statistic Q, is 0.58, based
on a quite large sample of n = 2298 distinct values of S(X). Sim-
ilar information is provided by the other statistics described in
Section 2.2, whose p-values are all higher than 0.15 after allowing
for truncation through our algorithm in the Supporting Informa-
tion (with n; =9, n, = 39, n; = 100 and B = 10°). None of the
standard statistics, including Q,, thus provides evidence against
the Benford hypothesis for this agent, in spite of the fact that the
number of traded goods is relatively low with respect to the num-
ber of transactions and the theoretical conditions established by
Hill [31] for the validity of Equation (1) are brought into question,
especially in the case of a large sample. However, our conclusion
becomes very different when looking at the fractional part of
S(X), displayed in the right-hand panel of Figure 7. The exact
p-values of KS, and KU, under the truncated-Benford scheme
are both close to 0.002. The difference statistic Q, is less extreme
(p-value around 0.04), but Ggg and Gy, inherit much of the evi-
dence provided by (S(X)), their exact p-values being 0.004 and
0.003, respectively. The versatility and good power of these com-
bined tests are not surprising in view of the results of the simula-
tion study of Section 7.

To conclude, we have seen that our approach proves to be
very informative in the two analyzed examples, but we can-
not claim to be able to anticipate Benford-savvy manipulations
with certainty, since unforeseen —but licit—economic and trad-
ing factors might possibly affect the significands of the finan-
cial flows under investigation. Nevertheless, our results surely
point to situations where more substantial controls are needed
and where comparison with the findings of other statistical tech-
niques designed to signal possible financial infringements, such
as those described in Perrotta et al. [8], could be particularly use-
ful. In essence, the Benford detection framework seeks to provide
supplementary insights that enhance the robustness of existing
fraud detection systems, and the contribution of the present work

0.8
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o
~

0.2

0 0.2 0.4 0.6 0.8 1
Empirical

provides a further step toward the final goal. As an additional
reinforcing signal, the integration of Benford flags among other
established customs risk criteria can be anticipated to mitigate
the overall number of false positives, an important target both
for scientists and practitioners [3, 10, 44, 45]. It is now recognized
that fraud analysts can only investigate a limited number of trans-
actions and our approach can thus assist law-enforcement agents
in prioritizing follow-up actions and in allocating investigative
resources more effectively. Although at the time of writing such
an assistance can only be informal, we envisage the development
of formal cost-sensitive risk criteria based on Benford’s law as a
challenging and practically useful task for future research.
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