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Abstract. Artificial intelligence (AI) is increasingly used in oral and maxillofacial 
surgery (OMS) for imaging, planning, and robotic/navigation support, yet ethical 
and legal governance remains unsettled. We conducted a PRISMA-ScR scoping 
review to map clinical applications and associated risk domains. PubMed/ 
MEDLINE, Scopus, and Web of Science were searched for English-language 
articles published from January 2015 to July 2025. Eligible records reported a 
clinical AI application in OMS or analyzed ethics/legal issues relevant to OMS; 
purely technical papers without clinical linkage, non-indexed sources and 
conference abstracts, non-English items, and records without an abstract were 
excluded. Two reviewers screened studies independently with consensus on 
inclusion. Of 2158 records, 99 met eligibility. Ethical discussions most often 
addressed accuracy/reliability, transparency/explainability, and bias/fairness. 
External multicenter validation and calibration were uncommon, prospective 
decision-impact or effectiveness studies were rare, and no large randomized trials 
were identified. Recurrent ethical–legal themes included informed consent for AI 
involvement, fairness auditing, privacy and data protection, allocation of 
responsibility for decision-support versus autonomous functions, and post- 
deployment monitoring for performance drift. AI shows encouraging technical 
performance in OMS, but patient benefit will require stepwise, monitored 
integration, standardized reporting, prospective studies, strengthened consent 
processes, fairness and privacy safeguards, and clear professional and manufacturer 
accountability.
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Artificial intelligence (AI)—defined as a 
group of computer systems capable of 
performing tasks that normally require 
human intelligence—has emerged as an 
innovative technology in medicine, sur
gery, and dentistry with a recent ex
ponential growth of interest in its 
applications1–3. AI systems are now ap
plied in various tasks ranging from di
agnostic image analysis to treatment 
planning and patient management. In 
the field of oral and maxillofacial sur
gery (OMS), which encompasses com
plex diagnostic and surgical care for 
craniofacial conditions, AI offers tools 
that can enhance a surgeon’s capabilities 
in unprecedented ways4–8. For instance, 
in dentomaxillofacial imaging tasks, 
machine-learning systems have matched 
expert-level accuracy while shortening 
the interpretation time9–11. AI-driven 
surgical planning software can help si
mulate orthognathic surgery outcomes 
or design patient-specific implants, im
proving precision in reconstructive pro
cedures12,13. Robotics and intelligent 
systems are also being explored to en
hance intraoperative guidance and exe
cute repetitive tasks with high 
precision14,15. Collectively, these in
novations have demonstrated early, 
context-dependent performance gains in 
diagnostic accuracy and operative effi
ciency in OMS; however, their impact 
on patient-level outcomes remains pro
visional pending robust multicentre va
lidation and governance safeguards. 
Without robust external validation, bias 
auditing, and clear oversight, AI systems 
risk propagating diagnostic errors, en
trenching inequities, or introducing 
workflow and medico-legal risks.

Despite the enthusiasm surrounding 
AI, its implementation in healthcare 
must be approached cautiously and 
thoughtfully16,17. The deployment of 
AI in clinical settings raises ethical 
questions about patient safety and 
privacy, necessitating transparency in 
algorithmic decision-making16,18,19. 
For example, if an AI model re
commends a treatment based on pat
terns in data that clinicians find 
problematic, how should that influence 
clinical decision-making?20,21 Is it 
ethical to act on recommendations that 
may lack explainability to the care team 
or the patient? Similarly, biases in 
training data could result in unequal 
performance of AI systems across dif
ferent patient populations, potentially 
exacerbating health disparities22.

Legal considerations are equally cri
tical. Regulatory bodies are working to 

establish guidelines for AI application 
in healthcare: in the United States, the 
Food and Drug Administration (FDA) 
has begun formulating frameworks for 
AI/machine learning-based medical de
vices23–25, and in Europe, lawmakers 
are advancing the Artificial Intelligence 
Act (AIA) aimed at ensuring “human- 
centric and trustworthy AI” in high- 
risk domains, including medicine26,27. 
Questions of liability loom large: if an 
AI system error contributes to patient 
harm, current legal frameworks must 
determine who is accountable: the 
clinician using the tool, the hospital, or 
the software manufacturer. Ad
ditionally, compliance with data pro
tection regulations, such as HIPAA 
(Health Insurance Portability and Ac
countability Act) in the United States 
and GDPR (General Data Protection 
Regulation) in Europe, is mandatory 
when AI systems handle sensitive 
health data, adding further complexity 
to their development and de
ployment28–30.

While the application of AI in den
tistry has been explored increasingly, 
no comprehensive mapping has yet 
addressed both the breadth of AI ap
plications and the associated ethical- 
legal landscape, specifically in OMS. 
Hence, the following research question 
was posed: “How can AI be ethically 
and legally integrated into oral and 
maxillofacial surgery practice, and 
what evidence currently supports its 
clinical applications?”.

This paper presents a scoping review 
of the literature on AI in OMS, with a 
focus on: (1) the clinical applications of 
AI explored or implemented in OMS; 
(2) the ethical challenges arising from 
AI use (including informed consent, 
transparency/explainability, bias/fair
ness, and data governance); and (3) the 
legal and regulatory considerations re
levant to surgical AI; e.g., FDA/SaMD 
(software as a medical device) and the 
European Union (EU) AIA, liability, 
and cybersecurity.

Specifically, it was sought to: cata
logue and classify clinical applications 
and their reported performance; syn
thesize ethical issues—with particular 
attention to patient informed consent, 
transparency/explainability, bias/fair
ness, and data governance; summarize 
legal and regulatory frameworks re
levant to OMS (FDA/SaMD land
scape, EU AIA, liability allocation, and 
cybersecurity); and identify evidence 
gaps and priority areas for future re
search and policy.

Accordingly, and consistent with the 
objectives stated above, the dual aims of 
this scoping review were to map the 
current state of clinical applications of AI 
in OMS and to examine, in depth, the 
ethical, legal, and regulatory implica
tions, explicitly distinguishing surgeon- 
led decision-support uses from embedded 
AI within robotics and navigation.

Materials and methods

Protocol

This scoping review was conducted ac
cording to the guidelines of the 
Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses 
extension for Scoping Reviews 
(PRISMA-ScR)31 to ensure rigor and 
transparency. The review was registered 
in the Open Science Framework (OSF) 
platform on May 4, 2025 (https://doi. 
org/10.17605/OSF.IO/KG3UH). After 
registration, a single amendment was 
made only to extend the time window 
to include studies published in 2025; 
there were no changes to the review 
question, eligibility criteria, data items, 
or outcomes. The last search date for 
each database was July 30, 2025.

A systematic search was conducted in 
January 2025 across three major data
bases: PubMed/MEDLINE, Scopus, 
and Web of Science. The search strategy 
combined keywords and subject head
ings related to AI, including ‘artificial 
intelligence’, ‘machine learning’, ‘deep 
learning’, ‘neural network’, and ‘expert 
system’, with terms relevant to OMS, 
such as ‘oral surgery’, ‘maxillofacial 
surgery’, ‘dentistry’, and ‘oral and 
maxillofacial surgery’. To capture 
ethical and legal discussions, terms like 
‘ethics’, ‘ethical’, ‘legal’, ‘law’, ‘regula
tion’, and ‘liability’ were also in
corporated in secondary searches. For 
instance, a PubMed query was: 
(Artificial Intelligence [MeSH] OR ma
chine learning OR deep learning OR 
neural network) AND (oral surgery OR 
maxillofacial surgery OR dentistry).

Filters were applied to include 
English-language studies published be
tween January 2015 and July 2025.

In addition, a hand-search of the re
ference lists from relevant articles was 
performed to identify additional studies.

As a scoping review, no formal risk- 
of-bias assessment or certainty-of-evi
dence grading (e.g., GRADE) was 
conducted. This approach aligns with 
PRISMA-ScR and the scoping-review 
framework, which prioritize mapping 
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the breadth and characteristics of the 
evidence over quantitative synth
esis31–33. The sources included were 
heterogeneous (algorithm development 
studies, retrospective diagnostic accu
racy reports, narrative and perspective 
pieces) and rarely reported comparable 
patient-level outcomes or standardized 
effect measures.

Data charting and extraction

A data extraction form was developed 
to systematically chart the key in
formation from each included study. 
The following data were extracted: 
bibliographic details (author, year, 
journal); study type (e.g., clinical study, 
review, perspective); AI application in 
OMS (e.g., imaging diagnosis, surgical 
planning, robotics, etc.); reported out
comes or performance metrics; ethical, 
legal, or regulatory discussions.

Sections discussing ethical con
siderations (e.g., bias, informed con
sent) and legal or regulatory aspects 
(e.g., FDA approval, policy re
commendations) were focused upon.

Eligibility criteria

Titles and abstracts were screened for 
relevance. This was followed by a full- 
text assessment based on the following 
inclusion criteria: studies addressing AI 
applications in any aspect of OMS (e.g., 
diagnosis, treatment planning, surgery, 
and postoperative care); studies dis
cussing ethical or legal issues related to 
AI in medicine and surgery, specifically 
with relevance to OMS; articles pub
lished in English; articles published be
tween January 2015 and July 2025, as 
deep-learning frameworks underpinning 
contemporary medical-imaging AI were 
only standardized after 201534.

Exclusion criteria included studies 
focusing purely on technical AI devel
opment without clinical relevance; ar
ticles unrelated to medicine or surgery; 
studies that did not explicitly mention 
AI-related technologies; articles 
without an available abstract online; 
studies published in languages other 
than English; conference abstracts and 
papers published in non-indexed 
sources (i.e., not included in Web of 
Science, Scopus, or PubMed).

Methodological clarity

The guiding research question for this 
review was: “How can AI be ethically 
and legally integrated into oral and 

maxillofacial surgery practice, and 
what evidence currently supports its 
clinical applications?”.

To ensure methodological transpar
ency and reproducibility, all records 
identified were imported into 
Mendeley, where duplicate records (n = 
250) were automatically removed.

The data extraction was performed 
independently by two reviewers (G.C., 
G.C.) employing a pre-piloted extrac
tion form designed to capture key bib
liographic details, study types, AI 
applications, outcomes, and ethical, 
legal, and regulatory discussions. The 
extraction form was pilot-tested on a 
sample of studies to ensure clarity and 
consistency. Discrepancies between the 
two reviewers were discussed; if con
sensus could not be reached, a third 
reviewer was consulted.

Conference abstracts and other non- 
indexed sources were excluded to pre
serve a standard of peer-reviewed 
methodological transparency. This is 
because such abstracts are rarely peer- 
reviewed, often lack sufficient detail for 
critical appraisal, and their results fre
quently change when later published as 
full articles35,36.

Synthesis of results

Considering the scoping nature of this 
review, a descriptive synthesis was per
formed. The findings were grouped into 
three primary thematic categories, cor
responding to the study objectives: 
clinical applications of AI in OMS; 
ethical challenges related to AI for 
OMS; legal and regulatory considera
tions for AI in OMS.

Within each category, the state-of- 
the-art developments, notable insights, 
and gaps in the literature were sum
marized, thereby providing a structured 
overview of the role of AI in OMS.

Results

Study selection and characteristics

The search identified 2158 records, of 
which 250 were duplicates and re
moved. Consequently, 303 were 
deemed relevant after screening based 
on titles, of which 129 remained for 
full-text assessment after abstract 
screening. Overall, 99 (4.6%) publica
tions met all of the inclusion criteria 
and were included in this scoping re
view (Fig. 1). The included sources 
were published between January 2015 
and July 2025, with a notable increase 

in publications in the last 5 years re
flecting the growing interest in AI in 
dentistry and surgery. Most clinical 
studies were exploratory in natur
e—testing the accuracy of AI algo
rithms on retrospective datasets—and 
only a few reported on prospective 
clinical implementation of AI systems. 
No large-scale randomized controlled 
trials (RCTs) of AI in OMS were 
found. This is attributable to the nas
cent state of the field. Geographically, 
the literature included contributions 
primarily from North America, 
Europe, and East Asia, paralleling the 
global interest in medical AI.

For clarity of presentation, the find
ings are presented under three thematic 
sub-sections: (1) the clinical applica
tions of AI in OMS, (2) safety con
siderations including common modes 
of error and potential clinical con
sequences, and (3) ethical, legal, and 
regulatory considerations, which are 
presented through focused subheadings 
(bias and fairness, data privacy and 
confidentiality, informed consent, and 
the clinician–patient relationship). 
There is some overlap; for instance, 
data privacy may be considered under 
both an ethical and a legal lens. Such 
cases are presented where they were 
most emphasized in the literature and 
their inter-relationships are discussed 
later. An overview of the articles in
cluded in this scoping review is pro
vided in Supplementary material 
Table S1.

Clinical applications of AI in OMS

AI has been applied to various clinical 
tasks in OMS, leveraging methods such 
as machine learning (including deep 
neural networks) to assist clinicians.

Beyond the broad task categories, 11 
discrete maxillofacial clinical situations 
illustrate how AI maps onto specific 
decisions, user groups, evidence pro
files, and unrealized gaps.

Early jaw lesion triage and 
characterization

Task: The differentiation and flagging 
of odontogenic keratocysts, denti
gerous cysts, ameloblastomas, and 
other radiolucent lesions for earlier 
specialist referral. Deep convolutional 
and detector architectures applied to 
panoramic radiographs and cone-beam 
computed tomography (CBCT) images 
aim to detect these lesions earlier37–39. 
Evidence: The YOLO v2 convolutional 
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neural network (CNN) introduced by 
Yang et al.40 was trained on 1602 an
notated lesions (dentigerous cysts, 
odontogenic keratocysts, amelo
blastomas), achieving a precision of 
0.707 and recall of 0.680, comparable 
to OMS and general practitioners. A 
recent meta-analysis by Shoorgashti 
et al.41 reported pooled sensitivity of 
83.7% (95% confidence interval (CI) 
73.8–93.6%) and specificity of 82.9% 

(95% CI 70.3–95.5%) for detecting 
odontogenic keratocysts on panoramic 
radiographs. Primary users: General 
dentists or junior clinicians. The im
mediate value is early differentiation 
between lesions that can be treated 
routinely and those requiring a specia
list. Gaps and limitations: There has 
been sparse multicentre external vali
dation; limited calibration reporting 
(no Brier/net benefit metrics); an 

absence of prospective ‘time-to-referral’ 
or morbidity impact studies; potential 
false-negatives for small/overlapping 
root lesions. Boundary: There is cur
rently no prospective evidence that AI 
triage reduces the delay to intervention 
or complication rates.

Cephalometric landmark localization and 
craniofacial segmentation for 
orthodontic–orthognathic planning

Task: Automated two-dimensional 
(2D) landmark detection and three-di
mensional (3D) segmentation to accel
erate virtual surgical planning and 
reduce inter-observer variability. 
Evidence: Fully deep learning and re
gion-based CNN systems have achieved 
mean radial errors (MRE) around or 
below 2 mm, reducing the planning 
time and inter-observer variability42,43. 
Kim et al.44 developed a model using 
950 radiographs, achieving a MRE of 
1.84 mm—comparable to inter-ex
aminer variability—and outperforming 
clinicians for landmarks such as A- 
point and the incisal tips. Jiao 
et al.45 applied a Mask R-CNN model 
to 400 lateral cephalometric radio
graphs, achieving a detection rate of 
98.3%, with 68.3% of landmarks within 
2 mm of reference points. Table 1 pre
sents key diagnostic accuracy metrics 
for representative AI systems in ce
phalometric workflows. Primary users: 
Orthodontists and orthognathic teams 
seeking geometric precision. The out
puts influence osteotomy design and 
the prediction of post-treatment facial 
proportions. Gaps and limitations: 
These include heterogeneous reporting 
(accuracy versus successful detection 
rate (SDR) versus MRE; variable 
thresholds), rare calibration/decision 
curve analysis, and limited evidence 
that a shorter planning time alters sur
gical accuracy, relapse, patient- 

Table 1. Diagnostic accuracy of recent AI models for cephalometric landmark detection and related tasks (2015–2025).

Study 
Year

Imaging 
modality Task/landmarks

Dataset 
(images) Main metric (s) Performance

Tang et al.43

2025
3D CBCT Mx and Md segmentation + 

detection of 18 landmarks 
(orthognathic planning)

200 training 
50 test

Dice: 
Mx: 93.41% 
Md: 96.89%

Mean landmark error: 
1.91 ± 1.17 mm

Han et al.42

2025
Lat Ceph Detection of 22 landmarks + 

lip-thickness classification
1040 training 
260 test

MRE: 
0.97 ± 0.52 mm 
SDR ≤2 mm = 
95.4%

AUC for lip-thickness 
classes ≥0.97

Jiao et al.45

2024
Lat Ceph Detection of 19 landmarks 

(Mask R-CNN)
320 training 
80 test

Detection 
rate 98.29%;

Average error 2.19 mm 
SDR ≤2 mm = 68.3%

3D, three-dimensional; AUC, area under the receiver-operating-characteristic curve; CBCT, cone-beam computed tomography; Dice, 
Dice similarity coefficient; Lat Ceph, lateral cephalogram; Md, mandible; MRE, mean radial error; Mx, maxilla; R-CNN, region-based 
convolutional neural network; SDR, successful detection rate. 

Fig. 1. PRISMA flow chart of the study selection process.
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reported outcomes, or costs. Regarding 
failure modes, these include soft tissue 
boundary landmarks and metallic ar
tefact distortion. Boundary: There is no 
multicentre RCT evidence linking au
tomated landmarking to improved 
functional or patient-reported out
comes.

Classification of temporomandibular 
joint (TMJ) disc displacement

Task: Magnetic resonance imaging 
(MRI)-based classification of anterior 
disc displacement; segmentation of the 
condyle/fossa structures. Evidence: 
MRI classifiers distinguish anterior disc 
displacement with external precision in 
the low 90% range46, while segmenta
tion methods delineate condyle–fossa 
structures47,48. Primary users: TMJ 
specialists and radiologists seeking 
earlier stratification for conservative 
management versus invasive interven
tion. Gaps and limitations: These in
clude inter-MRI scanner variability; 
minimal longitudinal correlation be
tween the automated findings and the 
trajectory of symptoms or treatment 
response; limited analysis of fairness 
(age, sex). Failure modes include am
biguous intermediate disc positions and 
motion artefacts. Boundary: There is 
no prospective evidence that AI classi
fication changes management pathways 
or outcomes.

Emergency mandibular fracture triage

Task: Automated flagging of suspected 
fractures in emergency/rural settings 
before specialist availability. 
Panoramic fracture detection networks 
support on-call or rural clinicians in 
identifying potential fractures before 
maxillofacial referral11. Gaps and lim
itations: There is a lack of external 
multicentre validation across detector 
vendors; few workflow studies (impact 
on time to fixation or imaging escala
tion); limited false-positive character
ization (normal anatomical lines, ghost 
images). Failure modes include subtle/ 
hairline fractures and overlap artefacts. 
Boundary: There is no prospective data 
showing that AI-driven triage reduces 
missed fractures or expedites treatment.

Implant site optimization and implant 
brand/stage classification

Task: Pre-surgical angulation/depth 
suggestion; automated identification of 
implant system and stage; support for 

guided or robotic placement. Planning 
algorithms propose optimal angulation 
or depth, and differentiate implant de
signs or treatment stages on panoramic 
imaging12,49. These systems may im
prove implant positioning accuracy and 
surgical consistency, reducing errors 
and secondary procedures. Evidence: 
Early studies suggest AI-assisted im
plant surgery results in fewer mis
placements and reduced revision 
surgeries compared to freehand techni
ques. AI algorithms integrated into 
navigation and augmented reality sys
tems help identify critical structures 
(e.g., neurovascular bundles) in
traoperatively, enhancing surgical 
safety. Primary users: Implant surgeons 
and prosthodontists. Gaps and limita
tions: These include the limited cross- 
scanner generalizability; scant data on 
‘near miss’ rates (e.g., proximity to the 
inferior alveolar canal), complications, 
and long-term implant survival; sparse 
calibration. Failure modes include 
misclassification of uncommon implant 
designs; trajectory suggestions ignoring 
soft tissue/prosthetic constraints. 
Boundary: There are no controlled 
prospective trials showing reduced 
complication or revision rates.

Orthognathic sequencing, stability, and 
relapse risk prediction

Task: Predict suitability for surgery- 
first protocols and the magnitude of 
relapse or soft tissue changes. Models 
forecast skeletal relapse, the soft tissue 
response, or suitability for surgery-first 
protocols6,50–52. Primary users: Plan
ning teams and surgeons tailoring se
quencing and patient counselling. Gaps 
and limitations: These include calibra
tion drift over time; an absence of 
prospective decision-impact studies; 
lack of long-term functional or sensory 
outcome data. Failure modes include 
extrapolation beyond training 
morphologies and underestimation in 
severe asymmetry. Boundary: There is 
no prospective evidence that model- 
guided sequencing reduces relapse or 
improves quality of life.

Robot-assisted transoral, implant, and 
reconstructive procedures

Task: Enhanced precision of execution, 
ergonomics, and access to confined 
corridors. Surgical robotics promise 
precision in execution, ergonomic ad
vantages, and potential quality of life 
gains15,53–55. Primary users: Operating 

surgeons. Gaps and limitations: There 
is a paucity of comparative OMS trials 
measuring operative times, complica
tions, and cost-effectiveness; un
resolved medico-legal issues related to 
partial autonomy. Failure modes in
clude registration/tracking drift, la
tency, and constrained instrument 
articulation. Boundary: There is limited 
controlled outcome evidence for OMS 
indications15,20.

High-resolution CBCT/CT multi-structure 
segmentation for osteotomy planning 
and anatomical risk mitigation

Task: Automated segmentation of the 
jaws, condyles, fossae, and pathological 
lesions to support virtual osteotomy 
vectors and neurovascular avoidance. 
Semi-supervised and tracking-based 
approaches are used to segment the 
maxilla, mandible, condyles, fossae, 
and pathological areas, and achieve 
Dice scores often > 0.90, supporting 
collision avoidance and precise os
teotomy vectoring. Primary users: 
Virtual planning teams and in
traoperative navigation systems38,39,43. 
Failure modes include artefact zones 
(metal scatter), severe deformity, and 
under-segmentation of canals near a 
pathology. Gaps and limitations: 
Cross-vendor robustness testing is 
scarce; there is limited reporting on 
how segmentation accuracy translates 
to the operative time, nerve injury, or 
margin status. Boundary: There is no 
demonstrated downstream reduction in 
morbidity.

Natural language processing (NLP) for 
safety surveillance and documentation 
efficiency

Task: Summarize the clinical notes, 
extract perioperative risk factors, flag 
drug interactions, draft consent docu
ments, and generate patient education. 
NLP systems can reduce the cognitive 
load by summarizing notes and ex
tracting risk factors56, while conversa
tional agents support peri- and 
postoperative clarification18. Primary 
users: Perioperative teams. The value 
includes reduced transcription error, 
faster handovers, and potential pre
vention of adverse events. Gaps and 
limitations: Samples have been small; 
there is a risk of hallucination or 
omission of rare complications; there is 
sparse systematic error auditing; 
medico-legal standardization is limited. 
Failure modes include the omission of 
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patient-specific contraindications; out
dated guidelines; incorrect medication 
interaction flags. Boundary: There is no 
robust evidence of reduced adverse 
events or documentation litigation risk.

Detection of oral potentially malignant 
disorders (OPMD)

Task: AI-assisted adjunctive imaging or 
photographic analysis to identify 
OPMD suspicious lesions. A recent 
systematic review highlighted the role 
of AI-assisted clinical imaging in the 
detection of OPMD and oral cancer, 
evaluating the variations in accuracy 
among different imaging tools em
ployed in these diagnostic processes, 
with a sensitivity of 89.9% (95% CI 
86.6–92.5%) and a specificity of 89.2% 
(95% CI 85.1–92.2%), alongside a high 
negative predictive value of 89.5% (95% 
CI 85.1–92.7%)2. Primary users: Gen
eral dental practitioners and multi
disciplinary tumour boards. Gaps and 
limitations: There is heterogeneity of 
imaging modalities and preprocessing; 
limited head-to-head comparisons with 
clinician visual examinations under 
standardized conditions; external vali
dation cohorts have been small; there is 
a risk of false-negatives in early, low- 
contrast lesions. Failure modes include 
misclassification of keratotic benign le
sions and illumination artefacts. 
Boundary: There is no evidence that AI 
screening reduces diagnostic delay or 
stage at presentation.

Outcome prediction and patient 
monitoring

Task: Machine learning stratification of 
the postoperative complication risk or 
likelihood of relapse; monitoring via 
integrated records and imaging. By 
training on large datasets of surgical 
cases, machine learning models can 
predict the likelihood of complications 
such as infection, nerve injury, or 
postoperative relapse in orthognathic 
cases based on preoperative and in
traoperative variables51,52. Beyond di
rect clinical care, AI has been piloted to 
streamline health records management 
and improve medication safety. Ex
amples include NLP systems that au
tomatically update patient records or 
extract relevant clinical summaries, and 
AI tools that cross-check patient med
ication lists to flag potential drug–drug 
interactions or allergies, thereby redu
cing prescription errors56. Gaps and 
limitations: There is a predominance of 

retrospective datasets; absence of pro
spective adaptive intervention trials 
(e.g., adjusted follow-up schedules); 
limited reporting of calibration and 
decision curves; minimal fairness au
diting. Failure modes include over
estimation of the risk leading to 
unnecessary imaging or interventions; 
underestimation delaying timely inter
vention. Boundary: There are currently 
no prospective data demonstrating re
ductions in complication rates or im
proved resource utilization.

Embedded systems versus predictive 
analytics

Hardware-embedded intraoperative 
systems such as robot-assisted surgery 
have advanced more rapidly from 
proof-of-concept to routine clinical use 
than data-driven predictive-analytics al
gorithms. A national registry analysis of 
169,404 general surgery cases reported 
an increase in robotic utilization 
climbing from 1.8% in 2012 to 15.1% by 
2018 following platform installation, 
largely supplanting laparoscopy54. In 
OMS specifically, a 2024 scoping review 
documented year-on-year growth in 
robot-assisted case reports and reported 
patient quality-of-life gains, particularly 
in trans-oral and implant procedures55. 
Several factors underpin this disparity: 
(1) robots provide an immediately 
visible procedural advantage and align 
with existing reimbursement codes, 
whereas predictive models offer indirect, 
often opaque benefits; (2) device-level 
FDA and CE approval pathways for 
robotics are well established, while reg
ulatory frameworks for algorithmic 
tools under ‘Software as a Medical De
vice’ (SaMD) guidance continue to 
evolve; (3) surgeons tend to trust tech
nology they can directly observe and 
override, whereas ‘black-box’ predic
tions elicit hesitancy, particularly when 
liability is unclear20,27. Consequently, 
most predictive-analytics applications, 
such as the predictive model for gui
dance on the treatment strategy for 
mandibular reconstruction reported by 
Dong et al.57, remain in retrospective 
validation phases without prospective 
clinical deployment.

Performance differences by anatomical 
region and imaging modality

Subgroup analysis by region and mod
ality revealed notable performance dif
ferences. CBCT-driven models 
targeting bony structures demonstrated 

strong performance: a semi-supervised 
3D CNN achieved Dice coefficients of 
93.4% for the maxilla and 96.9% for the 
mandible, with a mean landmark error 
of 1.9 mm when assisting orthog
nathic‑surgery planning43, while a U- 
Net-based condyle/fossa segmentation 
on low-dose CT achieved Dice scores of 
0.92 ± 0.03 for condyles and 0.90 ± 0.04 
for glenoid fossae47. These findings in
dicate that soft tissue MRI excels for 
TMJ disc pathology, whereas CBCT/ 
CT provides greater geometric fidelity 
for skeletal tasks, highlighting the im
portance of aligning the imaging mod
ality with the clinical objective.

Common modes of error and potential 
clinical consequences

Characteristic error patterns are observed 
across applications: (1) Lesion detection: 
false-negatives for small peri-apical or 
root-superimposed radiolucencies and 
false-positives on anatomical variants 
may delay specialist referral or trigger 
unnecessary imaging. (2) Landmarking/ 
segmentation: drift > 2 mm in low-con
trast or artefact-affected regions can 
propagate into inaccurate osteotomy 
vectors or guide fabrication errors. (3) 
TMJ classification: ambiguity in inter
mediate disc positions risks inappropriate 
escalation or missed initiation of con
servative therapy. (4) Fracture triage: 
missed subtle or hairline fractures on 
panoramic radiographs can defer fixa
tion, while false-positives increase un
necessary CBCT. (5) Implant planning: 
misclassification of an implant system or 
a suggested trajectory ignoring the pros
thetic envelope may raise the risk to the 
inferior alveolar canal or sinus. (6) 
Relapse/outcome prediction: poorly cali
brated probabilities may induce over
treatment (additional fixation) or under- 
planning retention strategies. (7) Multi- 
structure segmentation: under-segmenta
tion of the mandibular canal or tumour 
margins may increase nerve injury or the 
risk of a positive margin. (8) OPMD de
tection: false-negatives in early mucosal 
dysplasia may delay biopsy. (9) NLP/ 
large language model (LLM) consent and 
documentation: omissions (‘negative hal
lucinations’) of rare but material compli
cations or the insertion of fabricated 
references create medico-legal vulner
ability. (10) Monitoring dashboards: au
tomation bias may lead clinicians to 
discount discrepant clinical signs.

Each error type aligns with the miti
gation strategies outlined in Table 2, 
including external validation, 
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calibration with decision curves, sub
group performance auditing, human 
verification checkpoints, logging, and 
drift surveillance. Transparent dis
closure of these limitations is essential 
to prevent over-reliance and guide safe 
iterative improvements.

Ethical challenges associated with AI 
for OMS

This framework is intentionally non-ex
haustive and mechanism-focused: 

individual controls (e.g., dataset di
versification) reduce but do not elim
inate inequity or safety risks and must 
be combined with ongoing auditing. The 
key ethical challenges and legal/reg
ulatory considerations are summarized 
in Table 2, which focuses on current risk 
domains and layered mitigation ap
proaches. The integration of AI into 
surgical practice introduces a spectrum 
of ethical considerations. Patient safety 
and well-being remain paramount58. A 
major concern is the accuracy and 

reliability of AI systems59,60. An AI 
model misdiagnosing an imaging finding 
or providing an erroneous treatment 
recommendation could directly lead to 
patient harm. Thus, ensuring that AI 
tools have been rigorously validated and 
are capable of performing at least as 
well as current standards of care is an 
ethical imperative. A recent review of 
ethical issues in surgical AI found that 
accuracy was the most discussed con
cern, underscoring the need for reliable 
AI outputs2.

Table 2. Key (non‑exhaustive) AI risk domains in oral and maxillofacial surgery and layered mitigation approaches.

Risk domain Why it matters in OMS Layered mitigation (mechanism‑focused) References

Data representativeness 
and sampling bias

Regional/ demographic skew in CBCT, 
panoramic, cephalometric datasets can 
degrade performance on 
under‑represented skeletal classes or 
ethnic groups, risking unequal diagnostic 
accuracy

Stratified acquisition → transparent 
cohort reporting (TRIPOD‑AI items) → 
subgroup performance and calibration 
metrics each release → dataset 
re‑balancing/ domain adaptation if 
disparity threshold exceeded

Cross et al.80

Norori et al.81

Ueda et al.82

Model performance and 
generalization

Internal test results can overstate 
accuracy; lack of external multicentre 
validation leads to silent failure on new 
scanners or populations

External multicentre validation → 
prospective pilot logging (DECIDE‑AI)  
→ continuous drift monitoring with 
trigger thresholds

Collins et al.74

Vasey et al.104

Calibration and clinical 
reliability

Well‑discriminating models may still 
misestimate absolute risk (malignancy, 
complication probability)

Report calibration plots and Brier score  
→ recalibrate on new data → 
decision‑curve analysis for net benefit

Collins et al.74

Fairness and equity 
(beyond dataset 
diversity)

‘Diverse’ training alone may leave 
residual sensitivity gaps by sex, age, 
ethnicity

Deployment subgroup error tracking → 
predefined remediation rule (e.g. 
absolute sensitivity gap  > 5%) → bias 
root‑cause analysis → targeted 
re‑training + documentation

Cross et al.80

Norori et al.81

Ueda et al.82

Explainability and 
informed consent

Opaque outputs impede disclosure, 
comprehension, voluntariness in consent

Saliency/ attention maps + textual 
rationales → readability‑adjusted patient 
summaries → archive artefacts with 
consent record

Ali et al.83

Vaira et al.75

Teasdale et al.84

Privacy and data 
protection

Multimodal imaging + text integration 
raises re‑identification and cross‑border 
transfer risk (GDPR/HIPAA)

Data minimization and de‑identification  
→ encryption and access logging → 
compliant transfer agreements → privacy 
impact assessments

Yadav et al.29

Marks et al.89

McGraw and 
Mandl78

Security and integrity Adversarial perturbations or tampering 
with planning/ robotic files could cause 
procedural harm

Secure version control → cryptographic 
signing of model and plan files → 
intrusion detection and integrity checks 
pre‑execution

Ramos et al.100

López González 
et al.101

Elendu et al.102

Liability and 
accountability

Ambiguity (surgeon versus 
manufacturer) can chill adoption or 
misallocate risk

Clear labelling (decision support versus 
autonomous) → inference and version 
logs → contractual allocation of product 
versus professional liability

Maliha et al.20

Terranova et al.88

Cestonaro 
et al.98

Regulatory alignment 
and adaptive updates

Continuous‑learning models may drift 
beyond cleared indications.

Algorithm change protocol → classify 
updates (minor/major) → re‑submission 
or internal review per class → public 
change log

Smith et al.23

Gilbert et al.24

Busch et al.71

Aboy et al.72

van Kolfschooten 
et al.73

Post‑market surveillance 
and drift

Performance decay (scanner upgrade, 
new demographics) may be unnoticed

Continuous dashboards → statistical 
drift tests → scheduled (e.g. 12‑month) 
re‑validation → rollback triggers

Busch et al.71

Aboy et al.72

Ueda et al.82

Workforce competence 
and training

Misinterpretation undermines safety and 
trust

Formal AI literacy (residency + CME)  
→ competency assessment before 
privileged use → refresher after major 
updates

Weidener and 
Fischer27

Quah et al.86

AI, artificial intelligence; CBCT, cone-beam computed tomography; CME, continuing medical education; DECIDE-AI, reporting 
guideline for early-stage clinical evaluation of AI decision support; GDPR/HIPAA, General Data Protection Regulation/Health 
Insurance Portability and Accountability Act; OMS, oral and maxillofacial surgery; TRIPOD-AI, Transparent Reporting of a multi
variable prediction model for Individual Prognosis or Diagnosis—AI extension. 
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A primary challenge in this regard is 
the current lack of validated tools to 
assess the quality of health information 
provided by AI systems61,62.

This ties into the ethical principle of 
non-maleficence—AI should not in
troduce new risks to patients. Thus, 
developers and clinicians should have 
an ethical obligation to verify AI per
formance and use it within its validated 
scope.

Transparency and explainability also 
remain central challenges63,64. Many 
advanced AI algorithms, particularly 
deep learning models, lack inter
pretable decision-making pathways. In 
healthcare, this opacity can erode trust: 
patients may be uneasy about AI- 
driven recommendations, and clinicians 
may be reluctant to adopt ‘black-box’ 
tools. From an ethical standpoint, au
tonomy and informed consent are im
plicated—patients have the right to 
understand how decisions about their 
care are made. If AI contributes to 
those decisions, should patients be in
formed of AI’s role? Several publica
tions argue that transparency with 
patients regarding AI involvement is 
necessary to respect patient autonomy 
and maintain trust in the patient–
provider relationship65–68. Ethical AI in 
OMS should ideally be ‘explainable 
AI’, providing interpretable outputs or 
highlighting key factors influencing a 
prediction. This will enable surgeons to 
integrate AI advice responsibly, thereby 
safeguarding clinical judgement. The 
literature emphasizes the importance of 
balancing AI efficacy with explain
ability in healthcare innovation63,64,69.

Beyond accuracy and high-level 
principles, several practice-facing ob
ligations now define ethical AI use in 
surgery. First, post-deployment stew
ardship is an ethical duty: models may 
drift as scanners, populations, and 
workflows change, so continuous 
monitoring of discrimination, calibra
tion, and failure modes—with rollback 
thresholds and versioned audit 
trails—should be routine70–74. Institu
tions should treat drift dashboards and 
periodic re-validation as safety infra
structure, not research extras.

Second, automation bias and 
human-factors risk require interface- 
level safeguards: clinician-in-the-loop 
verification, thresholded ‘weak-signal’ 
flags, and explanation artefacts tied to 
each recommendation reduce over-trust 
and support accountable over
ride63,64,67,68. For LLM-assisted tasks 
(e.g., consent and patient education), 

OMS teams should pair human review 
with domain-specific evaluation instru
ments to mitigate hallucinations and 
omissions60–62,75.

Third, data governance and consent 
for secondary use must move beyond 
generic broad consent: privacy-by-de
sign, data minimization, federated/syn
thetic approaches to reduce raw 
transfers, and explicit handling of cross- 
border flows are ethically required in 
OMS datasets that mix imaging and 
clinical text28–30,73,76–78. Under GDPR, 
the right not to be subject to automated 
decision-making reinforces the need to 
document human oversight for any AI- 
influenced decision79.

Fourth, equity demands more than 
‘diverse’ training sets: centres should 
report subgroup performance (e.g., age, 
sex, ethnicity, skeletal class) and pre- 
define remediation triggers for un
acceptable gaps, then document cor
rective re-training steps22,80–82.

Finally, clinician competence is an 
ethical precondition for safe deploy
ment. OMS professionals should be 
trained to interpret probabilities and 
calibration plots, recognize bias or drift, 
and explain the role of AI to patients 
using readable materials and visual ra
tionales. In this view, patient-facing ex
plainability is part of the consent record, 
supported by versioned overlays and 
structured risk statements27,69,75,83–85.

Bias and fairness issues in AI

AI systems inherit the biases present in 
their training data. In OMS, this could 
manifest as poorer diagnostic accuracy 
for underrepresented ethnic or age 
groups, thereby perpetuating disparities 
in care. Ethically, this conflicts with the 
principle of justice, which requires 
equitable care. The literature calls for 
ensuring diversity in training datasets, 
auditing algorithmic performance 
across subpopulations, and scrutinizing 
automated decisions (e.g., surgical 
prioritization) for unintended dis
crimination. Collaboration between AI 
developers, clinicians, and ethicists is 
essential to address these risks, and 
regulatory frameworks should require 
fairness auditing. Maintaining a 
human-in-the-loop approach—where 
clinicians validate AI outputs—remains 
a crucial safeguard24,80–82,86.

Data privacy and confidentiality

Training powerful AI models often re
quires large datasets of patient 

information. This raises questions 
about how the data is collected, stored, 
and used. Patients typically consent to 
their data being used for care and sci
entific studies; however, secondary use 
for AI training may not always be fully 
disclosed. Ethically, it must be ensured 
that patient data are used with respect 
for their privacy and with robust safe
guards. This includes de-identifying 
data to protect patient identity and 
following best practices in data se
curity. Moreover, if AI systems are 
deployed in practice, they may handle 
personal health information (for in
stance, an AI analysing patient records 
to flag drug interactions). In such cases, 
maintaining confidentiality is critical; 
similar to any clinician, an AI must be 
bound by privacy principles. 
Consequently, the concept of data 
governance has emerged. It re
commends that institutions have clear 
policies on data usage, with oversight 
committees to ensure ethical use of 
patient data in AI projects29,65,66,76.

Informed consent in the context of AI

A new topic raised in several studies is 
“When a surgeon uses AI for decision 
support, to what extent should this be 
disclosed to the patient during the 
consent process?”.

Some argue that if AI materially in
fluences a diagnosis or treatment plan, 
patients should be informed as part of 
obtaining consent—similar to how pa
tients are informed about trainees being 
involved in their care or novel techni
ques being used. Others suggest that as 
long as the surgeon remains the deci
sion-maker, explicit consent for the in
volvement of AI may not be necessary, 
although transparency is encouraged. 
This remains an open ethical debate.

Informed consent for AI-enabled 
care should move beyond generic 
statements to a concise, task-specific 
disclosure covering the following: (1) 
the role of the tool (decision support 
versus execution), (2) its validation 
context (population/modality, external 
testing, and known limits), (3) material 
failure modes relevant to the indication 
(e.g., segmentation errors in metal ar
tefact regions; false-negative small peri- 
apical lesions), (4) the degree of human 
oversight/override, and (5) data use and 
updating (what data are processed; 
whether/when the model is updated and 
how that is governed). These elements 
align with health-AI governance prin
ciples and high-risk AI duties discussed 
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for healthcare under the EU AIA and 
related analyses70–73,79,87.

Consent should be proportional to 
risk. For decision-support algorithms 
(e.g., CBCT segmentation, OPMD 
triage, relapse prediction), a brief, 
standardized disclosure within routine 
consent is appropriate, provided that 
the surgeon remains the final decision- 
maker and verifies outputs. For (semi-) 
autonomous functions (e.g., robotic 
osteotomies), consent should be more 
detailed, including the robot’s task 
boundaries, safety interlocks, override 
protocols, and allocation of responsi
bility (manufacturer product responsi
bility for autonomous execution versus 
clinician duty of care for indication, 
planning, and supervision)15,20,66,88.

Documentation should capture the 
AI tool name, version/build, date/time 
of inference, and, where available, a 
rationale artefact (e.g., saliency map or 
structured probability statement) ar
chived with the consent or operative 
note to create an audit trail23–25.

Regarding data use and privacy, 
disclosures should state what patient 
data are analysed, retention/sharing 
policies, and, where applicable, cross- 
border transfer safeguards, consistent 
with GDPR/HIPAA-oriented gui
dance73,76–78,89. For continuous- 
learning systems, patients should be 
told that model parameters may be 
updated under an approved algorithm- 
change/control plan with post-market 
monitoring23,24,28,71,72.

Although high-quality patient-level 
evidence is limited, early studies suggest 
that AI-assisted consent materials, for 
example LLM drafts reviewed by clin
icians, can improve readability and 
patient understanding without sacrifi
cing completeness; clinician oversight 
remains essential to ensure case-specific 
accuracy and legal ade
quacy69,75,83–85,90. These tools should 
augment and not replace the clin
ician–patient discussion.

For patients with limited capacity or 
language barriers, consent artefacts 
should target appropriate reading levels 
and be interpreter-mediated; for pae
diatric/young adult cases, assent prin
ciples apply alongside parental 
permission. For foundation or multi- 
modal models incorporated into clin
ical systems, sites should specify gov
ernance, monitoring for drift/bias, and 
routes for patient questions or objec
tion where feasible70,71,87.

A pragmatic OMS template (to be 
adapted locally) would be: “Your 

images/data were analysed with an AI- 
based tool that helps your surgical team 
[task]. The tool has been validated for 
[population/modality] with typical per
formance of [metric(s)], but may be less 
reliable when [known limits/failure 
modes]. Your surgeon reviews and may 
override AI outputs. Your data are 
handled under [policy], and the soft
ware is [static/periodically updated] 
under regulatory oversight. Please ask 
if you want more detail or prefer not to 
use AI assistance for elements where 
that is feasible.”

Embedding these structured, pro
portionate disclosures within routine 
OMS consents could align ethical du
ties of disclosure and comprehension 
with concrete technical design and 
governance choices, while avoiding 
both under- and over-disclosure that 
could erode trust or impede care.

In OMS, these principles can be 
translated into auditable safeguards: 
document external validation on local 
data with model-card details (version, 
data provenance), report subgroup 
performance and calibration, maintain 
AI registries with versioned inference/ 
audit logs, and use proportionate, task- 
specific consent that clearly states the 
role of the tool, known limits, human 
oversight, and update policy. These 
safeguards align with contemporary 
reporting and governance frameworks 
(TRIPOD-AI/TRIPOD-LLM; CHAI 
Blueprint)74,87,91 and with EU duties 
for high-risk health AI71. For LLM- 
assisted consent materials specifically, 
recent peer-reviewed studies in OMS 
and allied surgery show improved 
readability with non-inferior factual 
completeness when clinician oversight 
is retained. In addition, oversight re
sponsibilities differ for decision-sup
port tools used by surgeons versus 
embedded AI within robotics and na
vigation systems, and should be ad
dressed distinctly.

Impact on the clinician–patient 
relationship

If AI assumes more diagnostic and 
planning tasks, there is a risk that clin
icians may become over-reliant on these 
tools, potentially reducing engagement 
in cognitive and communicative pro
cesses central to care. Ethically, con
cerns have been raised about potential 
deskilling and erosion of the human 
touch in medicine21. For example, re
lying on AI for prognostication could 
diminish opportunities for empathetic, 

individualized discussions with patients. 
Preserving the art of medicine—em
pathy, compassion, and holistic judge
ment—remains a critical ethical priority. 
Incorporating AI-related training into 
surgical education is recommended to 
ensure practitioners understand the 
strengths and limitations of AI, thereby 
upholding professional competence and 
ethical standards in the era of AI85,92,93. 
In summary, the ethical challenges of AI 
in OMS revolve around maintaining 
trust, safety, fairness, autonomy, and 
data integrity. Proactive measur
es—rigorous validation and monitoring, 
transparency and explainability, bias 
mitigation, robust privacy safeguards, 
and clinician and patient education—are 
essential to ensure that AI integration 
aligns with core principles of medical 
ethics.

Legal and administrative integration

The rapid emergence of AI in health
care has outpaced the development of 
laws and regulations in many respects. 
Legal and regulatory discussions, while 
fewer than clinical or ethical discus
sions, are gaining momentum as the 
need for clear governance of AI in 
medicine is increasingly recognized. 
Several key legal considerations for AI 
in OMS (and healthcare more broadly) 
have been identified: regulatory ap
proval and oversight; liability and 
malpractice; data protection and 
privacy laws; cybersecurity.

Regarding regulatory approval, be
fore AI-based tools can be widely used 
in clinical practice, they typically re
quire regulatory clearance. In the 
United States, the FDA is responsible 
for this oversight. In 2019, the FDA 
released a discussion paper proposing a 
“predetermined change control plan” 
for AI software, outlining how AI 
could continue to learn post-approval 
while maintaining safety23. By 2022, 
documentation indicated that dozens of 
AI-enabled medical devices had been 
cleared by the FDA, reflecting an ‘up
dated landscape’ of approved AI tools, 
including dental/OMS-related AI soft
ware such as radiographic diagnostic 
aids. Regulatory science is gradually 
catching up, with authorities estab
lishing requirements for validation da
tasets, performance metrics, and post- 
market surveillance70. Similarly, in the 
EU, medical AI falls under the EU 
Medical Device Regulation (MDR) 
and the upcoming AIA. The AIA, ap
proved by the European Parliament in 
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2024, specifically addresses AI in high- 
risk domains such as healthcare, and 
emphasizes requirements for trust
worthy AI, including risk assessment, 
transparency, human oversight, and 
robustness of AI systems. Moreover, 
the AIA will impose legal obligations 
on developers and users of AI in OMS, 
such as mandatory documentation and 
performance monitoring. For clinicians 
and hospitals, maintaining compliance 
with these evolving regulations will be 
crucial. Regulatory oversight ultimately 
aims to ensure that any AI tool used in 
patient care has demonstrated safety 
and effectiveness and continues to do 
so throughout its use71–73.

A major legal question concerns how 
liability is determined when an AI system 
contributes to an adverse outcome. At 
present, AI in clinical practice is generally 
considered a decision-support tool, with 
the clinician remaining the final decision- 
maker. Thus, if an error occurs (e.g., a 
misdiagnosis or inappropriate treatment 
decision), the surgeon would typically 
bear responsibility in a malpractice 
claim, even if they relied on AI re
commendations. The current review 
noted legal analyses suggesting that since 
advanced AI is not yet the standard of 
care, clinicians should use AI as an aid 
rather than a sole decision-maker to re
duce liability88,94–98. In other words, 
surgeons must exercise independent jud
gement. However, as AI becomes more 
prevalent and potentially standard in 
practice, the question arises: If a surgeon 
follows a reputable AI recommendation 
and harm still occurs, does liability fall 
on the clinician or could it be considered 
a ‘product defect’ in the AI? Some have 
proposed applying product liability to AI 
systems, placing responsibility on manu
facturers or developers when an AI de
vice is proven faulty, although such 
claims are challenging under current law. 
Another consideration is the liability of 
healthcare institutions: hospitals de
ploying AI could face claims if they fail 
to properly vet tools or adequately train 
staff.

In practice, liability should track the 
AI role. For decision-support uses, sur
geons retain primary professional re
sponsibility and must document 
independent clinical reasoning, validated 
indications for use, and verification of 
outputs. For autonomous or semi-au
tonomous functions, manufacturers bear 
product-safety obligations within the 
cleared indications, while institutions as
sume duties to vet, credential, and 
monitor deployment. Post-market 

assurance requires shared mechanisms: 
versioned model/change-control logs, in
ference-level audit trails to support cau
sation analysis, and explicit 
vendor–institution indemnity arrange
ments. These steps are consistent with 
evolving EU requirements and with ana
lyses of AI-related malpractice and pro
duct liability in clinical care71–73,88,94,96–98.

For embedded AI in robotics and 
navigation, governance must reflect 
device-level obligations alongside clin
ical oversight. Before deployment, sites 
should verify indications for use, per
formance on local cases, fail-safe be
haviours, and human-factors checks 
(credentialing of operators, simulation 
drills, and stop/override procedures). 
During use, surgeon verification re
mains mandatory for critical steps, but 
the manufacturer and institution share 
duties for safety monitoring (update/ 
change-control documentation, cyber
security patches, uptime and fault logs) 
and for post-market surveillance. 
Liability generally follows function: 
decision-support remains clinician-led, 
whereas device-embedded AI engages 
product-safety duties for manufacturers 
and institutional duties for safe de
ployment and monitoring; all parties 
should maintain auditable logs that 
support causation analysis and correc
tive actions.

Overall, the legal community is ac
tively debating these issues. For now, a 
practical consensus suggests the need 
for clear clinical guidelines on in
tegrating AI into care—for example, 
professional societies might specify that 
AI should support second opinions or 
triage but that final diagnoses must be 
confirmed by a specialist. Proposed 
OMS-specific guidance could adopt a 
tiered liability model: First, defining 
when an AI tool operates as an ‘au
tonomous device’ (e.g., a robot ex
ecuting bone cuts) versus ‘decision 
support’ (e.g., a risk-prediction algo
rithm). In the former case, primary 
product liability would rest with the 
manufacturer, similar to existing rules 
for surgical robots15,20. In the latter, 
liability would remain with the surgeon, 
provided the software was used within 
its indications and with reasonable 
oversight. Second, the guidelines 
should require algorithmic audit trails 
(version control, decision logs) to trace 
causation in the event of harm88. Third, 
they should recommend that hospitals 
establish shared indemnity agreements 
with vendors, mirroring practices in 
radiology AI, to distribute financial risk 

and encourage adoption96. Finally, 
these guidelines should align with 
emerging EU AIA provisions that place 
post-market monitoring obligations on 
manufacturers while allowing profes
sional bodies to issue specialty-level 
‘codes of practice’ clarifying clinician 
responsibilities in day-to-day use.

Regarding data protection, using AI 
in OMS often involves large-scale data, 
which must comply with strict privacy 
regulations. In the United States, 
HIPAA governs personal health data 
usage, while in Europe, GDPR sets si
milar stringent standards. When patient 
data is used to train AI algorithms, de
velopers must ensure proper consent or 
legal justification and secure data sto
rage. GDPR, for instance, includes 
provisions on automated decision- 
making and profiling, potentially ap
plying to AI systems that significantly 
influence patient care. Under its ‘right to 
an explanation’, patients may eventually 
gain rights to understand the logic be
hind algorithmic decisions in their care. 
Authors of articles included in this re
view emphasized that privacy laws guide 
the ethical design of AI (e.g., privacy-by- 
design approaches) and require institu
tions to conduct privacy impact assess
ments. Non-compliance can lead to legal 
penalties and erode public trust. Thus, 
legal risk management for AI in OMS 
necessitates strong data governance, 
anonymization techniques, and, where 
feasible, the use of synthetic data for 
training models without exposing real 
patient information77–79,89,99.

Another important legal considera
tion is ensuring robust cybersecurity for 
AI systems. As healthcare becomes in
creasingly digitized and AI systems are 
network-connected, they become po
tential targets for cyberattacks. A mal
icious alteration to an AI’s 
functioning—such as hacking a surgical 
robot or diagnostic tool—could directly 
endanger patients. Legal standards are 
evolving to mandate that medical de
vice software (including AI) in
corporates adequate safeguards against 
unauthorized access100–102. Manu
facturers could be held liable if in
adequate cybersecurity results in 
patient harm. Hospitals also face legal 
risk if they fail to implement proper IT 
security for deployed AI tools. This 
area intersects with broader health IT 
regulations and remains a significant 
concern, often addressed alongside 
privacy in governance frameworks.

To conclude, from the results re
ported above, it is evident that 
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alongside the impressive capabilities of 
AI in OMS, navigating a complex 
ethical and legal landscape is equally 
crucial. The following Discussion sec
tion interprets these findings, explores 
their implications, and suggests path
ways for future developments in re
search, practice, and policy.

Discussion

This scoping review provides a com
prehensive analysis of the integration of 
AI into OMS, while also addressing the 
ethical and legal considerations that 
must be navigated. Clinically, the in
cluded studies reveal a growing interest 
in the deployment of AI for diagnostic 
imaging, surgical planning, robotics, 
and patient monitoring. Although 
many reports highlight early perfor
mance gains, particularly in enhancing 
diagnostic accuracy and reducing pro
cessing time, most remain limited to 
pilot studies or retrospective ana
lyses14,70. This raises concerns about 
their external validity and real-world 
applicability. A substantial body of 
literature underscores the need for 
prospective clinical trials that account 
for patient variability, diverse clinical 
workflows, and potential biases in AI 
training data103. The transition from 
small-scale validation to large, multi- 
institutional studies is essential to en
sure that AI meets the rigorous stan
dards of precision and reliability 
required in OMS.

Implications for clinical practice and 
recommendations

The review findings support a cautious, 
stepwise approach to integrating AI 
into OMS. Initially, AI-driven diag
nostic tools should function as adjuncts 
to traditional methods70,104. As their 
reliability is further validated, their role 
can be expanded progressively to in
clude preoperative planning and in
traoperative guidance43,51,52. To 
facilitate safe and effective im
plementation, the development of 
standardized clinical guidelines and 
structured AI training modules for 
both residents and practising surgeons 
is crucial105.

Knowledge gaps and future research 
needs

Despite early, largely preliminary data, 
several critical gaps remain: (1) a sig
nificant lack of large-scale, prospective 

RCTs evaluating the clinical efficacy 
and safety of AI tools in OMS; (2) an 
absence of standardized protocols for 
assessing AI performance, hindering 
reliable comparisons across studies; (3) 
underdeveloped ethical strategies to 
ensure transparency, mitigate bias, and 
secure informed consent; (4) legal un
certainties surrounding liability and the 
need for robust frameworks governing 
data security, privacy, and cyberse
curity in AI-driven OMS applications.

Ethical and legal considerations

Beyond clinical performance, ethical 
concerns remain paramount. Data 
privacy and patient confidentiality are 
particularly critical when sensitive 
medical information is aggregated for 
AI training29,76,78. Issues surrounding 
data anonymization, secondary data 
use, and governance require trans
parent protocols to maintain patient 
trust. The ‘black-box’ nature of many 
AI models also raises concerns for both 
surgeons and patients, underscoring the 
need for interpretable AI systems that 
support informed clinical decision- 
making63,80. Preventing biases from 
non-representative training datasets is 
equally essential to ensure equitable 
care and avoid disparities in treatment 
outcomes24,80,81.

Parallel to these ethical challenges, 
legal and regulatory frameworks for AI 
in healthcare remain dynamic and often 
incomplete. Regulatory bodies such as 
the US FDA and European legislative 
institutions have outlined requirements 
for AI-based medical devices, but sig
nificant gaps persist, particularly con
cerning liability in adverse events and 
post-market surveillance23,25. To navi
gate these uncertainties, careful doc
umentation of AI use in clinical 
practice and adherence to professional 
standards are prudent strategies for 
mitigating legal risk.

Implications for policy

AI technologies are moving from 
proof-of-concept studies into routine 
OMS workflows at a pace exceeding the 
specialty’s established governance 
structure. A coherent policy response 
must rest on two pillars already ar
ticulated internationally: transparent 
reporting, captured by the EQUATOR 
Network’s new TRIPOD-AI check
list74, and ethical–legal assurance, co
dified in the Coalition for Health AI 
(CHAI) Blueprint for Trustworthy AI 

in Healthcare87. Read together, these 
frameworks offer a near-complete 
roadmap for safe, accountable, and 
equitable adoption—adaptable with 
modest effort to the realities of max
illofacial practice.

The EQUATOR Network has long 
provided structured guidance for sci
entific reporting, but its 2024 extension, 
TRIPOD-AI74, finally brings machine- 
learning studies under the same dis
cipline that has governed randomized 
trials and observational research for 
decades. Each of its 27 items addresses 
recurring weaknesses that hamper ap
praisal of medical AI: vague data pro
venance, absent calibration statistics, 
performance claims based on single- 
centre test sets, and insufficient detail 
on post-deployment model updates. 
These gaps are particularly evident in 
the maxillofacial literature, where many 
image-analysis papers report only ac
curacy or Dice scores and omit external 
validation106. By requiring disclosure of 
data sources, version numbers, and 
calibration plots, TRIPOD-AI allows 
editors and reviewers to distinguish 
robust algorithms from proof-of-con
cept demonstrations, placing max
illofacial imaging research on a footing 
comparable with other evidence hier
archies. Importantly, TRIPOD-AI is 
complemented by sister ex
tensions—TRIPOD-LLM for large 
language models91, MINIMAR for 
medical imaging107, and CLAIM for 
radiology AI106—covering nearly every 
tool now in development for cephalo
metric prediction, tumour segmenta
tion, or automated consent generation. 
A journal policy mandating the re
levant checklist at submission would 
not be an administrative burden but a 
catalyst for embedding reproducibility 
into model design.

However, transparency alone cannot 
guarantee that a system remains safe 
and fair once it leaves the laboratory. 
That responsibility is addressed in the 
CHAI Blueprint, published after a 
multistakeholder process involving 
regulators, academia, industry, and 
patient groups. The Blueprint distils AI 
ethics discourse into seven actionable 
principles: usefulness, safety, account
ability, transparency, fairness, security, 
and privacy, and couples them to a 
four-level assurance label87. Level I 
prototypes may be explored only in si
lico; level II systems can inform deci
sions under explicit human supervision; 
level III tools integrate into workflows 
provided that mechanisms for 
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monitoring drift and bias exist; level IV 
systems are autonomous and require 
the most stringent oversight. Mapping 
typical OMS applications onto this 
schema is straightforward: a retro
spective convolutional network flagging 
mandibular fractures on panoramic 
radiographs would be level I or 
II11,12,40, whereas an autonomous ro
botic osteotomy platform executing 
pre-planned cuts with sub-millimetre 
precision is level IV and subject to 
continuous post-market audit. The 
Blueprint thus provides the procedural 
detail that turns abstract ethical as
pirations into measurable obligations 
for manufacturers, hospitals, and sur
geons.

Together, these frameworks suggest 
policy priorities specific to maxillofacial 
surgery. First, editors, grant reviewers, 
and ethics committees should reject di
agnostic or prognostic models without 
a completed TRIPOD-AI (or 
TRIPOD-LLM) checklist74,91; such 
gatekeeping will not stifle innovation 
but enforce clarity on external valida
tion, calibration, and dataset diversity, 
factors critical to trust at the bedside. 
Second, hospitals adopting CHAI level 
III or IV systems should establish AI 
safety committees to approve devices, 
monitor performance, and commission 
root-cause analyses when error rates 
rise20,56,92. These deliberations are most 
effective when manufacturers provide 
continuous, de-identified logs, as re
commended in the Blueprint, enabling 
early detection of drift. Third, profes
sional societies should translate 
medico-legal scholarship into template 
contracts allocating product liability to 
vendors for autonomous functions 
while clarifying that surgeons retain a 
duty of care for decision-support sys
tems20. Without shared liability, fear of 
litigation will remain a brake on 
adoption20,88,94. Fourth, fairness au
diting must be taken as seriously as 
dosimetry or sterility: models should 
report performance across age, sex, 
ethnicity, and skeletal pattern strata, 
with retraining triggered when sub
group disparities exceed clinically ac
ceptable margins61,86. Finally, 
sustainable trust depends on education. 
Residency curricula need core modules 
in AI literacy—how models are trained, 
how bias arises, what calibration 
means—and practising surgeons should 
be recertified when major software up
dates are introduced, mirroring current 
expectations for radiation safety 
training85.

Even with these safeguards, the evi
dence base will evolve at software 
speed. Thus, the specialty should 
commit to ‘living’ systematic re
views—updated at fixed intervals rather 
than every 5 or 10 years—and require 
revalidation of deployed models on 
contemporary data. This vigilance has 
modest costs compared with the risks 
of silent performance decay in systems 
guiding high-dose imaging, implant 
placement, or nerve-sparing resections.

While framed in maxillofacial voca
bulary, this approach is exportable. 
Orthopaedic navigation, cardiac map
ping, and neurosurgical targeting face 
the same tension between innovation 
and oversight, and the same need to 
reconcile transparency with 
privacy15,29. Yet OMS provides a par
ticularly stringent test case: procedures 
hinge on geometry measured in frac
tions of a millimetre, and emerging 
tools—LLMs drafting consent docu
ments or robots milling bone—operate 
at informational and physical ex
tremes6,8. The marriage of the reporting 
discipline of TRIPOD-AI with the 
continuous-assurance culture of CHAI 
is not redundant bureaucracy but a 
prerequisite for ethical progress. To
gether, they chart a course for embra
cing algorithmic assistance while 
upholding commitments to safety, ac
countability, and equitable care.

Framework for phased integration of AI 
in OMS

AI systems rarely move directly from 
algorithmic potential to reliable clinical 
performance; they mature through 
stages requiring different evidentiary 
standards and governance controls. 
Drawing on the transparent-reporting 
discipline of TRIPOD-AI74 and the 
progressive assurance ladder articu
lated by the CHAI Blueprint87, a four- 
phase pathway tailored to OMS prac
tice is proposed, covering the pre
clinical development phase, supervised 
clinical pilots, controlled integration, 
and routine deployment under adaptive 
governance.

In the preclinical development phase, 
models are trained and validated ex
clusively on retrospective data. 
Transparency is paramount: in
vestigators must disclose data prove
nance, calibration statistics, and 
versioning per TRIPOD-AI, and make 
code or detailed parameters available 
for peer evaluation. No patient-facing 
use is permitted until these 

requirements are met and external va
lidity is demonstrated.

Completion of these benchmarks 
justifies supervised clinical pilots. Here, 
algorithms act as second readers; out
puts are logged alongside surgeon jud
gements but exert no direct influence on 
operative plans. Prospective compar
ison of human and AI decisions gen
erates real-world performance data, 
while institutional AI-safety commit
tees review deviations from pre-speci
fied error thresholds. These 
deployments align with the ‘pre-de
ployment’ testing recommended in the 
DECIDE-AI framework for clinical 
evaluation104.

Once equivalence—or super
iority—has been demonstrated under 
supervision, systems may enter con
trolled integration. Here, the algorithm 
informs decisions in limited workflows, 
with recommendations linked to peri- 
and postoperative outcomes for audit. 
Biannual public reports document ac
curacy, calibration drift, and emerging 
bias, satisfying CHAI level III mon
itoring. Examples include automated 
cephalometric landmarking in virtual 
planning software or CBCT-based 
fracture detection in emergency 
pathways.

The final stage, routine deployment 
under adaptive governance, applies to 
mature tools meeting CHAI level IV 
criteria, such as autonomous robotic 
osteotomy platforms108. At this point, 
shared-liability agreements are essen
tial: manufacturers bear product liabi
lity for autonomous functions, while 
surgeons retain professional responsi
bility for decision-support outputs, 
echoing medico-legal recommenda
tions20. Real-time performance logging, 
drift alarms, and rapid-rollback proto
cols are mandatory safeguards; annual 
recertification of both software and 
clinical teams ensures that technolo
gical evolution does not outstrip 
human competence.

Two cross-cutting obligations span 
all phases. First, AI literacy. Residency 
curricula and continuing-education 
programmes must equip surgeons to 
interpret model output, identify bias, 
and balance algorithmic advice with 
clinical judgement. Second, because al
gorithmic performance can decay in the 
face of shifting data, specialty societies 
should commission living systematic 
reviews that update the evidence base at 
fixed intervals109,110. By embedding 
continuous education and dynamic 
appraisal into the lifecycle of each 
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system, the OMS community can 
transform ethical aspiration into op
erational reality. This will convert the 
potential of AI into predictable, ac
countable benefit for patients.

Model of care for AI integration in OMS

The authors propose a phased, human- 
in-the-loop pathway tailored to surgical 
services: (1) governance and readiness: 
register each tool with indications/con
traindications, dataset provenance, 
subgroup performance, calibration, cy
bersecurity posture, and site-specific 
consent language; (2) pre-deployment 
validation: test retrospectively on local 
cases versus clinician benchmarks, re
port discrimination and calibration by 
subgroup, and set go/no-go thresholds; 
(3) supervised deployment: use as 
second reader or planning adjunct with 
mandatory surgeon verification, auto
matic inference/version logging, and 
structured override documentation; (4) 
continuous monitoring: quarterly per
formance/bias audits with drift tests, 
near-miss reviews, and documented re
mediation; (5) change control: classify 
model updates, re-train/rollback as 
needed, and re-credential users after 
major updates. Informed-consent ma
terials may leverage LLM-assisted 
drafts to improve readability while 
preserving surgeon authorship and 
case-specific accuracy, as shown in re
cent OMS and allied-surgery evalua
tions; dataset transparency and 
licensing clarity, particularly for CBCT/ 
CT repositories, are prerequisites for 
fair and reproducible perfor
mance26,71–73,79,82,84,87,91,100–102.

Oversight and responsibilities by AI 
modality (decision-support versus 
embedded systems)

Decision-support AI (diagnostics, sur
gical planning, monitoring) should op
erate under human-in-the-loop 
controls: pre-deployment local valida
tion against clinician benchmarks; 
documented calibration and subgroup 
performance; mandatory surgeon ver
ification for outputs that affect diag
nosis, resection margins, flap choices, 
or postoperative surveillance; and in
ference-level audit logging within an 
institutional AI registry71–73,79. Em
bedded AI in robotics/navigation re
quires additional device-centric 
assurances: operator credentialing and 
simulation, verification of indications 
for use, defined override/stop protocols, 

continuous device-log monitoring 
(faults, drifts, patches), and formal 
change-control for software/model up
dates23,74,91,104. Institutions should 
maintain a governance pathway that 
maps responsibilities among surgeon, 
service line, biomedical engineering/IT, 
and vendor, including incident re
porting and indemnity arrangements. 
This division of responsibilities ensures 
that ethics, reliability, bias controls, 
and data governance are implemented 
proportionately to the AI modality, 
while clarifying liability across surgeon, 
manufacturer, and institution88,94,96,97.

Implications for practice

AI tools are ready to serve as adjuncts 
that enhance, not replace, clinical jud
gement. Surgeons should integrate va
lidated systems into diagnostic 
workflows and preoperative planning 
while retaining final decision authority 
and documenting AI use in the record. 
Institutions must pair deployment with 
staff training, robust data-security in
frastructure, and clear governance po
licies.

Next steps for research and policy 
can be summarized as follows: (1) 
prospective, multi-institutional studie
s—including randomized and real- 
world effectiveness trials—to confirm 
clinical benefit, generalizability, and 
economic value; (2) standardized re
porting and benchmarking of datasets, 
performance metrics, and validation 
protocols to enable transparent com
parison across studies; (3) explainable 
and bias-audited models to strengthen 
trust and ensure equitable performance 
across patient subgroups; (4) inter
disciplinary guidelines that codify best 
practices for consent, documentation, 
and liability sharing, harmonized with 
emerging FDA and EU requirements; 
(5) continuous post-market surveillance 
for safety, drift, and cybersecurity 
threats, ideally embedded in learning- 
health-system infrastructures.

By addressing these priorities, the 
OMS community can translate AI in
novations from proof-of-concept to 
routine, ethically grounded, and legally 
robust clinical practice, ultimately im
proving diagnostic precision, surgical 
accuracy, and patient outcomes.

Strengths and limitations of this review

This scoping review has several 
strengths. First, it is novel in mapping 
clinical applications, ethical challenges, 

and legal-regulatory aspects of AI spe
cifically in OMS. By adopting this in
terdisciplinary lens, it provides a holistic 
panorama beyond purely technical eva
luations. Second, the methodology clo
sely followed the PRISMA-ScR 
framework, employing a prospectively 
designed search strategy, predefined 
eligibility criteria, duplicate screening, 
and standardized data extraction for
ms—enhancing transparency, reprodu
cibility, and methodological rigour. 
Third, the search spanned three multi
disciplinary databases (PubMed/ 
MEDLINE, Scopus, and Web of 
Science) and included backward citation 
tracking, reducing the risk of omitting 
relevant studies. Finally, by synthesizing 
evidence across diverse study designs 
and highlighting research gaps, the re
view generates a practical roadmap for 
clinicians, researchers, and policy
makers—facilitating targeted investiga
tions and informed AI governance 
in OMS.

This review also has limitations. 
First, as a scoping review, it maps evi
dence breadth rather than critically 
appraising study quality or providing a 
quantitative synthesis; conclusions are 
therefore bounded by the quality of 
underlying studies. Second, the litera
ture is dominated by exploratory, ret
rospective, or pilot investigations with 
small samples and heterogeneous 
methodologies, limiting comparability 
and generalizability. Third, the search 
was confined to English-language arti
cles indexed in PubMed, Scopus, and 
Web of Science and published between 
January 2015 and July 2025. Hence, 
non-English publications, the grey lit
erature, and studies in other databases 
may have been excluded, introducing 
publication and language bias. Fourth, 
focusing on articles published between 
January 2015 and July 2025 captures 
the deep-learning era during which al
most all clinically relevant maxillofacial 
AI systems emerged, while excluding 
earlier, methodologically obsolete rule- 
based work. Meta-research shows that 
non-English studies can yield different 
effect estimates and often reflect re
search undertaken in under‑represented 
regions111. Moreover, 87% of AI stu
dies screened originated from high-in
come countries, mirroring broader 
analyses that highlight a paucity of 
evidence from low- and middle‑income 
settings; this geographic imbalance 
limits the direct transferability of the 
findings to resource‑constrained en
vironments81,82. However, restricting 
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the start date to 2015 is appropriate 
because earlier work predates modern 
deep-learning methods and contributes 
little to current clinical practice. Fifth, 
outcome measures and reporting stan
dards varied widely, impeding direct 
comparison and precluding meta-ana
lysis. Finally, recognizing that rapid 
innovation will have continued to pro
duce new models and trials after the 
July 2025 search cut-off, the review was 
structured around functional domains 
(rather than exhaustive topic catalo
gues), and the authors commit to 
scheduled literature updates, so that 
emerging high-quality evidence can be 
incorporated without re-expanding into 
breadth‑only summaries. As AI re
search is evolving at an unprecedented 
rate and more than 3000 new PubMed 
entries on ‘medical AI’ were indexed in 
the first half of 2025 alone, the current 
synthesis may become outdated ra
pidly. A living-review methodology, 
with scheduled literature updates every 
12 months, is therefore recommended 
to maintain relevance.

Consistent with the methodology for 
scoping reviews and PRISMA-ScR 
guidance, no formal risk-of-bias or 
GRADE certainty appraisals were 
performed; given the heterogeneity and 
paucity of comparable effect estimates 
across studies, such grading would be 
premature. Future domain-specific sys
tematic reviews with homogeneous 
outcomes should incorporate risk of 
bias (RoB) and GRADE tools to 
quantify certainty and support practice 
recommendations.

While AI may advance OMS mean
ingfully—improving diagnostic accu
racy, surgical precision, and patient 
management—its integration must be 
gradual, evidence-based, and rigorously 
regulated. The establishment of stan
dardized guidelines, continuous quality 
monitoring, and robust inter
disciplinary collaboration among clin
icians, data scientists, ethicists, and 
legal experts will be essential to ensure 
responsible and safe AI-driven innova
tions. Addressing the identified knowl
edge gaps through future research will 
be critical for advancing the safe and 
effective clinical adoption of AI 
in OMS.

The aim of this review was to map 
the clinical applications of AI in OMS 
and identify the parallel ethical-legal 
landscape shaping its safe adoption. 
The 99 studies included, published be
tween January 2015 and July 2025, re
vealed a field advancing quickly in 

diagnostic imaging and steadily 
branching into surgical planning, ro
botics, and outcome prediction. Across 
these domains, AI systems often match 
or exceed expert-level accuracy and can 
reduce operative error, yet the evidence 
base remains dominated by small, ret
rospective, single-centre investigations; 
prospective, multi-centre trials and 
cost-effectiveness analyses are still 
lacking.
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