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Figure 4.10: The period distribution obtained with 100 Monte Carlo simulations,

with a standard 3σ perturbation of the UMC 180 nm tehnologial proess param-

eters and transistors mismathing.
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Figure 4.11: Osillation phase noise of the osillator with exitation signal turned

o�, evaluated with 100 Monte Carlo simulations in presene of a moderate eletroni

noise.
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Figure 4.12: Bifuration diagram obtained by simulating the iruit in Fig. 4.8,

reporting the set {z(tk) ∈ [0V, 1.8V ], tk = kT0 + θ, 100 < k < 200}, for θ = 30 deg,
setting the same initial ondition in all ases.
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Figure 4.13: Three ases showing period-doubling for Q′ = 13.17, 13.18 and haos

for Q′ = 13.27 in the 3D-projetions of the voltages x, y, z in Fig. 4.8. For the last

haoti ase, the transient simulation of the signal z is reported.

posed of the XOR and the NXOR do not inlude the DEL delay bloks. In pratie,

these bloks were impliitly integrated in the onnetions between gates (the green

elements in the �gure), assuming that eah onnetion must pass through ative

routing elements (the white elements in the �gure), as it happens inside a PLD.

The iruit proposed in Fig. 4.14 o�ers interesting design hallenges. The ra-

tio between the frequeny of the Ring Osillator and the natural frequeny of the

ontrolled osillator an be hanged by varying the number of nodes that make up

the three loops of the topology. However, the simulations performed on the iruit

(inluding Monte Carlo analysis) show that there are also other important aspets

that an a�et the dynamis of the system. In partiular:

• given the nominal iruit design, mismathes between transistors, proess vari-

ability, and other implementation outomes beyond the designer ontrol (suh

as delays in the swith matries involved in routing) an produe di�erent

omplex dynamis, inluding haos; for larity, Fig. 4.15 shows two example

simulations performed on the same nominal iruit but with di�erent mis-

mathes;

• given any simulated hardware implementation, multiple attrating ω-limit sets

an oexist, partitioning the phase state of the system into disjoint attration

basins linked to di�erent dynamial behaviors;

• given a simulated hardware implementation, if we add noise to the simulation,

it is possible that swithing between di�erent attrating ω-limit sets ours.
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Figure 4.14: The omplete topology, in whih a nonlinear osillating struture (the

nonlinear osillator in Fig.4.8), is exited by a Ring Osillator to produe omplex

dynamis. The green elements are the nodes of the DNO, the white elements are

digital delays representing the ative routing elements of a PLD.

All this implies that the dynamis resulting from a ertain implementation is

highly sensitive to relevant aspets that are not under the ontrol of the designer.

4.5 Implementation

One the advaned simulation phase of the topology is ompleted, to onlude

the analysis of the DNO we must validate the obtained results through its FPGA

implementation.

To assess the topology performane, we ompared the iruit in Fig. 4.14 (DNO

C) with two other referene DNOs, namely a 7-nodes Ring Osillator (Fig. 4.16,

DNO A), and a 7-nodes Galois Ring Osillator (Fig. 4.16, DNO B). We seleted

these osillators beause:

• they have a hardware omplexity similar to DNO C;

• both exhibit stable periodi dynamis, DNO A simple and DNO B more om-

plex;

• in both, the information generation mehanism is due to phase noise and jitter

aused by eletroni noise.

All three iruits were designed by desription in VHDL language, following the

design rules desribed in Setion 3.5.

Going into more detail, the DNOs were designed on Xilinx Artix 7 x7a35 FP-

GAs, with a lok frequeny of 100 MHz. For eah topology, 16 instanes were
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