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Abstract—Most of the approaches proposed so far to craft tar-
geted adversarial examples against Deep Learning classifiers are
highly suboptimal and typically rely on increasing the likelihood
of the target class, thus implicitly focusing on one-hot encoding
settings. In this paper, a more general, theoretically sound,
targeted attack is proposed, which resorts to the minimization
of a Jacobian-induced Mahalanobis distance term, taking into
account the effort (in the input space) required to move the latent
space representation of the input sample in a given direction. The
minimization is solved by exploiting the Wolfe duality theorem,
reducing the problem to the solution of a Non-Negative Least
Square (NNLS) problem. The proposed algorithm (referred to as
JMA) provides an optimal solution to a linearised version of the
adversarial example problem originally introduced by Szegedy et
al. The results of the experiments confirm the generality of the
proposed attack which is proven to be effective under a wide
variety of output encoding schemes. Noticeably, JMA is also
effective in a multi-label classification scenario, being capable
to induce a targeted modification of up to half the labels in
complex multi-label classification scenarios, a capability that is
out of reach of all the attacks proposed so far. As a further
advantage, JMA requires very few iterations, thus resulting more
efficient than existing methods.

Index Terms—Adversarial examples, deep learning security,
adversarial machine learning, multi-label classification, Maha-
lanobis distance, non-negative least square problems.

I. INTRODUCTION

ADVERSARIAL examples, namely, quasi-imperceptible
perturbations capable to induce an incorrect decision, are

a serious threat to deep-learning classifiers [1], [2]. Since the
publication of the seminal work by Szegedy et al. [1] in which
the existence of adversarial examples was first observed, a
large number of gradient-based methods have been proposed to
implement adversarial attacks against Deep Neural Networks
(DNNs) in white-box and black-box scenarios [2], [3], [4], [5].

Most attacks create the adversarial examples by minimizing
a cost function subject to a constraint on the maximum
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perturbation introduced in the image. Moreover, they focus
on single-label classifiers based on one-hot encoding. In this
setting, the final activation layer consists in the application of
an activation function (usually a softmax) and a normalization,
mapping the last layer outputs, called logits, into a probability
vector, associating a probability value to each class. The loss
function corresponds to the categorical cross entropy. As a
consequence, in the targeted case, adversarial examples focus
on raising the probability value of the target class. This is
obviously the best strategy with single-label classification
however, this strategy is not optimal in general, e.g., in the
presence of output encoding schemes based on channel coding,
and in the case of multi-label classification. A more flexible
attack working at the logits level has been proposed by Carlini
and Wagner [6]. The attack works by decreasing the difference
between the largest logit and the logit of the target class (in
the targeted case). Working at the logits level allows to avoid
vanishing gradient problems [7], hence Carlini and Wagner
method often yields better performance compared to methods
that directly minimize the loss term. However, working on two
logits at a time, without considering the effect of the pertur-
bation on the other logits, is clearly suboptimum in general,
with the consequence that the approach in [6] often results in
a greedy, lengthy, iterative minimization process. The problem
is more evident when the attacker aims at attacking a DNN
adopting different encoding mechanisms, like Error Correction
Output Coding (ECOC) [8], and also multi-label DNNs. In this
case, all the logits have to be modified simultaneously.

Crafting adversarial examples for networks adopting a
generic output encoding scheme, and for multi-label classi-
fication, is a very challenging task, that, to the best of the
authors’ knowledge, has not been given much attention, with
the exception of some scattered works proposing suboptimum
approaches [9], [10], [11]. From the attacker side, the difficul-
ties of applying an optimal attack in this case are due to the
fact that the labels are not mutually exclusive (like in the one-
hot case), and decreasing or increasing the network output in
correspondence of some nodes may change the values taken
by the other nodes in an unpredictable way.

To overcome the above drawbacks, we introduce a
new, theoretically sound, targeted adversarial attack, named
Jacobian-induced Mahalanobis distance Attack (JMA). JMA
solves the original formulation of the adversarial example
problem introduced in [1], which aims at minimizing the
strength of the adversarial perturbation subject to the constraint
that the image is classified as belonging to the target class. The
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solution is found via a two-step procedure: i) given a target
point in the output space, the optimum perturbation moving
the input sample to the target point is first determined, under a
linear assumption on the effect of the distortion on the model
output; ii) then, the target point that minimizes the perturbation
introduced by the attack is determined by minimizing the
Mahalanobis distance induced by the Jacobian matrix of the
network input-output function. By exploiting the Wolfe duality
theorem, the problem is reduced to the solution of a Non-
Negative Least Square (NNLS) problem, that can be efficiently
solved numerically. The optimal perturbation derived in this
way is then applied to the input image. Ideally, JMA should
produce the adversarial image in just one-shot. However, due
to local optimality, in practice, it is sometimes necessary to
carry out some iterations to obtain a valid adversarial example,
recomputing the Jacobian matrix every time.

The results of the experiments confirm that the proposed
attack is more efficient than state-of-the-art attacks from a
computational perspective, requiring lower iterations to carry
out the attack. State-of-the-art attacks are also outperformed in
terms of distortion and attack success rate. The effectiveness of
the proposed adversarial attack method is particularly evident
when it is used to attack networks adopting ECOC and in
particular in multi-label classification scenarios, where JMA is
capable to simultaneously change in a desired way up to 10 out
of 20 labels of the output label vector, a capability which is out
of reach of the algorithms proposed so far. We also verified the
very good behavior of JMA in the one-hot encoding scenario,
where it achieves performance that are comparable to the state-
of-the-art with a significant reduction of the computing time.
In summary, the main contributions of this paper are:
• We propose a new targeted adversarial attack for gen-

eral classification frameworks, named Jacobian-induced
Mahalanobis distance Attack (JMA). The attack resorts
to the minimization of a Jacobian-induced Mahalanobis
distance term, with the Jacobian matrix taking into
account the effort (input space) to move the latent space
representation of the input sample in a given direction. In
theory, the algorithm is one-shot.

• We solve the constrained minimization of the Maha-
lanobis distance by exploiting the Wolfe duality theorem,
reducing the problem to the solution of a non-negative
least square (NNLS) problem, that can be solved numer-
ically.

• We validate the new attack on various datasets (CIFAR-
10, GTSRB, MNIST, VOC2012, MS-COCO, NUS-
WIDE, and ImageNet) and networks adopting different
encoding schemes, namely ECOC, multi-label, and one-
hot encoding. Validation involves different types of
architectures, including CNNs, Transformers and large
visual models. The experiments confirm that the proposed
attack is very general and can work in all these cases,
being very efficient, often requiring only very few itera-
tions to attack an image.

• We compare our new approach against several state-of-
the-art attacks, showing that JMA is more efficient and
requires less iterations. In particular, in the multi-label
classification scenario, JMA is capable to change up to

half labels of the output vector, even when the number
of labels increases.

The rest of the paper is organized as follows: Section II
gives an overview of the related work. Section III provides
the main formalism and introduces the various classification
frameworks. In Section IV, the most relevant adversarial
attacks that can be applied against DNNs adopting output
encoding are reviewed. Then, in Section V, the details of
the JMA adversarial attack are described. The experimental
methodology and setting are described in Section VI, while
section VII reports and discusses the results of the exper-
iments. The papers ends in Section VIII with some final
remarks.

II. RELATED WORKS

Adversarial attacks can be categorized in two main groups,
namely white-box and black-box methods [5].

Starting from Szegedy et al. [1] work, research on white-box
attacks has mainly focused on the development of gradient-
based approaches that can reduce the complexity of the attack.
Many greedy algorithms have been proposed that permit to
find an effective adversarial example in a reasonable amount
of time [2], [3], [6], [12], [13], [14]. The Fast Sign Gradient
Method (FGSM) method [2] obtains an adversarial perturba-
tion in a computationally efficient way by considering the sign
of the gradient of the output with respect to the input image. In
[12], an iterative version of FGSM is introduced by applying
FGSM multiple times, with a smaller step size, each time by
recomputing the gradient. This method is often referred to
as I-FGSM, or Basic Iterative Method (BIM). Another attack
similar to FGSM is the projected gradient descent (PGD)
attack [13], that can be regarded to as a multi-step extension
of the FGSM attack where the clip operation performed by
BIM on the gradient (to force the solution to stay in the
[0,1] range) is replaced by gradient projection. Carlini and
Wagner (C&W) [6] propose a more flexible method, working
at the logits level, which can mitigate the gradient vanishing
problem and improve performance in many cases. Recently,
the AutoPGD and AutoAttack [15] attacks have also been pro-
posed. Such attacks improve PGD by designing an approach
that automatically chooses the most suitable step size and
perturbation size (in the case of AutoAttack) at every attack
iteration, based on the behaviour of the objective function, and
by using a different loss function, which improves performance
and reduces the gradient vanishing problem. Among the other
white-box gradient-based attacks it is worth mentioning the
Jacobian-based Saliency Map Attack (JSMA) [3] and the
DeepFool attack [14]. JSMA [3] consists of a greedy iterative
procedure which relies on forward propagation to compute,
at each iteration, a saliency map, indicating the pixels that
contribute most to the classification, while DeepFool [14] is an
efficient iterative attack that considers the minimal perturbation
with respect to a linearized classifier, stopping the attack when
the boundary is crossed.

A large segment of recent literature has also focused on the
development of attacks that can work in real-world settings
where the exact victim model is unknown. This includes
transfer-based attacks, e.g. [4], [16], [17], which retain part



TONDI et al.: JMA: A GENERAL ALGORITHM TO CRAFT NEARLY OPTIMAL TARGETED ADVERSARIAL EXAMPLES 11371

of their effectiveness even against DNN models other than
the one targeted by the attack, as well as black-box attacks
operating under the assumption that the victim model can be
queried a limited number of times [18], [19].

All the above methods focus on single-label classifiers
adopting one-hot encoding schemes. The problem of crafting
adversarial attacks against classifiers adopting different output
encoding schemes is a challenging one that, to the best of
the authors’ knowledge, has not been much studied, with
the exception of a few scattered works. Song et al. [9]
first addressed this problem and extended the C&W and the
DeepFool attacks to a multi-label setting. These extended
algorithms are referred as ML-C&W and ML-DF. Inspired
by ML-DF, another approach to implement an adversarial
attack in the multi-label case, named Multi-Label Attack
via Linear programming (MLA-LP), has been proposed in
[10]. Recently, [11] proposed a fundamentally different multi-
label attack method that enforces semantic consistency across
all predicted labels in the adversarial image. The approach
introduced in [11] leverages an efficient search algorithm
over a knowledge graph that captures label dependencies.
Beyond multi-label classification, a white-box attack tailored
against DNNs adopting the ECOC encoding scheme has been
proposed in [20]. A completely different approach, that can
be applied to any network regardless of the encoding scheme,
often leading to a large attack distortion in the input space,
is the Layerwise Origin-Target Synthesis (LOTS) attack [21].
Due to their relevance for our research, the attacks targeting
classifiers adopting output encoding are presented in detail in
Section IV-B.

III. BACKGROUND AND NOTATION

In this section, we review the main output encoding schemes
for DNN classifiers.

Let x ∈ Rm denote the input of the network, and y(x) (or
simply y) the class x belongs to. Le l be the number of classes.
To classify x, the neural network first maps x into a reduced
dimensional space Rn (n < m). Every class is associated to
an output label column vector ck = (ck1, ck2, . . . , ckn)T . Let
f (x) : Rm → Rn be a column vector indicating the end-to-
end neural network function, and fi(x) the i-th element of
the vector. Classification in favour of one of the l classes is
obtained by applying a function φ to f (x), the exact form
of φ depending on the output encoding scheme used by the
network. In the following, z = (z1, z2, . . . , zn)T denotes the
vector with the logit values, that is, the values of the network
nodes before the final activation function, which is responsible
to map the output of the penultimate layer of the network
into the [0,1] (sometimes [−1, 1]) range. Given an image
x, the notation f − j(x) is used to refer to the internal model
representation at layer L − j (L being the total number of
layers of the network). With this notation, z(x) = f −1(x).

A. One-Hot Encoding

In the case of networks adopting the one-hot encoding
scheme, the number of output nodes corresponds to the
number of classes (l = n), and ck is a binary vector with

all 0’s except for position k, where it takes value 1. In this
case, the length of z is l, and the logits are directly mapped
onto the output nodes through a softmax function as follows:

fk(x) =
exp(zk)Pl
i=1 exp(zi)

, (1)

for k = 1, .., l. This allows to interpret fk(x) as the probability
assigned to class k, and the final prediction is made by letting
φ(x) = arg maxk fk(x).

Typically, in the one-hot encoding case, training is carried
out by minimizing the categorical cross-entropy loss defined
as L(x, y) = −

Pl
i=1 cyi log( fi(x)) = − log( fy(x)).

B. Error-Correction-Output-Coding (ECOC)

Sometimes the output classes are encoded by using the
codewords of a channel code. In this way, error correction
can be applied to recover from incorrect network behaviors.
In this case, the network output dimension n corresponds to
the length of the codewords and ck is the codeword associated
to the k-th output class. The number of classes is typically less
than 2n (l < 2n). An example of the use of channel coding to
define the class label vectors is given in [22] (ECOC). The
use of ECOC has also been proposed as a way to improve the
robustness against adversarial attacks in a white-box setting
[8]. The rationale is the following: while with classifiers based
on standard one-hot encoding the attacker can induce an error
by modifying one single logit (the one associated to the
target class), the final decision of the ECOC classifier depends
on multiple logits in a complicated manner, and hence it is
supposedly more difficult to attack.

Formally, with ECOC, a distinct codeword ck is assigned
to every output class. Let C = {c1, c2, · · · , cl} define the
codebook, that is, the matrix of codewords. Each element of
C can take values in {−1, 1}. To compute the output of the
network the logits are mapped into the [−1, 1] range by means
of an activation function σ(), that is f (x) = σ(z), where σ() is
applied element-wise to the logits. A common choice for σ()
is the tanh function. To make the final decision, the probability
of class k is first computed:

pk(x) =
max( f (x)T ck, 0)Pl
i=1 max( f (x)T ci, 0)

, (2)

where f (x)T ck is the inner product between f (x) and ck. Since
ci j’s take values in {−1, 1}, the max is necessary to avoid
negative probabilities. Then, the model’s final prediction is
given by φ(x) = arg maxk pk(x). Note that Eq. (2) reduces
to Eq. (1) in the case of one-hot encoding, when C = Il and
where Il is the identity l×l matrix. In the ECOC case, training
is usually carried out by minimizing the hinge loss function,
defined as L(x, y) =

Pn
i=1 max(1 − cyi fi(x), 0).

C. Multi-Label Classification

Multi-label classification is the scenario wherein the classi-
fier is asked to decide about the presence or absence within the
image of n image characteristics or features. For example, the
classifier may be asked to detect the presence of n possible
classes of objects, or decide about n binary attributes (like
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indoor/outdoor, night/day, sunny/rainy). The presence/absence
of the looked-for features is encoded by the n outputs of the
network (see, for instance, [23], [24]). In general, the number
of possible outputs is l = 2n, and each output is encoded
in a matrix C having size n × 2n. In fact, it is possible that
some labels’ combinations are not feasible. In such a case,
C contains only the allowed combinations, somewhat playing
the same role of channel coding. In this paper, multi-label
classification indicates a situation where all combinations of
labels are possible.

In the case of multi-label classification, given the logit
vector z, the activation function σ() is applied element-
wise to the components of z, and the prediction on each
label component is made component-wise. Assuming that
ck ∈ {0, 1}n for any k, and that the logistic function is
applied to the logits, decoding corresponds to 0.5-thresholding
each output score independently.1 For the loss function, a
common choice is the (multi-label) binary cross-entropy loss
L(x, y) = −

Pn
i=1(cyi log( fi(x)) + (1 − cyi) log(1 − fi(x))).

IV. ADVERSARIAL ATTACKS AGAINST DNNS

The vulnerability of deep neural networks (DNNs) to
adversarial samples has been first pointed out by Szegedy
et al. in [1]. When the goal of the attacker is to induce a
generic misclassification, the attack is referred to as untargeted
Conversely, if the misclassification aims at a specific class,
the attack is referred to as targeted. According to [1], the
generation of a targeted adversarial example can be formally
described as

minimize ||δ||2

s.t. φ(x + δ) = t , φ(x)
and x + δ ∈ [0, 1]m, (3)

where ||δ||2 denotes the l2 norm of the perturbation δ, and t
is the target class of the attack. The same formulation holds
for the untargeted case, with the first constraint replaced by
φ(x+ δ) , φ(x). The constraint x+ δ ∈ [0, 1]m makes sure that
the resulting adversarial example is a valid input.

A. Basic Adversarial Attacks

Solving the minimization in (3) is generally hard, then the
adversarial examples are determined by solving the simplified
problem where a functional L(x + δ, t)+λ · ‖δ‖22 is minimized,
where L(x + δ, t) is the loss function (usually, the categorical
cross entropy loss) under the target class t, and λ is a parameter
balancing the two terms. This problem can be solved by the
box-constraint L-BFGS method [1]. Specifically, a line search
is carried out to find the value of λ > 0 for which the
solution satisfies the adversarial condition, that is φ(x+δ) = t.
It is immediate to see that, in the one-hot case, when the
categorical cross entropy loss is considered, only the target
class contributes to the loss term, and then the attack only
cares about increasing ft(x), regardless of the other scores, all
the more that, due to the presence of the softmax, this also
implies decreasing the other outputs. To reduce the complexity
of the L-BFGS attack, several suboptimal solutions have been

1If ck ∈ {−1, 1}n, tanh activation followed by 0-thresholding is applied.

proposed, considering the problem of minimizing the loss
function L subject to a constraint on the perturbation δ, like
I-FGSM (or BIM) [12] and PGD [13].

A flexible and efficient method working at the logits level
has been proposed by Carlini and Wagner [6]. In the C&W
attack in fact, the loss term is replaced by a properly designed
function depending on the difference between the logit of
the target class and the largest among the logits of the other
classes. The perturbation is kept in the valid range by properly
modifying the objective function. In this way, the following
unconstrained problem is considered and solved (for the case
of L2 metric):

min
w
||δ(w)||22+λ ·max(max

i,t
zi(x+δ(w))−zt(x+δ(w)),−κ), (4)

where δ(w) = 1/2(tanh(w)+1)−x is the distortion introduced in
the image, and the constant parameter κ > 0 is used to encour-
age the attack to generate a high confidence attacked image.
Since logits are more sensitive to modifications of the input
than the probability values obtained after the softmax activa-
tion C&W attack is less sensitive to vanishing gradient prob-
lems. However, by considering only two logits at time, and
neglecting the effect of the perturbation on the other logits, this
approach is particularly suited to the one-hot case and is highly
suboptimum when other output encoding schemes are used.

B. Attacks Against DNNs With Output Encoding

The adversarial attack algorithm and methods described
above focus on models based on one-hot encoding. This is a
favorable scenario for the attacker, who only needs to focus on
increasing the output score (or logit) of the target class t. This
is not the case with DNNs based on different output encoding
schemes. The simplest examples are multi-label classifiers.
From the attacker’s side, the difficulties of carrying out the
attack in this case are due to the fact that the labels are not
mutually exclusive, and decreasing or increasing the network
output in correspondence of some nodes may change the
values taken by the other nodes in an unpredictable way. In
addition, the attacker may want to modify more than one
output label in a desired way. For instance, he may want to
induce the classifier to interpret a daylight image showing a
car driving in the rain, as a night image of a car driving with
no rain. This prevents the application of the basic adversarial
algorithms described in the previous section.

As mentioned in Section II the problem of crafting adversar-
ial examples against multi-label classifiers has been addressed
in [9], where the C&W and the DeepFool attacks have been
extended to work in a multi-label setting. The extension of
C&W attack, hereafter referred to as ML-C&W, works as
follows: for every output node, a hinge loss term similar to
the one in Eq. (4) is considered in the minimization. More
specifically, the following term is added to the minimization:Pn

i=0 max(0, γ − cti · zi(x + δ)), where ct is the target label
vector and γ is a confidence parameter. Note that the extension
implicitly assumes that decoding is carried out element-wise.
This is not true when all labels’ combinations are possible
and with schemes adopting output channel coding. However,
by working at the logits level, the C&W attack is general and
can also be extended to work with different output encoding
schemes (as discussed below).



TONDI et al.: JMA: A GENERAL ALGORITHM TO CRAFT NEARLY OPTIMAL TARGETED ADVERSARIAL EXAMPLES 11373

The extension of the DeepFool attack (ML-DF) works as
follows: instead of targeting an objective function minimizing
the distortion, ML-DF looks for the minimum perturbation that
allows to enter the target region under a linear assumption on
the model behavior. ML-DF works at the output score level,
and hence is more prone to the vanishing gradient problem
than ML-C&W. Given the threshold vector ρ = (ρ1, ρ2, .., ρl)T

for the score level output (ρi = 0.5 when fi ∈ [0, 1], 0 when
fi ∈ [−1, 1]), a vector with the distance to the boundary is
derived and used to compute the perturbation. The perturbation
obtained in this way is applied to the image. ML-DF applies
the above procedure iteratively until the attack succeeds or the
maximum number of iterations is reached. ML-DF is a greedy
method and often leads to very large distortions; Moreover,
the performance obtained are always inferior with respect to
ML-C&W [9], [10].

MLA-LP, which also implements an adversarial attack for
the multi-label case, works as follows. By assuming that the
loss changes are linear for small distortions, a simplified for-
mulation of the attack is solved to minimize the L∞ distortion
introduced in the image subject to a constraint on the loss
value, requiring that the final loss is lower than the threshold
value. Thanks to the adoption of the L∞ distortion, the problem
can be easily solved by linear programming methods. Similarly
to ML-DF, MLA-LP works at the final score output level.
By considering the loss function instead of the model output
function, MLA-LP tends to modify less the confidences of
non-attacked labels with respect to ML-DF, with a lower
distortion of the attacked image.

When the output coding scheme is based on ECOC, an
adversarial attack can be carried out by extending to this
setting the C&W method. Specifically, the C&W attack can be
applied at the probability level, exploiting the specific mapping
of the logits to probabilities. In particular, C&W attack can
be used to attack networks adopting ECOC output encoding
by replacing the logit terms zi(x) with f (x)T ci, that is, by
considering the loss term max(maxi,t f (x + δ(w))T ci − f (x +
δ(w))T ct,−κ).

In the case of an ECOC-based network, adversarial exam-
ples can also be obtained by using the attack described in [20]
(in the following, this method is referred to as ECOC attack).
Such an attack incorporates within the minimization problem
the ECOC decoding procedure. Formally, the optimization
problem solved in [20] is defined as:

min
δ

�
||δ||22 − λ ·min

i
(cti · zi(x + δ), η)

�
, (5)

where η is a constant parameter setting a confidence threshold
for the attack.

Although not specialized for this case, ML-C&W can
also be used to attack ECOC-based networks. Instead, ML-
DeepFool and MLA-LP, that work at the score output level
and requires knowledge of the threshold vector ρ, cannot
be extended to the case of networks adopting an output
encoding scheme like ECOC. In fact, the threshold vector ρ
is not available in the ECOC case since the decision is made
after the correlations are computed. A straightforward, highly
suboptimum, way to apply these methods to the ECOC case

is by setting ρ = (0, 0, . . . , 0)T , as if all the codewords were
possible, and performing the decoding element-wise.

1) The LOTS Attack: A completely different kind of attack,
which can be applied to any network regardless of the output
encoding scheme is the Layerwise Origin-Target Synthesis
(LOTS) attack [21]. LOTS generates the adversarial example
by modifying the input sample so that its representation in the
feature space is as similar as possible to that of a given target
sample. Formally, given the internal representation f − j(x) of
an image x at layer L − j and a target internal representation
f − j(xt), LOTS attempts to minimize the term:

|| f − j(xt) − f − j(x)||2. (6)

At each iteration, the algorithm updates the input sample as

x(i) = x(i−1) −
ν− j(x, xt)

maxx(|ν− j(x, xt)|)
(7)

where ν− j(x, xt) = ∇x
�
|| f − j(xt) − f − j(x)||2

�
, and | · | is applied

element-wise, until the Euclidean distance between f −l(x) and
the target is smaller than a predefined threshold. The final
perturbed image xadv obtained in this way has an internal
representation at layer L − j that mimics that of the target
sample xt. In LOTS, the target point xt is any point belonging
to the target class of the attack. It is worth noticing that in
general xt may not be available, e.g. in the multilabel case
when the attacker targets an arbitrary labels’ combination.

When applied to the logits level ( f −1), LOTS simultane-
ously modifies all the logits. However, by focusing on the
minimization of the Euclidean loss, the distortion introduced
in the input space is not controlled.

2) JMA and Prior Art: In contrast to LOTS [21], JMA
defines the target point in the feature space that minimizes
perturbation necessary to move the feature representation of
the input sample to the target point. It does so, by relying
on the Mahalanobis distance induced by the Jacobian matrix
of the neural network function so to take into account the
different effort, in terms of input perturbation, required to
move the sample in different directions. ML-DF and MLA-
LP [9], [10] are also based on the Jacobian matrix, however,
in [9], the Jacobian matrix is used to implement a greedy
algorithm, while in [10] is used to solve a suboptimum
formulation of the attack. With JMA, instead, the original
formulation of the attack by Szegedy et al. is solved under
a first-order approximation. With such an approximation, in
fact, the solution of the attack problem can be reduced to
the solution of a constrained quadratic programming problem
(where the objective function is a Mahalanobis distance term
induced by the Jacobian). Moreover, our algorithm is a general
one and can work either at the output level or at the logits level,
regardless of the output encoding scheme used.

V. THE JMA ATTACK

As mentioned in Section I, our method is designed to
operate at the logits level. In fact, while modifying one or
two logits at a time allows to carry out a close-to-optimal
adversarial attack in the one-hot encoding case [6], in the
more general case of DNNs based on output encoding, this
approach is highly suboptimum. In this scenario, in addition



11374 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

to considering all the logits simultaneously, as done in the
ML-C&W attack, the correlation among the logits and the
effort required in the input space to move the input sample
in a given direction (in the logit or feature space) must
be considered. JMA tackles the above problems and finds
the optimal adversarial image, by solving the optimization
problem in Eq. (3), under a first-order approximation of the
behavior of the network function.

In the following, we look at the output of the neural network
function f 2 as a generic point in Rn. According to Eq. (3), the
optimum target point for the attacker corresponds to the point
in the target decision region that can be reached by introducing
the minimal perturbation in the image x. Such a point is not
necessarily the point in the target decision region closest to
the current output point f (x) in the Euclidean norm, since
evaluating the distance in the output space does not take into
account the effort necessary to move the input sample into the
desired output point. Let x0 be the to-be-attacked image and
let us denote with δ the perturbation applied by the attacker.
Let r = f (x0) + d denote a generic point in the output space.
The goal of the attacker is to determine the displacement d, in
such a way that r lies inside the decision region of the target
class, and for which the Euclidean norm of the perturbation
δ(d) necessary to reach r is minimum, that is:

min
d:φ( f (x0)+d)=t

24 min
δ: f (x0+δ)− f (x0)=d

x0+δ∈[0,1]m

||δ(d)||2

35 . (8)

The proposed attack works in two steps:
1. the optimum perturbation δ∗(d) moving the input sample

to the (generic) target point r is determined;
2. we find the optimum target point r∗, i.e., the optimum

displacement d∗ (where r∗ = f (x0) + d∗) by solving a
constrained quadratic programming problem. The result-
ing δ∗(d∗) gives the minimum perturbation necessary to
reach the target region.

In the following, we first rewrite the minimization in a more
convenient way, then we solve Step 1 and 2 under a first order
approximation. Without loss of generality, we will assume
that all the label codewords have the same norm, and that
φ() applies a minimum distance decoding rule. In this case,
forcing φ( f (x0)+ d) = t is equivalent to impose the following
conditions:

rT ct ≥ rT ci, i = 1, 2 . . . l, (9)

that can be rewritten as a function of d as

dT (ci − ct) ≤ gti, i = 1, 2 . . . l, (10)

where gti = ( f (x0)T ct − f (x0)T ci), and hence the optimization
problem in Eq. (8) can be rewritten as:

min
d:dT (ci−ct)≤gti
∀i,i=1,··· ,l

�
min

δ: f (x0+δ)− f (x0)=d
||δ(d)||2

�
. (11)

Note that we neglected the constraint x0 + δ ∈ [0, 1]m, trusting
that if δ is small the constraint is always satisfied. We will

2For ease of notation, in the following, the model output is considered,
however the same procedure can be applied at the logit level.

then reconsider the effect of this constraint at the end of our
derivation in Section V-A.

Under the assumption that the input perturbation is small
(which should always be the case with adversarial examples),
we can consider a first order approximation of the effect of
the perturbation δ on the network output:

f (x0 + δ) ' f (x0) + Jx0δ, (12)

where Jx0 denotes the Jacobian matrix of f in x0
3:

Jx = ∇x f (x)|x0 =

�
∂ fi(x0)
∂x j

�
i=1,··· ,n, j=1,···m

. (13)

We now show that the minimization in Eq. (11) can be solved
under the first order approximation in Eq. (12). In particular,
Step 1 corresponds to solving the following problem:

δ∗(d) = arg min
δ: f (x+δ)− f (x0)=d

||δ||2, (14)

that, under the linear approximation, becomes4

δ∗(d) = arg min
δ:d=Jδ

‖δ‖2, (15)

that corresponds to finding the minimum norm solution of the
system of linear equations d = Jδ. The solution of the above
problem is given by the following proposition.

Proposition 1: Since n < m, under the assumption that J
has full rank,5 the solution of the minimization in Eq. (15) is:

δ∗(d) = JT (JJT )−1d. (16)

Proof: Eq. (15) can be rewritten as the solution of the
following non-negative least-squares problem:

min
δ
‖Jδ − d||22 = min

δ

˚
δT (JT J)δ − 2δT JT d + dT d

	
. (17)

In fact, since (JT J) is positive definite, the to-be-minimized
function in the right-hand side of the equation is (strictly)
convex and thus admits a minimum. If J has full rank, the
solution of the above problem is unique and is given by [25]:

δ∗ = JT (JJT )−1d, (18)

which satisfies Jδ∗ = d (and hence ‖Jδ∗ − d||22 = 0), thus also
corresponding to the minimum norm solution in (15). �

From Proposition 1, we can express the norm of the
optimum perturbation as follows

||δ∗(d)||2 = δ∗Tδ∗ = (JT (JJT )−1
d)T (JT (JJT )−1

d)

= dT (JT (JJT )−1)T (JT (JJT )−1
d)

= dT (JJT )−1
d, (19)

where in the last equality we have exploited the symmetry of
(JJT )−1 (being the inverse of a symmetric matrix (JJT )), and
then ((JJT )−1)T

= (JJT )−1.

3 f can describe the output of the network or the logits (strictly speaking,
in the latter case, f should be replaced by f −1)

4To keep the notation light, here and in the sequel, we omit the subscript
of the Jacobian matrix.

5We verified this assumption experimentally as discussed in Section VI-D.
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Fig. 1. Illustration of the intuition behind the formulation in (20). The point
in the target region closest to f (x0) in the Euclidean norm is r′. Then, r′ =
f (x0) + d′, where d′ is the minimum norm displacement necessary to reach
the target region. Instead, the point that can be reached with the minimum
distortion in the input space, i.e., the point which minimizes δ, is r∗ (this
point corresponds to a displacement d∗ having larger norm than d′). r∗ is the
optimal target point that the attack wants to reach.

The optimal target point r∗, and hence the optimal distance
term d∗, is then determined (Step 2) by solving the following
minimization:

min
d:dT (ci−ct)≤gti,∀i,t

dT (JJT )−1
d. (20)

Note that the above formulation corresponds to minimizing
the Mahalanobis distance induced by the Jacobian matrix,
between the current output of the network and the target point.
The above formulation has a very intuitive meaning, which is
illustrated in Fig. 1. The term dT (JJT )−1d allows to take into
account the effort required in the pixel domain to move along
a given direction in the output domain.

To solve (20), we find convenient to rewrite it as follows:

min
d:Ad≤b

1
2

dT (JJT )−1
d, (21)

where A = [(c1 − ct)T . . . (cl − ct)T ] has size (l − 1)× n, and b
is an (l − 1)-long vector defined as bi = gti. We observe that
when l > n + 1 the system is overdetermined.

Theorem 1: Problem (21) (and hence (20)) has a unique
solution given by:

d∗ = −(JJT )(ATλ∗), (22)

where

λ∗ = arg min
λ

1
2
λT A(JJT )ATλ+ bTλ, λ ≥ 0, (23)

and then
δ∗ = JT (JJT )−1d∗ = −JT (ATλ∗). (24)

Proof: The optimal solution of the quadratic problem in (21)
can be obtained by solving the easier Wolfe dual problem [26]
defined as:

max
d,λ

1
2

dT (JJT )−1
d + λT (Ad − b)

s.t. (JJT )−1
d + ATλ = 0

λ ≥ 0, (25)

where λ is a column vector with l−1 entries. By rewriting the
objective function as − 1

2 dT (JJT )−1d + dT ((JJT )−1d + ATλ) −

bTλ and after some algebra, the optimization problem can be
rephrased as:

min
d,λ

1
2

dT (JJT )−1
d + bTλ

s.t. (JJT )−1
d + ATλ = 0

λ ≥ 0. (26)

Solving the equality constraint yields d∗ in (22) as a function
of λ. By substituting d∗ in the objective function and exploiting
the symmetry of (JJT ) we obtain (23). �

The problem in (23) is a NNLS problem [25], [26], for
which several numerical solvers exist [27], many of them
belonging to the class of active set methods, see for instance
[28], [29]. In particular, an easy-to-implement algorithm,
whose complexity grows linearly with the number of label
vectors, named Sequential Coordinate-Wise algorithm, has
been proposed in [30]. Theorem 1 identifies the minimum
perturbation necessary to enter the target region δ∗(d∗) (simply
indicated as δ∗ in the following). Then the adversarial image
is computed as xadv = x + δ∗.

Note that in the multi-label case, the number of label vectors
grows exponentially with n (since l = 2n). However, in this
case, the problem can be significantly simplified, as discussed
in Section V-B.

A. Iterative Formulation of JMA

In principle, JMA should produce an adversarial example
in one-shot. In practice, however, this is not always the case,
due to the fact that the linear assumption of f holds only in a
small neighborhood of the input x, hence the assumption may
not be met when the distortion necessary to attack the image
is larger. In order to mitigate this problem, we consider the
following iterative version of JMA:
• When δ∗ does not bring x into the target region, that

is, φ(x + δ∗) , t, we update the input in the direction
given by the perturbation considering a small step ε, thus
remaining in the close vicinity of x.

• When the target class is reached, a binary search is
performed between the perturbed sample x + δ∗ and the
original input x, and the adversarial example resulting in
the smallest perturbation is considered.

Finally, in practice, after that the optimal perturbation δ∗ is
superimposed to x, a clipping operation is performed to be
sure that the solution remains in the [0, 1]m range.

The iterative version of JMA resulting from the application
of the above steps is described in Algorithm 1. In the algo-
rithm, the maximum number of iterations (updates) is set to
nit,max.

B. Simplified Formulation for the Multi-Label Case

In most cases, the number of classes l, determining the
number of rows of matrix A in Eq. (21), is limited. For
multi-label classification, however, all labels’ combinations
are possible, and l = 2n. Therefore, the size of A increases
exponentially slowing down the attack. Luckily, in this case,
the minimization problem can be significantly simplified by
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Algorithm 1 Jacobian-Induced Mahalanobis-Distance Attack
Require:
max no. of iterations nit,max, to be attacked image x, target
class t (target label vector ct), updating step size ε
Ensure:
adversarial example xadv

1: for i ∈ [1, nit,max] do
2: calculate f (x)
3: calculate the Jacobian matrix by backward propagation:

J = ∇x f (x)
4: calculate matrix A and vector b
5: calculate λ∗ in Eq.(23) via the sequential Coordinate-

Wise algorithm in [30]
6: calculate adversarial perturbation: δ∗ = −JT (ATλ∗).
7: x = x + δ∗

8: x = clip(x, 0, 1)
9: if φ( f (x)) = t then

10: while φ( f (x)) = t do
11: do binary search between x and x − δ∗

12: x = clip(x, 0, 1)
13: end while
14: return xadv

15: else
16: x = (x − δ∗) + ε δ∗

||δ∗ ||

17: end if
18: end for

properly rephrasing the constraint in (9). Specifically, since all
the codeword combinations are possible, the constraint forcing
the solution to lye in the desired region can be rewritten
element-wise as follows:

f j · ct j ≥ 0, j = 1, 2 . . . n. (27)

By rewriting (27) as a function of d, we get

d j · ct j ≥ − f j(x0) · ct j, j = 1, 2 . . . n. (28)

that can be rewritten in the form Md ≤ e, where e is a n-
length vector with elements e j = f (x0) j · ct j and M is an n× n
diagonal matrix with diagonal elements M j j = −ct j. Then, the
minimization problem has the same form of (21), with M and
e replacing A and b, and Proposition 1 remains valid, with
the difference that the scalar vector λ has now dimension n.
Therefore, the NNLS problem can be solved by means of the
sequential Coordinate-Wise algorithm in [30] with complexity
O(n) instead of O(2n) as in the original formulation.

VI. EXPERIMENTAL SETTING

To evaluate the performance of JMA, we have run sev-
eral experiments addressing different classification scenarios,
including ECOC-based classification [8] and multi-label clas-
sification. Although less significant for this study, we have also
run some experiments in the one-hot encoding scenario. In all
the cases, JMA is applied at the logits level.

We implemented JMA by using Python 3.6.9 via the Keras
2.3.1 API. We run the experiments by using an NVIDIA
GeForce RTX 2080 Ti GPU. The code, as well as the trained
models and the information for the reproducibility of the

experiments are publicly available at https://github.com/

guowei-cn/JMA–A-General-Close-to-Optimal-Targeted-
Adversarial-Attack-with-Improved-Efficiency.git. In the
following sections, we describe the classification tasks
considered in the experiments, present the evaluation and
comparison methodologies, and detail the experimental setting.

A. Classification Networks and Settings

1) One-Hot Encoding: To assess the performance of JMA
in the single-label classification scenario, we considered the
task of traffic sign classification on the German Traffic Sign
Recognition Benchmark (GTSRB) dataset [31], with a VGG16
architecture. In this scenario, the accuracy of the the trained
model on clean images is 0.995. Moreover, to validate the
effectiveness of the JMA algorithm in a challenging classifica-
tion scenario with a large number of classes, we defined a new
classification task by selecting 2,000 classes from the most
populated categories in the ImageNet21K dataset [32] (referred
to as ImageNet2K in the following). A ViT-B/16 network
pretrained on ImageNet21K and fine-tuned on a training subset
of ImageNet2K was used for this task. The accuracy on clean
images is 0.66.

2) ECOC-Based Classifier: We considered the ECOC
framework for three image classification tasks, namely MNIST
[33], CIFAR-10 [34], and GTSRB [31]. We implemented the
ECOC scheme considering an ensemble of networks, each
one outputting one bit.6 The number of branches h of the
ensemble is h = 10 for MNIST and CIFAR-10, and h = 16 for
GTSRB. We used Hadamard codewords as suggested in [8].
We considered an Hadamard code with n = 16 for MNIST and
CIFAR-10. For the GTSRB case, we set l = 32, by selecting
the classes with more examples, and used an Hadamart code
with n = 32. Following the original ECOC design, we consid-
ered the VGG16 architecture [35] as baseline, with the first 6
convolutional layers shared by all the networks of the ensem-
ble (shared bottom), and the remaining 10 layers (the last 8
convolutional layers and the 2 fully connected layers) trained
separately for each ensemble branch. The weights of the
ImageNet pre-trained model are used for the shared bottom.

3) Multi-Label Classification: We primarily tested the per-
formance of JMA in a multi-label setting by using the
VOC2012 dataset [36], which is a benchmark dataset adopted
in several multi-class classification works [23], [24]. This
dataset has been used to train models to recognize object inside
scenes. Specifically, the 11,530 images of the dataset contain
objects from 20 classes. Then, n = 20 and the number of
possible label vectors is 2n ≈ 106. The dataset is split into
training, validation, and testing subsets, with proportion 6:2:2.
We considered the same model architecture adopted in [9] that
is, a standard InceptionV3 [37]. The categorical hinge loss was
used to train the model, with a standard Adam optimizer with
lr = 10−4 and batch size 64. The performance of the network
in this case are measured in terms of mean average precision
(mAP), that is, the mean of the average precision (AP) for
all the classes, where AP is a measure of the area under the

6According to [8], resorting to an ensemble of networks permits to achieve
better robustness against attacks.
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precision-recall curve. According to our experiments, the mAP
of our model is 0.93, which is aligned with [9].

To better show the generality of the proposed attack, we also
trained additional models using different and more modern
architectures, namely, ResNet50 [38], ViT-B/16 [39], and
CLIP+MLP [40], and ran attacks against them The results
regarding these networks are reported in Section VII-D. We
further validated the effectiveness of JMA on multi-label
classification by running some additional experiments on more
complex datasets, namely MS-COCO [41] and NUS-WIDE
[42] (see again Section VII-D).

B. Comparison With the State-of-the-Art

We have compared the performance of JMA with the most
relevant state-of-the-art attacks for the various classification
scenarios. In all the cases, we used the code made available
by the authors in public repositories.

For the multi-label case, we considered ML-C&W [9],
MLA-LP [10], LOTS [21] and the method in [11], referred to
as SemA-ML in the following. We did not consider ML-DF,
since its performance are always inferior to those of ML-C&W
[9], [10])

Regarding LOTS, as described in Section IV, it can be
applied to any internal layer of the network. In the experi-
ments, for a fair comparison, we have applied LOTS at the
logits layer. By following [21], for every target label vector,
we randomly selected 20 images with that label vector, and
averaged the logits to get the target output vector (for target
label vectors for which the total number of images available is
lower than 20, we used all of them). We stress that, in the way
it works, LOTS can not target an arbitrary labels’ combination,
since examples for that combination may not be available.

For the case of ECOC-based classification, the comparison
is carried out against C&W, which is also the attack considered
in [8], and [20] (ECOC Attack) specialized to work with the
ECOC model [20]. Although suboptimal in this case, we also
considered ML-C&W and MLA-LP, by applying the latter as
discussed in Section IV-B. However, given the complexity of
the attack in the ECOC scenario and the high sub-optimality
of MLA-LP, the performance of this attack are extremely
poor, and no image can be attacked by using it. Finally, the
performance of LOTS are also assessed. In this case, the target
output vectors are computed by averaging 50 images (when
the number of available images is lower than 50, we averaged
all of them).

For the one-hot encoding scenario, we considered the orig-
inal C&W algorithm [6], which is one of the best performing
white-box attack working at the logits level.

We did not consider attacks like I-FGSM, PGD, and also
AutoPGD and AutoAttack, as they cannot be applied to frame-
works different than single-label classification (see discussion
in Section II), e.g. to ECOC and in particular to the multi-label
case, for which they would need a suitable extension via the
definition of a proper loss function.

C. Evaluation Methodology

To test the attacks in the various scenarios, we proceeded
as follows: we randomly picked 200 images from the test set,

among those that are correctly classified by the network model
(in the complex multi-label classification tasks of MS-COCO
and NUS-WIDE, some label errors always occur, hence the
attacked samples are chosen at random); then, for each image,
we randomly picked a target label vector, different from the
true label vector.

For multi-label classification, in principle, there can be -
and in fact there are - combinations of labels that are not
represented in the training set. it is also possible that some of
these combinations do not correspond to valid label vectors.
Since LOTS requires the availability of samples belonging
to the target label vector, for ease of comparison, in the
experiments, we considered label vectors that appear in the
training set as target label vectors. For the other methods, some
tests have also been carried out in the more challenging case
where the target label vectors correspond to randomly chosen
target vectors. Such target vectors are obtained by randomly
changing a prescribed number of bits in the label vector of the
to-be-attacked image.

An attack is considered successful only when the predicted
label vector and the target label vector coincide. If only a
subset of the labels can be modified by the attack, and the
target label vector is not reached, we mark this as a failure.
We measured the performance of the attacks in terms of Attack
Success Rate (ASR), namely, the percentage of generated
adversarial examples that are assigned to the target class. To
measure the quality of the adversarial image, we considered
the Mean Square Error (MSE) of the attack, evaluated as MSE
= ||δ||2/

√
H ×W × 3, where H×W×3 is the size of the image

(image values are in the [0,1] range).
For the tests with random choice of the target vector, we

also report the average percentage of labels/bits successfully
modified by the attack, indicated as bASR.

The computational complexity is measured by providing the
average number of iterations required by the attack, and the
time - in seconds - necessary to run it. In the following, we let
nit denote the number of iterations necessary to run an attack,
that is, the number of attack updates. The average number of
iterations is denoted by n̄it.

D. Attack Parameters Setting

The tunable parameters of JMA are the maximum number of
iterations (nit,max) and the step size ε. The maximum number of
iterations takes also into account the number of ‘for’ loops and
the number of steps of the binary search in the final iteration
(see Algorithm 1), the total number of updates of JMA, then,
is nit = (v − 1) + nbs, where v is the number of ‘for’ loops
of the algorithm (v < nit,max, see Algorithm 1) and nbs is the
number of steps of the binary search. nbs is set to 6 in our the
experiments.

For C&W, ML-C&W and ECOC attack, the parameters are
the initial λ, the number of steps of the binary search nbs, and
the maximum number of iterations nit,max. For all these attacks,
a binary search is carried out over the loss tradeoff parameter
λ (see Section IV-A). At each binary search step, iterations
are run (until nit,max) to obtain the adversarial example. The
number of iterations that we report considers only the number
of attack updates corresponding to the final λ value used by



11378 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

the attack. Hence, in these cases, the actual complexity of
the attack is better reflected by the attack time. As for the
setting of these parameters, we consider nbs = 5 and 10, and
various values of the initial λ. For SemA-ML, we set nit,max =

300 following the official code, with the other settings left
as the default. For MLA-LP and LOTS, the only parameter
is the maximum number of iterations nit,max allowed in the
gradient descent. In the experiments, we considered various
values of nit,max. For MLA-LP, we set nit,max = 100 for the
multi-label classification case, and raised it up to 3000 in the
ECOC case when the attack is more difficult. For LOTS, we
set nit,max = 2000, namely the maximum number considered in
[21], maximizing the chances to find an adversarial example.
Given that the time complexity of LOTS is limited compared
to the other methods, in fact, the time complexity of the attack
remains small also for large values of nit,max. We have verified
experimentally that LOTS converges within 1000 iterations
92% of the times,7 validating the soundness of our choice.
For ML-C&W, we set nit,max = 1000 as default value, and
in most of the cases results are reported for (λ, nbs, nit,max) =

(0.01, 10, 1000), that resulted in the highest ASR. Finally, for
JMA, we generally got no benefit by increasing the number of
iterations beyond 200, since most of the time JMA converges
in by far less iterations, and 200 is more than enough to get
and adversarial image in all the cases.

To simplify the comparison, the confidence parameter is set
to 0 for all the attacks. To avoid that the an attack gets stuck
with some images (e.g. in the multi-label case when many
labels have to be changed), we set a limit on the running time
of the attack, and considered the attack unsuccessful when an
adversarial example could not be generated in less than 1 hour.

Regarding JMA, we found experimentally that, the assump-
tion made in the theoretical analysis that the Jacobian matrix
has full rank always holds when the number of iterations of the
attack remains small. However, when the number of iterations
increases it occasionally happens that the rank of the Jacobian
matrix is not full. In this case, an adversarial perturbation can
not be found, resulting in a failure of the attack.

VII. RESULTS

The results we obtained in the various settings are reported
in this section. In all the tables, n̄it refers to the average number
of iterations/updating of the attack, averaged on the successful
attacks. The attack parameters reported are (λ, nbs, nit,max) for
C&W, ML-C&W and ECOC attack, (ε, nit,max) for JMA and
nit,max for LOTS and MLA-LP.

A. One-Hot Encoding

The main advantage of JMA with respect to state of the art
is obtained for classifiers that do not adopt one-hot encoding.
In such a scenario, in fact, focusing only on the target logit
or the final score, as done by the most common adversarial
attacks, is approximately optimal. Nevertheless, we verified
that JMA is also effective in the one-hot encoding scenario.

7Convergence is determined by checking whether the new loss value is
close enough to the average loss value of the last 10 iterations.

TABLE I
RESULTS AGAINST ONE-HOT ENCODING CLASSIFICATION FOR GTSRB

TABLE II
RESULTS OF JMA AGAINST ONE-HOT ENCODING CLASSIFICATION WITH

A LARGE NUMBER OF CLASSES (IMAGENET2K)

TABLE III
RESULTS AGAINST ECOC- CLASSIFICATION ON GTSRB. NA MEANS

‘NOT APPLICABLE’ (THE METRIC CAN NOT BE EVALUATED AS NO
IMAGE CAN BE ATTACKED)

Table I reports the results on GTSRB. We see that JMA
achieves a larger ASR compared to C&W, yet with a larger
MSE. This is due to the fact that JMA tends to modify all
the output scores, while C&W directly focuses on raising the
target output, which is an effective strategy in the one-hot
encoding case. In addition, JMA can obtain an adversarial
image with much lower iterations, requiring only very few
seconds (2.45 sec in the best setting) to attack an image.

The results of JMA against ImageNet2K are reported in
Table II. We observe that, although JMA is not specifically
designed for this scenario, it can successfully attack all the
images in very few iterations, with an MSE similar to that
obtained on GTSRB. The attack time is larger, due to the
higher complexity of the NNLS problem.

B. ECOC-Based Classification

The results for ECOC-based classification on GTSRB,
CIFAR-10, and MNIST are reported in Tables III-V. In all
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TABLE IV

RESULTS AGAINST ECOC CLASSIFICATION ON CIFAR10

TABLE V

RESULTS AGAINST ECOC CLASSIFICATION ON MNIST

the cases, JMA achieves a much higher ASR for a similar
MSE, with a significantly lower computational complexity. In
the tables, NA stands for ‘Not Applicable’, when no image
can be attacked (ASR = 0) and then the corresponding metric
can not be evaluated.

Specifically, in the case of GTSRB (Table III), JMA
achieves ASR=0.98 with MSE = 1.5e-4, a total average
number of iterations n̄it = 29.15 and attack time of 9.41 sec.
This represents a dramatic improvement with respect to the
other methods. In the case of ECOC attack, for instance, the
best result is ASR = 0.93, reached for a similar distortion
(MSE = 1.9e-4), with n̄it larger than 1000 (n̄it = 1089.03),
which is two orders of magnitude larger than JMA. We also
see that the C&W method fails in this case, with the ASR
being about 0.30 for comparable MSE values. Remind that
the C&W method is not designed to work in the ECOC case
(the results are aligned with those reported in [8], [20]), and
when applied to the ECOC classification scenario it loses part
of its effectiveness (see discussion in Section IV). ML-C&W
is more effective, however it can only achieve ASR=0.78 with
a significantly larger MSE (9.7e-4) and at the price of a larger
complexity. A very poor behavior of the attack is observed for
LOTS and in particular MLA-LP, that is never able to attack
the test images in 1 hour, notwithstanding the large value of
nit,max. Since this method implements a greedy approach, it is
not surprising that it fails in the complex ECOC classification

Fig. 2. Examples of attacked images in the ECOC classification case. The
attacker’s goal is to cause a misclassification from ‘cat’ to ‘airplane’ (CIFAR-
10), from speed limitation ‘80kph’ to ‘30kph’ (GTSRB), and from digit ‘1’ to
‘3’ (MNIST). The distortion and time required for the attack are also provided
for each case.

scenario (more in general, the performance of MLA-LP are
poor whenever the attack aims at changing several bits/labels
- see the results on multi-label classification).

In the case of CIFAR-10 (Table IV), JMA achieves ASR = 1
with a pretty small distortion (MSE = 1.1e-4) and a very low
complexity. C&W attack achieves a much lower ASR (ASR =

0.49) for a slightly lower MSE, with higher complexity. The
ECOC attack can achieve ASR = 0.99 with MSE = 1.9e-4 in
the setting with nit,max = 2000, in which case the computational
complexity of the algorithm is high (n̄it = 1347.42 for an
average attack time of 557.86 sec). Regarding LOTS, it can
achieve ASR = 1, yet with a larger MSE. The results with
LOTS confirm the lower complexity of this method with
respect to ECOC attack and C&W.

The effectiveness of JMA is also verified in the MNIST
case (see Table V). In this case, JMA reaches ASR = 1 with
MSE=2.3e-3, while the ASR of ECOC attack (in the best
possible setting) and LOTS is respectively 0.73 and 0.78 for a
similar MSE. The computational time is higher for LOTS and
much higher for the ECOC attack. Both C&W and ML-C&W
have poor performance with an ASR lower than 0.52 for a
MSE similar to that obtained by JMA.

Fig. 2 reports some examples of images (successfully)
attacked with the various methods for the three tasks.

C. Multi-Label Classification (VOC2012 - InceptionV3)

Table VI. shows the results in the case of multi-label
classification when the target label vector is chosen randomly
among those contained in the training dataset. The average
number of labels targeted by the attacks is 2.1.8 It can be
observed that both JMA and ML-C&W attack achieve ASR =

1. However, JMA has an advantage over ML-C&W both in
terms of MSE and, most of all, in terms of computational

8Most of the images in the VOC2012 dataset contains one or very few
labeled objects, hence the label vectors have few 1’s and choosing the target
label from the training dataset results in few bit changes.
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TABLE VI

RESULTS AGAINST MULTI-LABEL VOC2012 CLASSIFICATION (THE TAR-
GET LABEL VECTOR IS TAKEN FROM THE TRAINING SET). ON

AVERAGE, THE ATTACKS ARE ASKED TO FLIP 2.1 LABELS/BITS.10

TABLE VII

RESULTS FOR VOC2012 CLASSIFICATION WITH RANDOM CHOICE OF THE
TARGET LABEL VECTOR (5 BITS OUT OF 20 ARE FLIPPED)

complexity, being approximately 64 times faster than ML-
C&W. LOTS achieves much worse performance, with ASR =

0.66 and a larger MSE. However, the average bASR is 0.979,
that confirms that the method has some effectiveness. One
possible interpretation for the not so good results of LOTS
relies on the construction of the target vector performed by
the method. In fact, compared to single-label classification,
where images belonging to the same class have similar content
(e.g. images showing the same traffic sign), in the multi-label
classification case, images sharing the same label vector may
be very different from each other. For instance, an image of
a crowded city street and an image with footballers on a
soccer field are both instances of the people category, with
the ‘people’ label equal to 1. As LOTS chooses the target
output vector by averaging the logits of the target images,
the resulting target vector might not be plausible when the
logits of the target images are significantly different. Finally,
the performance of MLA-LP and SemA-ML are also poor,
with a much lower ASR w.r.t. JMA and ML-C&W. Moreover,
in the case of MLA-LP, the complexity of the attack is very
high.9

Tables VII through IX show the results in a challenging
scenario where the target vector labels are not chosen from
the training/test set but are obtained by randomly changing
a certain number of bits of the groud truth label vector.
Specifically, Tables VII, VIII and IX correspond to attacks
inducing respectively 5, 10 and 20 bit errors (in the latter
case all the bits should be changed). The results are reported

9These results are not in contrast with the results reported in [10] for the
same dataset, given that in [10] the method is validated for target attacks that
change only one bit of the original label vector, while the average number of
bits changed in our experiments is larger than 2.

10In this and the following tables, the parameter nbs is omitted for ML-CW,
being always equal to 10.

TABLE VIII

RESULTS FOR VOC2012 CLASSIFICATION WITH RANDOM CHOICE OF THE
TARGET LABEL VECTOR (10 BITS OUT OF 20 ARE FLIPPED)

TABLE IX
RESULTS FOR VOC2012 CLASSIFICATION WITH RANDOM CHOICE OF THE

TARGET LABEL VECTOR. CASE OF 20 BIT ERRORS (ALL LABELS ARE
CHANGED BY THE ATTACK)

for JMA, ML-C&W, MLA-LP and SemA-ML. As stated
previously, LOTS can not be applied in this case, since it
requires the existence of a number of samples corresponding
to the target label vector.

Looking at the results in Table VII (5 flipping bits), JMA
can achieve an ASR = 0.95 (bASR = 0.99), which is 5% higher
than ML-CW, with an average attack time approximately
6 times faster, while MLA-LP and SemA-ML are totally
ineffective (ASR = 0). As shown in Table VIII, in the 10
flipping bit case, JMA can still achieve an ASR close to 0.90,
at the price of a longer time necessary to run the attack,
with an average number of iterations n̄it that goes above 240.
C&W attack achieves a lower ASR when nit,max is raised to
5000, with a very large computational cost. The MSE reported
for C&W is lower, however, this value is not computed on
the same set of imagesand, arguably, a stronger distortion is
necessary to attack the additional 16% images attacked by
JMA. Fig. 3 shows some examples of images successfully
attacked by JMA in the 10-bit error case, when half of the
labels are modified.

As shown in Table IX, the ASR drops in the 20 bit case
(when the attacker tries to modify all the 20 bits of the
label vector). Arguably, this represents a limit and extremely
challenging scenario. It can be observed that, by increasing
nit,max to 2000, JMA is successful 26% of the times, at the
price of a high computational cost, while ML-C&W is never
successful. Moreover, it is interesting to observe that JMA can
achieve a bASR of 0.68, meaning that almost 70% of the labels
are modified by the attack, while the bASR for ML-C&W is
below 0.1. Not surprisingly, the MSE is large in this case.
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Fig. 3. Examples of JMA attacked images for which the attack can successfully flip 10 targeted bits of the label vector in the multi-label (VOC2012)
classification task. For the car: the original image has label vector (car=1, person=0, cat=0, cow=0, dog=0, sheep=0, bike=0, chair=0,
potted-plant=0, monitor=0, aeroplane=0, bird=0, horse=0, boat=0, dining-table=0, train=0,. . .) while the JMA attacked image
is classified as (car=0, person=1, cat=1, cow=1, dog=1, sheep=1, bike=1, chair=1, potted-plant=1, monitor=1, aeroplane=0,
bird=0, horse=0, boat=0, dining-table=0, train=0, . . .). For the airplane: the original image has label vector (car=0, person=0, cat=0,
cow=0, dog=0, sheep=0, bike=0, chair=0, potted-plant=0, monitor=0, aeroplane=1, bird=0, horse=0, boat=0, dining-table=0,
train=0,. . .), while the label vector of the JMA attacked image is (car=0, person=1, cat=1, cow=1, dog=0, sheep=0, bike=0, chair=0,
potted-plant=1, monitor=1, aeroplane=0, bird=0, horse=1, boat=1, dining table=1, train=0,. . .).

TABLE X
RESULTS FOR VOC2012 USING DIFFERENT ARCHITECTURES (TARGET

LABEL VECTOR FROM THE TRAINING SET): (A) RESNET50, (B) VIT-
B/16 AND (C) CLIP+MLP

D. Multi-label classification (VOC2012 - ResNet50,
ViT-B/16, CLIP+MLP)

To validate the effectiveness of JMA against different
types of architectures, we also trained a residual network
(ResNet50), a Transformer-based architecture (ViT-B/16) and
a network based on pre-trained vision-language models
(CLIP), obtained by adding a lightweight classification head
- namely a Multi-Layer Perceptron - on top of CLIP features
(CLIP+MLP). The models were trained using the multi-label
cross-entropy loss with Adam optimizer with lr = 10−3, batch
size of 32 samples, and early stopping based on the mAP
computed on the validation set. The ResNet50, ViT-B/16, and
CLIP+MLP models obtained a mAP score on the test set of
0.94, 0.87, and 0.90, respectively.

TABLE XI
RESULTS FOR VOC2012, FOR A 10-BIT FLIPPING ATTACK (10 BITS

OUT OF 20 ARE FLIPPED). (A) RESNET50, (B) VIT-B/16 AND (C)
CLIP+MLP

Table X and XI report the results respectively in the case
of attack target vector chosen randomly from the training
set and in the case where 10 bit at random are modified
in the label vector. For a more comprehensive evaluation on
the quality of attacked images and the amount of distortion
introduced by the attack, in the tables we also report the
SSIM in addition to MSE. We see that the state-of-the-art
methods, especially ML-C&W and MLA-LP, achieve worse
performance than in the InceptionV3 case, while LOTS is
more effective. With regard to JMA, performance are very
good and ASR = 1 can be obtained in all the cases and in both
attack settings. Furthermore, JMA is the attack introducing the
lowest distortion, with an MSE in the range [10−6, 10−4]. The
SSIM is also very good, being always above 0.99 in the first
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TABLE XII
RESULTS OF THE 10-BIT FLIPPING ATTACK ON MS-COCO DATASET

attack setting, and remaining good also in the challenging 10-
bit flips attack. Compared to the InceptionV3 case, JMA takes
more iterations to run (n̄it is larger), however the algorithm is
extremely fast and the attacked image can be found in a few
seconds in most cases.

E. Multi-label classification (MS-COCO, NUS-WIDE)

To validate the effectiveness of JMA against more chal-
lenging datasets, we considered the MS-COCO [41] and
NUS-WIDE [42] datasets, containing 80 and 81 labels respec-
tively, resulting in a huge number of possible label vectors.
For the MS-COCO dataset, we trained a Swin-B architec-
ture (which obtained a better mAP than the ViT-B/16) and
CLIP+MLP, with input size of 224 × 224 pixels. The mod-
els were trained on the original split of the dataset using
the Asymmetric Loss (ASL) proposed in [43], with Adam
optimizer, lr = 10−3 and batch size of 32 samples. Early
stopping on the validation set was employed based on mAP.
The Swin-B and CLIP+MLP models scored an mAP of about
0.82 and 0.81, which is aligned with benchmarks for similar
input shapes. For the NUS-WIDE case, we split the dataset
into 129,431 training, 32,358 validation, and 107,759 test
images. A CLIP+MLP architecture was trained, using the
same learning setting as for MS-COCO, obtaining a mAP
score of 0.59, which is aligned with banchmarks.

Table XII reports the results on MS-COCO in the 10-bit
flipping attack scenario. We see that the architecture has a
noticeable impact on the performance of the attacks. For the
state-of-the-art methods, attacking the Swin-B network is more
difficult. Specifically, the bASR values achieved by ML-C&W
range from 0.75 to 0.80 and from 0.93 to 0.95 across the
various parameter settings respectively in the Swin-B and
CLIP+MLP case, thus being similar to the VOC2012 case.
However, the ASR is much lower and only very few images
can be fully attacked in the CLIP+MLP case, while in the case
of Swin-B the ASR is 0. On the contrary, MLA-LP and SemA-
ML work better on MS-COCO w.r.t. the VOC2012 case and
the bASR is higher. Regarding JMA, in both cases the attack
can reach ASR = 1 with low attack distortion, thus surpassing

TABLE XIII
RESULTS OF THE 10-BIT FLIPPING ATTACK ON NUS-WIDE DATASET

(THE NETWORK IS CLIP+MLP)

TABLE XIV

COMPARISON BETWEEN JMA AND SEMA-ML [11] ON THE NUS-WIDE
DATASET IN THE CASE OF SEMANTIC CONSISTENT

MULTI-LABEL ATTACKS

the state-of-the-art. In the CLIP+MLP case, the attack takes
more time to run and the distortion introduced by the attack
is larger, yet the SSIM remains above 0.99.

For the NUS-WIDE dataset, the results of the 10-bit flipping
attack are reported in Table XIII. We see that the ASR is
always 0 for the state-of-the-art methods, while attacking with
JMA resulted in ASR = 1. Results in terms of distortion and
computational efficiency are similar to the best results on MS-
COCO, achieved using Swin-B.

It is worth observing that SemA-ML is a multi-label attack
which enforces that semantic consistency among the labels is
retained by the attack. Differently from the case of VOC2012
and MS-COCO, in the NUS-WIDE dataset, labels correspond
to both categories and subcategories (e.g., ‘vehicle’ and ‘car’
are distinct labels). Hence, semantic consistence may not be
verified when bits are flipped at random (e.g., the label ‘car’
may be turned on while the label ‘vehicle’ remains off, leading
to a semantically inconsistent vector). Hence, to compare
JMA with SemA-ML in a setting that satisfies this method’s
working assumptions, we also ran some tests considering the
following simple attack settings, where semantic consistency
is satisfied: i) target label vector chosen at random from the
training/test set; ii) target vector with all labels/bits set to zero.
The results in these cases are reported in Table XIV. SemA-
ML can now attack most of the labels and reach the target in
some cases (and the ASR is no longer 0). This is especially
the case when the attack is asked to set all the bits to zero (in
this case, the attack involves flipping a lower number of bits
- 2.90 on the average). In this case, SemA-ML can achieve
bASR = 0.971 and ASR = 0.48. In any case, the performance
of JMA remains largely superior, achieving ASR = 1 in all
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the settings with a lower MSE and an SSIM above 0.99 (still
with a lower complexity).

F. JMA as a one-step attack

Experiments show that JMA requires a small number of
iterations to find an adversarial example, much smaller than
the other algorithms, and gets an ASR that is generally higher
(in some cases, much higher) for a similar distortion. It is
worth stressing that the number of updates n̄it reported in the
tables takes into account also the steps of the binary search
carried out at the end of the iterations (see Section VI-D).
Specifically, it = (v − 1) + nbs, where v is the number of ‘for’
loops, that is, the number of image updates (see Algorithm
1), and nbs is set equal to 6. Therefore, JMA can indeed find
an adversarial image in one shot in a considerable number
of cases, see for instance Table IV for CIFAR-10 ECOC
classification and Table VI for the multi-label classification,
where n̄it is lower than 7 for the attack settings with larger
ε.11 This confirms a-posteriori the validity of one of the most
basic assumptions underlying our approach, namely the local
linear behavior, that, when it holds, allows to perform the
attack in one-shot. When the linear approximation does not
hold in the close vicinity of the initial point, and possibly
of other points during the updates, the perturbation is added
with a small ε in order to change the initial point, and the
Jacobian is recomputed (see Algorithm 1). By inspecting the
tables (see for instance Table I), we can see that, when this
happens, it is often preferable to use a not-too-small ε so that
the point is moved farther from the initial point, where the
behavior of the local function can be closer to linear, instead
of remaining in the vicinity of the initial point where the local
approximation may still be not satisfied. Doing so, a high ASR
can be achieved with a reduced number of iterations and a
similar distortion.

VIII. CONCLUSION AND FUTURE WORK

We have proposed a general, nearly optimal, targeted attack,
that can solve the original formulation of the adversarial attack
by Szegedy et al. under a first order approximation of the
network function. The method resorts to the minimization of
a Mahalanobis distance term, which depends on the Jacobian
matrix taking into account the effort necessary to move the
feature representation of the image in a given direction. By
exploiting the Wolfe duality, the minimization problem is
reduced to a non-negative least square (NNLS) problem, that
can be solved numerically. The experiments show that the JMA
attack is effective against a wide variety of DNNs adopting
different output encoding schemes, including networks using
error correction output encoding (ECOC) and in particular
multi-label classification, outperforming existing attacks in
terms of higher ASR, lower distortion and lower complexity,
with attack capabilities far exceeding those of existing attacks.
JMA remains effective also in the case of one-hot encoding,
with much reduced computational complexity with respect for
instance to the C&W attack.

11Note that, even when a one-shot attack is possible, a perturbation applied
to the image with a weak strength ε may not result in an adversarial image,
thus requiring that more iterations are run.

Future work could focus on the extension of JMA to a black-
box attack scenario, to develop powerful targeted attacks with
certain transferability properties. Moreover, the JMA algorithm
can be exploited to build new defences. In particular, given its
efficiency, it would be interesting to investigate the use of JMA
for the development of adversarial training-based defences,
reducing the load of the adversarial training procedure [2],
[44], [45]. In addition, future work could exploit JMA to
implement effective adversarial training beyond single-label
classification, e.g. for multi-label classifiers. Thanks to its
efficiency, JMA could also be adopted to perform adversarial
training of provably robust multi-label classifiers exploiting
randomized smoothing [46], to boost the provable robustness
of smoothed multi-label classifiers.

REFERENCES

[1] C. Szegedy et al., “Intriguing properties of neural networks,” in Proc.
ICLR, Banff, AB, Canada, Apr. 2014, pp. 1–10.

[2] I. Goodfellow, J. Shlens, and C. Szegedy, “Explaining and harnessing
adversarial examples,” in Proc. ICLR, San Diego, CA, USA, 2014,
pp. 1–11.

[3] N. Papernot, P. McDaniel, S. Jha, M. Fredrikson, Z. B. Celik, and
A. Swami, “The limitations of deep learning in adversarial settings,”
in Proc. IEEE Eur. Symp. Secur. Privacy (EuroS & P), Mar. 2016,
pp. 372–387.

[4] N. Papernot, P. McDaniel, I. Goodfellow, S. Jha, Z. B. Celik, and
A. Swami, “Practical black-box attacks against machine learning,” in
Proc. ACM Asia Conf. Comput. Commun. Secur., 2017, pp. 506–519.

[5] C. Li, H. Wang, W. Yao, and T. Jiang, “Adversarial attacks in computer
vision: A survey,” J. Membrane Comput., vol. 6, no. 2, pp. 130–147,
Jun. 2024.

[6] N. Carlini and D. Wagner, “Towards evaluating the robustness of neural
networks,” in Proc. IEEE Symp. Secur. Privacy (SP), San Jose, CA,
USA, May 2017, pp. 39–57.

[7] J. F. Kolen and S. C. Kremer, “Gradient flow in recurrent nets:
The difficulty of learning long-term dependencies,” in A Field Guide
to Dynamical Recurrent Networks, 2001, pp. 237–243, doi: 10.1109/
9780470544037.ch14.

[8] G. Verma and A. Swami, “Error correcting output codes improve prob-
ability estimation and adversarial robustness of deep neural networks,”
in Proc. NeurIPS, 2019, pp. 8643–8653.

[9] Q. Song, H. Jin, X. Huang, and X. Hu, “Multi-label adversarial
perturbations,” in Proc. IEEE Int. Conf. Data Mining (ICDM), Nov.
2018, pp. 1242–1247.

[10] N. Zhou, W. Luo, X. Lin, P. Xu, and Z. Zhang, “Generating multi-label
adversarial examples by linear programming,” in Proc. Int. Joint Conf.
Neural Netw. (IJCNN), Jul. 2020, pp. 1–8.

[11] H. Mahmood and E. Elhamifar, “Semantic-aware multi-label adversarial
attacks,” in Proc. IEEE/CVF Conf. Comput. Vis. Pattern Recognit.
(CVPR), Seattle, WA, USA, Jun. 2024, pp. 24251–24262.

[12] A. Kurakin, I. J. Goodfellow, and S. Bengio, “Adversarial examples in
the physical world,” in Proc. ICLR, 2017, pp. 1–14.

[13] A. Madry, A. Makelov, L. Schmidt, D. Tsipras, and A. Vladu, “Towards
deep learning models resistant to adversarial attacks,” in Proc. ICLR,
Vancouver, BC, Canada, May 2017, pp. 1–28.

[14] S.-M. Moosavi-Dezfooli, A. Fawzi, and P. Frossard, “DeepFool: A
simple and accurate method to fool deep neural networks,” in Proc.
IEEE Conf. Comput. Vis. Pattern Recognit. (CVPR), Jun. 2016,
pp. 2574–2582.

[15] F. Croce and M. Hein, “Reliable evaluation of adversarial robustness
with an ensemble of diverse parameter-free attacks,” in Proc. Int. Conf.
Mach. Learn., 2020, pp. 2206–2216.

[16] J. Weng, Z. Luo, S. Li, N. Sebe, and Z. Zhong, “Logit margin matters:
Improving transferable targeted adversarial attack by logit calibration,”
IEEE Trans. Inf. Forensics Security, vol. 18, pp. 3561–3574, 2023.

[17] Y. Yang et al., “Quantization aware attack: Enhancing transferable
adversarial attacks by model quantization,” IEEE Trans. Inf. Forensics
Security, vol. 19, pp. 3265–3278, 2024.

[18] Z. Chen, B. Li, S. Wu, S. Ding, and W. Zhang, “Query-efficient decision-
based black-box patch attack,” IEEE Trans. Inf. Forensics Security,
vol. 18, pp. 5522–5536, 2023.

http://dx.doi.org/10.1109/9780470544037.ch14
http://dx.doi.org/10.1109/9780470544037.ch14


11384 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

[19] S. Zhang, B. Zheng, P. Jiang, L. Zhao, C. Shen, and Q. Wang,
“Perception-driven imperceptible adversarial attack against decision-
based black-box models,” IEEE Trans. Inf. Forensics Security, vol. 19,
pp. 3164–3177, 2024.

[20] B. Zhang, B. Tondi, X. Lv, and M. Barni, “Challenging the adversarial
robustness of DNNs based on error-correcting output codes,” Secur.
Commun. Netw., vol. 2020, pp. 1–11, Nov. 2020.

[21] A. Rozsa, M. Gunther, and T. E. Boult, “LOTS about attacking deep
features,” in Proc. IEEE Int. Joint Conf. Biometrics (IJCB), Denver, CO,
USA, Oct. 2017, pp. 168–176.

[22] T. G. Dietterich and G. Bakiri, “Solving multiclass learning problems via
error-correcting output codes,” J. Artif. Intell. Res., vol. 2, pp. 263–286,
Jan. 1995.

[23] K. Chatfield, K. Simonyan, A. Vedaldi, and A. Zisserman, “Return of
the devil in the details: Delving deep into convolutional nets,” in Proc.
Brit. Mach. Vis. Conf., 2014, pp. 6.1–6.12.

[24] J. Wang, Y. Yang, J. Mao, Z. Huang, C. Huang, and W. Xu, “CNN-RNN:
A unified framework for multi-label image classification,” in Proc. IEEE
Conf. Comput. Vis. Pattern Recognit. (CVPR), Las Vegas, NV, USA, Jun.
2016, pp. 2285–2294.

[25] S. P. Boyd and L. Vandenberghe, Convex Optimization. Cambridge,
U.K.: Cambridge Univ. Press, 2014.

[26] D. P. Bertsekas, “Nonlinear programming,” J. Oper. Res. Soc., vol. 48,
no. 3, p. 334, 1997.

[27] R. Fletcher, Practical Methods of Optimization. Hoboken, NJ, USA:
Wiley, 2013.

[28] C. L. Lawson and R. J. Hanson, Solving Least Squares Problems.
Philadelphia, PA, USA: SIAM, 1995.

[29] J. M. Myre, E. Frahm, D. J. Lilja, and M. O. Saar, “TNT-NN: A fast
active set method for solving large non-negative least squares problems,”
in Proc. ICCS, Jun. 2017, pp. 755–764.

[30] V. Franc, V. Hlavác, and M. Navara, “Sequential coordinate-wise
algorithm for the non-negative least squares problem,” in Proc. CAIP,
Versailles, France, 2005, pp. 407–414.

[31] J. Stallkamp, M. Schlipsing, J. Salmen, and C. Igel, “Man vs. Computer:
Benchmarking machine learning algorithms for traffic sign recognition,”
Neural Netw., vol. 32, pp. 323–332, Aug. 2012.

[32] T. Ridnik, E. Ben-Baruch, A. Noy, and L. Zelnik-Manor, “ImageNet-
21K pretraining for the masses,” in Proc. NeurIPS Datasets Benchmarks,
Dec. 2021, pp. 1–20.

[33] Y. LeCun. (1998). The Mnist Database of Handwritten Digits. [Online].
Available: http://yann.lecun.com/exdb/mnist/

[34] A. Krizhevsky and G. Hinton, “Learning multiple layers of features
from tiny images,” Univ. Toronto, Tech. Rep., 2009. [Online]. Available:
https://www.cs.utoronto.ca/∼kriz/learning-features-2009-TR.pdf

[35] Tensorflow VGG16. Accessed: Oct. 17, 2025. [Online]. Avail-
able: https://tensorflow.google.cn/api docs/python/tf/keras/applications/
VGG16

[36] M. Everingham, L. Van Gool, C. K. I. Williams, J. Winn, and A. Zis-
serman. (2012). The PASCAL Visual Object Classes Challenge 2012
(VOC2012) Results. [Online]. Available: http://www.pascalnetwork.org/
challenges/VOC/voc2012/workshop/index.html

[37] C. Szegedy, V. Vanhoucke, S. Ioffe, J. Shlens, and Z. Wojna, “Rethinking
the inception architecture for computer vision,” in Proc. IEEE Conf.
Comput. Vis. Pattern Recognit. (CVPR), Jun. 2016, pp. 2818–2826.

[38] K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for
image recognition,” in Proc. IEEE Conf. Comput. Vis. Pattern Recognit.
(CVPR), Jun. 2016, pp. 770–778.

[39] A. Dosovitskiy et al., “An image is worth 16×16 words: Transformers
for image recognition at scale,” 2020, arXiv:2010.11929.

[40] A. Radford et al., “Learning transferable visual models from natural
language supervision,” in Proc. Int. Conf. Mach. Learn., vol. 139, 2021,
pp. 8748–8763.

[41] T.-Y. Lin et al., “Microsoft COCO: Common objects in context,” in Proc.
ECCV, in Lecture Notes in Computer Science, 2014, pp. 740–755.

[42] T.-S. Chua, J. Tang, R. Hong, H. Li, Z. Luo, and Y. Zheng, “NUS-WIDE:
A real-world web image database from national university of Singapore,”
in Proc. ACM Int. Conf. Image Video Retr., Jul. 2009, pp. 1–9.

[43] T. Ridnik et al., “Asymmetric loss for multi-label classification,” in Proc.
IEEE/CVF Int. Conf. Comput. Vis. (ICCV), Oct. 2021, pp. 82–91.

[44] Y. Wu, D. Bamman, and S. Russell, “Adversarial training for relation
extraction,” in Proc. Conf. Empirical Methods Natural Lang. Process.,
2017, pp. 1778–1783.

[45] H. Kuang, H. Liu, X. Lin, and R. Ji, “Defense against adversarial attacks
using topology aligning adversarial training,” IEEE Trans. Inf. Forensics
Security, vol. 19, pp. 3659–3673, 2024.

[46] J. Jia, W. Qu, and N. Z. Gong, “MultiGuard: Provably robust multi-
label classification against adversarial examples,” in Proc. NeurIPS, New
Orleans, LA, USA, Nov. 2022, pp. 1–14.

[47] H. Salman et al., “Provably robust deep learning via adversarially trained
smoothed classifiers,” in Proc. NeurIPS, 2019, pp. 11289–11300.

Benedetta Tondi (Senior Member, IEEE) received the master’s degree (cum
laude) in electronics and communications engineering and the Ph.D. degree
in information engineering and mathematical sciences from the University
of Siena, Siena, Italy, in 2012 and 2016, respectively. She is currently an
Assistant Professor with the Department of Information Engineering and
Mathematics, University of Siena. She teaches the course on information the-
ory and fundamentals of telecommunications. Recently, she has been working
on machine learning and deep learning applications for digital forensics and
counter-forensics, and on the security of machine learning techniques. Her
research interests include application of information-theoretic methods and
game theory concepts to forensics and counter-forensics analysis and more
in general to multimedia security, and on adversarial signal processing. She
is part of the IEEE Young Professionals and the IEEE Signal Processing
Society and a member of the National Inter-University Consortium for
Telecommunications. Since January 2019, she has been a member of the
Information Forensics and Security Technical Committee of the IEEE Signal
Processing Society. She has been a member of the organizing committee of
several ACM and IEEE workshops and conferences. She was a recipient of the
Best Student Paper Award at the IEEE International Workshop on Information
Forensics and Security (WIFS) 2014 and the Best Paper Award at the IEEE
International Workshop on Information Forensics and Security (WIFS) 2015
and Ninth International Conferences on Advances in Multimedia (MMEDIA)
2017. She was the winner of the 2017 GTTI Ph.D. Award for the Best Ph.D.
Theses were defended at an Italian University in the areas of communications
technologies (signal processing, digital communications, and networking).
She was the Technical Program Co-Chair of ACM IH&MMSEC 22. She
also serves as an Associate Editor for the Frontiers in Signal Processing,
IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, and
the IEEE SIGNAL PROCESSING LETTERS.

Wei Guo received the M.Eng. degree from the Department of Computer and
Information Security, Guilin University of Electronic Technology (GUET), in
2018, focusing on applied cryptography of IoT environment, and the Ph.D.
degree from the Department of Information Engineering and Mathematics,
University of Siena (UNISI), Siena, Italy, in 2023.

His Ph.D. research focuses on security concerns in deep neural networks
under the supervision of Prof. Mauro Barni. He is currently focusing on the
AI safety and security topic and working as a Post-Doctoral Researcher with
the University of Cagliari, supervised by Prof. Battista Biggio.
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