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ABSTRACT Attributing synthetic images to the source that generated them is a difficult problem, particu-
larly in data-scarcity conditions requiring the adoption of few-shot or zero-shot learning strategies. In this
paper, we tackle this problem by introducing a training-free attribution method based on image resynthesis.
Our method works by first automatically generating a textual prompt which describes the target image, and
then using it to resynthesize the image with each candidate generator. Attribution is obtained by matching
the image to the model whose resynthesis is most similar to the original one within an appropriate feature
space - chosen based on a preliminary experimental analysis - among several possibilities offered by modern
deep learning image analysis tools. Experiments using state-of-the-art few-shot models and other baselines
show that our resynthesis-based method outperforms existing techniques when only a limited number of
images are available for training or fine-tuning. Particular attention is given to assessing the robustness of the
proposed method against common image processing operators and its adversarial robustness. In particular,
the experimental results show that our method is robust to post-processing and that its adversarial robustness

is significantly higher than that of baselines.

INDEX TERMS Image resynthesis, training-free, robust Al-generated image detection, text-to-image

generators, synthetic image attribution.

I. INTRODUCTION

Generative Al has recently undergone very rapid develop-
ment, with the evolution of image generative models being
driven by several major novel contributions, including the
introduction of diffusion models and the consequent prolifer-
ation of text-to-image generators [1]. On the one hand, this
process has brought enormous benefits in terms of quality,
availability, realism, and personalization. On the other hand, it
has raised issues at multiple levels [2]. In particular, concerns
about the misuse of generative Al have increased at the same
fast pace [3]. As a consequence, efforts for the detection of
Al-generated images and the identification of their source
have increased accordingly [4].

Source attribution aims at identifying which generator pro-
duced a given synthetic image [5], [6]. This task can be
addressed either jointly with detection or as a standalone
problem. Our work focuses on the latter setting: we assume
that the image is synthetic and aim at identifying the model
that generated it.

The large number of generators available online, including
open-source, free, and commercial solutions, makes Syn-
thetic Image source Attribution (SIA) a very challenging task,
especially in the wild. Moreover, the proliferation of new gen-
erators makes the problem even more difficult to handle [7].
As a matter of fact, it is virtually impossible to keep the
pace by re-training a new version of an attribution model
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every time a new generator becomes available. In addition,
acquiring large amounts of data from commercial generators
to fully train an attribution model on them is very expensive.
As a consequence, few-shot source attribution methods, where
only a small number of examples per source are used for
training, are attracting increasing interest [8]. This scenario
requires classifiers to be trained on a very small number of
examples per class [9]. As an alternative, modular approaches
can perform attribution by exploiting clustering, distance, or
similarity techniques [10].

In this paper, we introduce a training-free method for STA
based on resynthesis, which works in a one-shot setting under
closed set conditions.! The basic idea behind our scheme is
that the generator that produced the image under analysis is
likely to be able to resynthesize a copy of the image better
than other models. Given that we do not know the caption that
was originally used to generate the image to be attributed, we
first use an LLM to generate a caption describing the image
under analysis. The caption is subsequently used to resynthe-
size a copy of the original image with each candidate source
model. The input image is attributed to the generator, which
re-synthesized the image closest to the original one [11].
Since measuring pixel-wise distances between images is not
useful to assess their similarity, we make use of a mixture of
high-level semantic features and low-level signatures [12], ex-
tracted with a pretrained CLIP (Contrastive Language Image
Pretraining) model [13], [14]. The distance is then measured
in the feature space using a simple distance function.

Several SIA benchmark datasets have been introduced in
recent years [15], [16], [17]. However, most of them include
only a limited number of generators, and those generators
are mostly, if not exclusively, open-source models. These
two limits hinder their ability to reflect real-world scenarios
where a large and diverse set of generators, including commer-
cial ones, is available. Moreover, existing benchmarks rarely
account for resynthesis, making it difficult to train and eval-
uate distance-based or similarity-based approaches [18]. To
address these limitations, we introduce a new dataset that ex-
plicitly incorporates a resynthesis mechanism. The dataset fo-
cuses on head-and-shoulders photo-portrait images generated
by text-to-image models and features two key characteristics:
i) it includes images produced by 14 different generators,
seven of which are commercial; and ii) it employs secondary
textual descriptions to generate resynthesized versions of each
image, enabling the evaluation of resynthesis-based method-
ologies. We use this dataset to assess the performance of the
proposed source attribution method and to compare it against
relevant baselines.

A key advantage of the proposed method is that, by relying
on features extracted from a pretrained model and avoiding
any training on data generated by the candidate generators,
it inherently depends on more general (potentially semantic)

ISIA is carried out within a closed set of known generators always includ-
ing the one that actually generated the to-be-attributed image.
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features for source attribution. As a result, the method is ex-
pected to be more robust to the application of common image
processing operators and to adversarial attacks [19].

In summary, the main contributions of our work are:

® atraining-free, one-shot source image attribution method

based on image resynthesis;

® a dataset for few-shot SIA, incorporating a resynthesis

mechanism based on text image description and genera-
tion of resyntheses;

® a set of experiments including comparisons with state-

of-the-art few-shot source attribution methods, to assess
the performance of our method and validate its superi-
ority in a data scarcity regime, also setting baselines for
future research on the new dataset;

® a thorough evaluation of the adversarial robustness of

our method and the baselines, showing the superior per-
formance of the new resynthesis-based method when
operating in adversarial conditions.

This paper extends a previous work of ours presented
at WIFS 2025 [20], by providing a substantially broader
and more thorough evaluation of few-shot source attri-
bution under post-processing conditions. In particular, we
expanded the experimental setting by introducing six addi-
tional post-processing operators — namely CMYK and HSV
color-space conversions, median filtering, print-and-scan sim-
ulation [21], social media compression via X/Twitter upload,
and white noise addition - and by systematically measur-
ing robust attribution performance across varying numbers
of shots and classes. We also evaluated several feature
spaces and distances, ranging from geometric distances calcu-
lated on general-purpose representations such as CLIP [13],
DINO [22], and ViT [23], to perceptual similarity metrics
such as DISTS [24] and LPIPS [25]. We also considered
face recognition features extracted with FaceNet [26], and
GhostFaceNet [27]. Our experiments showed that the best
performance is consistently achieved when using CLIP-based
features. Finally, we carried out a new set of experiments to
assess the adversarial robustness of the proposed method and
of competing baselines, in both full-training and few-shot con-
figurations. Since conventional logit-based attacks [28], [29]
cannot be directly applied to our resynthesis-based approach,
we evaluated robustness by using the Layerwise Origin—
Target Synthesis (LOTS) attack [30]. The results demonstrate
that the proposed method exhibits very good adversarial
robustness, requiring significantly stronger distortions to suc-
ceed compared to attacks against baseline methods.

II. RELATED WORK

Current synthetic image attribution methods primarily aim at
capturing the distinctive fingerprint characteristics of different
generative models by training a classifier. Based on the train-
ing paradigm, these methods can be broadly categorized into
fully-supervised and few-shot approaches. Fully-supervised
methods rely on training dedicated classifiers using large-
scale collections of generated images. In contrast, few-shot
methods leverage the representation capabilities of pretrained
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models to perform attribution with only a limited number
of training samples. Another class of methods is represented
by inversion-based approaches, which exploit access to the
generative models to invert the image generation process.
Methods from the various categories are reviewed in the fol-
lowing subsections.

A. FULLY-SUPERVISED SOURCE ATTRIBUTION

Fully supervised source attribution methods train classifica-
tion models on labeled data to learn generator-specific fin-
gerprints, leveraging the availability of training datasets. Over
time, these approaches have evolved from exploiting explicit
low-level artifacts to learning more abstract, content-invariant
representations, paralleling the shift from early GAN-based
synthesis to diffusion and large-scale text-to-image models.
Early studies focus on stable artifacts embedded in gener-
ated images. Yu et al. [5] show that convolutional neural
networks can implicitly capture generator fingerprints in the
pixel domain. Frank et al. [16] identify grid-like spectral
patterns introduced by GAN upsampling and demonstrate
that frequency-domain cues improve robustness under post-
processing. While effective, these methods primarily rely on
low-level artifact signals and are mainly evaluated in GAN-
based settings. Subsequent works emphasize learning content-
irrelevant and architecture-consistent representations. GFD-
Net [31] disentangles generator traces from semantic content
through multi-task learning. DNA-Det [32] employs patch-
wise contrastive learning to capture architecture-consistent
fingerprints. RepMix [33] incorporates representation mixing
and regularization to encourage semantics-invariant features
and improve robustness to compression and resolution vari-
ations. Compared with earlier artifact-driven methods, these
approaches introduce explicit mechanisms, such as disen-
tanglement and contrastive consistency, to reduce content
dependency in fingerprint learning and improve cross-domain
generalization.

Recent research moves toward model-agnostic formula-
tions and the reuse of pretrained backbones. ManiFPT [34]
models fingerprints as residual artifacts obtained by projecting
synthetic images onto a real-image manifold, framing attribu-
tion as deviation modeling. Pretrained multimodal and vision
backbones are also increasingly adopted. DE-FAKE [9] uti-
lizes BLIP-generated captions [35] together with CLIP-based
image and text features [13] for source classification, and Xu
et al. [36] leverage pretrained vision encoders to model RGB,
stylistic, and mid-level cues. Diffusion-based approaches such
as MAID [37] and MADE [38] reinterpret pretrained diffu-
sion models as feature extractors, using internal activations or
inverse-diffusion representations for attribution. Collectively,
these works demonstrate an increasing reliance on transfer-
able representations derived from large pretrained models.

Overall, fully supervised attribution progresses along three
directions: from explicit artifacts to abstract representations,
from GAN-centered analysis to framework-agnostic model-
ing, and from task-specific architectures to pretrained back-
bone reuse. Despite strong closed-set performance, these
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methods require retraining or classifier expansion when
new generators emerge. Techniques like incremental learn-
ing [39], metric learning [40], lazy learning [14], and LoRA-
expandable networks [41] aim at improving scalability; how-
ever, they still depend on supervised updates and predefined
label spaces. This reliance on labeled retraining limits adapt-
ability in a rapidly evolving generative ecosystem.

B. FEW-SHOT SOURCE ATTRIBUTION

Recent works have explored the few-shot learning paradigm
to address attribution under data scarcity conditions. Bin-
dini et al. [10] proposed a lightweight framework based on
tiny autoencoders, where a shared decoder is pretrained on
natural images and model-specific encoders are fine-tuned
using only a few generated samples. Reconstruction errors
are then used as discriminative features and classified via a
linear SVM, enabling incremental integration of new gen-
erators at a relatively low cost. Lee and Yi [42] addressed
few-shot attribution from a class-incremental learning per-
spective, introducing an adaptive integration module that
fuses multi-level CLIP-ViT features to capture generator-
specific fingerprints. Wu et al. [43] and Uruena et al. [44]
instead rely on contrastive representation learning to obtain
generator-discriminative embeddings, which are then used
with metric-based or non-parametric classifiers for attribution
with limited samples.

In contrast to these supervised approaches, Bongini
et al. [20] proposed a training-free attribution strategy. Instead
of learning generator-specific representations, their method
extracts a caption from the input image and re-generates im-
ages using each candidate model. The source is inferred by
measuring similarity between the re-generated outputs and the
original image, thus avoiding task-specific supervision.

Overall, few-shot attribution methods can be broadly di-
vided into supervised representation learning and training-free
resynthesis paradigms. Supervised approaches require labeled
samples for each generator and rely on feature adaptation
or metric learning. They generally provide strong discrim-
inability within a predefined generator set, but extending them
to unseen models necessitates fine-tuning or representation
updates, limiting scalability when new generators emerge.
Training-free methods, instead, eliminate supervision costs
and simplify integration of new models. On the downside,
it requires black-box access to the candidate generators and
incurs computational overhead due to repeated regeneration.
These distinctions reflect a fundamental trade-off between su-
pervision requirements, scalability, and deployment efficiency
in few-shot source attribution.

C. INVERSION-BASED SOURCE ATTRIBUTION

The methods discussed above are fingerprint-based, as they
rely on learning discriminative representations that capture
generator-specific artifacts. In contrast, inversion-based meth-
ods exploit the latent reconstruction capability of generative
models [11], [45], [46]. These methods generally follow a
two-step paradigm: for a given probe image, latent inversion

VOLUME 7, 2026



ISEEE i 2y IEEE Open Journal of
Bicesing  Signal Processing

is performed, typically via gradient descent, independently for
each candidate generator to obtain the latent image that best
reconstructs the image; then, the reconstruction errors of all
candidate generators are compared, and the generator yielding
the lowest error is identified as the source. The underlying
assumption is that an image can be most faithfully recon-
structed by the generator that originally produced it. While
sharing this principle, existing methods differ mainly in their
optimization objectives and reconstruction metrics. Despite
being conceptually straightforward and effective, such opti-
mization is computationally intensive and highly sensitive to
the non-convex structure of latent spaces, which may lead to
suboptimal convergence and occasional wrong attribution.

Ill. METHOD

Resynthesis is used for image classification in a variety of
different scenarios [47]. In a real-world case, the prompt used
to generate a synthetic image is usually unavailable. Given an
image to attribute, our approach relies on a secondary descrip-
tion of the original image to build resyntheses (resynthesized
versions of the image) with all the candidate sources. The
description can be obtained with any captioning method.> The
secondary description generation is fully automated through
the use of the Chat-GPT APL3 In this panel of resyntheses, the
resynthesis which has the closest resemblance to the original
image should be the one generated by the same model. Con-
sequently, attribution can be obtained by distance calculation:
the original image is attributed to the generator that produced
the closest resynthesis. The method relies on the intuition that
each generator has its own style, reflecting a high-level, dis-
tinctive manner of rendering image content. This, combined
with the fact that the content is very similar to that of the orig-
inal image - the two images originating from similar prompts
-, provides the rationale for identifying the original source as
the one that produces the closest resynthesis. Formally, given
a set of n candidate text-to-image sources S = {s, ... s,}, and
a distance function d, an image [ is attributed to the source
s; by extracting a prompt p(/) describing the content of /,
then obtaining a set of resyntheses {r; = s;(p(I)) Vs; € S},
and finally calculating the distances {d; = d(r;,I) Vs; € S}.
Defining a distance function d (-, -), the image [ is attributed to
the source s+ achieving the minimum distance, as described
in (1).

sjp o jt = argrrljin(d(Sj(p(I)), 1)). (1

Moreover, the distance measurement can be performed in
the pixel space or in any feature space of choice. To measure
the distance in the pixel space, due to the infeasibility of
using a geometric distance function [12], we employed two
widely-used perceptual similarity metrics: DISTS [24] and
LPIPS [25]. Alternatively, pretrained feature extractors can
be used to extract a feature vector for every image. In this

Zhttps://openai.com/chatgpt
3https://openai.com/it-1T/api/
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scenario, the distance measurement happens in the model’s
feature space. The distances between the feature vector of
the original image and the feature vector of each resynthe-
sis are measured. The original image is then attributed to
the model which produced the resynthesis with the smallest
distance from the original itself. In the experimentation, we
used three different pretrained feature extractors: CLIP [13],
DINOV2 [22] (referred to as DINO in the rest of the paper),
and Google’s ViT [23] (referred to as ViT in the rest of the
paper). Defining the feature extraction as an operator E(-), we
can rewrite the equation as in (2).

spJt = argmjin(d(E(Sj(p(I))), E(I))). 2

We tested several distances d, including Euclidean,
Manhattan, and Correlation distances in CLIP’s features
space [13], DINO’s feature space [22], and ViT’s feature
space [23]. In summary, we experimented with the following
variants of our resynthesis method:
® Res-CLIP: A pretrained CLIP-Large (input size 336 x
336) model” is used as a feature extractor and the dis-
tance is measured in the corresponding feature space,
using (2). The distance can be Euclidean (Res-CLIP-E),
Manhattan (Res-CLIP-M), or Correlation (Res-CLIP-C).

® Res-DINO: A pretrained DINOvV2 [22] model is used as a
feature extractor, subsequently measuring the Euclidean
(Res-DINO-E), Manhattan (Res-DINO-M), and Corre-
lation (Res-DINO-C) distances, using (2).

® Res-ViT: A pretrained ViT [23] model (input size 224 x
224) is used as a feature extractor, and the distance is
measured in the corresponding feature space, using (2).
The distance can be Euclidean (Res-ViT-E), Manhattan
(Res-ViT-M), or Correlation (Res-ViT-C).

® Res-DISTS: DISTS [24] is a perceptual image similarity
metric designed to capture both structural and textural
differences between images. It has been widely used for
image quality assessment tasks. In our experiments, we
computed DISTS between each test image and candidate
reference images, using the VGG16 backbone [48] with
pretrained weights. The images were resized to 256 x
256 and attributed using (1).

® Res-LPIPS: LPIPS [25] (Learned Perceptual Image
Patch Similarity) is a deep perceptual similarity measure
based on feature embeddings from pretrained CNNSs. It
is commonly used to evaluate perceptual closeness be-
tween images. In our setup, LPIPS was computed using
the VGG16 backbone [48] with pretrained weights, re-
sizing all images to 256 x 256 and attributed using (1).

® Res-Face: facial recognition features are the most nat-
ural choice when analyzing a dataset of face images,
as demonstrated by the DeepFace framework [49].
In particular, we used two deep neural networks for
face recognition to extract informative features usable
for resynthesis: FaceNet [26] (Res-Face-F) and Ghost-
FaceNet [27] (Res-Face-G).

“https://huggingface.co/openai/clip-vit-large-patch14-336
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Source of I:

Projection into CLIP’s
Feature Space

L Pairwise Distances
¢ D(l, r)

Attribution to s;:
j=argmin(D(l,r.))

e J[ B [ Ew [ e ][ Ew |

| E(rg) Il E(ry) || E(rg) || E(ro) || Erqq) |

FIGURE 1. Workflow of the proposed source attribution method based on resynthesis. The original image I in this example was generated by Freepik.
From left to right, the resyntheses r; were produced by: Bing, Firefly, Flux-dev, Freepik, Imagen3, Leonardo Al, Midjourney, Nightcafe, Stable Diffusion 3,
Starry Al The features of / and all the r; are extracted with CLIP. The distances between the projections E(/) and each E(r;) in CLIP’s feature space are
measured, and / is attributed to the source s;, with the minimum distance d(E(/), E(r;,)). In this example, the image is correctly attributed to s4, which

corresponds to Freepik.

The feature extraction models, the perceptual similar-
ity models, and the facial recognition networks were not
fine-tuned, and they were used only with frozen weights.
Therefore, our model is training-free and can be considered a
one-shot method. In fact, the attribution of an image consists
in the extraction of the secondary description with a generic
image-to-text language model (Chat-GPT in our case), the
generation of one resynthesis for each candidate source, and
finally the distance minimization using either a perceptual
similarity metric or a distance function in the chosen feature
space. The exact computational cost of the resynthesis ap-
proach is difficult to quantify precisely. The method requires
producing one shot for every candidate generator. The more
expensive operations are captioning and image generation,
which are carried out through web servers. Both the extraction
of the caption through Chat-GPT API and the resynthesized
image generation depend on the hardware used by service
providers, usage of the service at the time of request, and the
internet connection. Based on our experiments, the average
response time is in the order of a handful of seconds. Feature
extraction is instead carried out locally on an Nvidia A100
GPU, and takes around 0.12 s per image for CLIP (and a
slightly shorter but comparable time for ViT and DINO). Dis-
tance calculation and selection of the best candidate is carried
out on the CPU, and its cost is negligible. A summary of our
methodology is shown in Fig. 1.

IV. DATASET
To evaluate the attribution performance of our method, also in
comparison with relevant few-shot baselines, we built a new
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dataset’. The main novelty points introduced by our dataset
are: 1) images generated by 14 generators, ii) 7 commer-
cial generators, iii) integration of the resynthesis mechanism
with the inclusion of original images and their corresponding
resyntheses. The dataset is composed of a total of 12,000
head-and-shoulder images of novel characters, produced with
14 text-to-image generators described in Section IV-A. The
dataset building methodology is described in Section I'V-B.

A. GENERATORS

To create the dataset, we used 7 open-source text-to-image

generative models (4 of them on a subset of the 100 char-

acters) and 7 commercial text-to-image generative models.

All these sources are listed in the following, with the (*)

symbol identifying commercial generators, and the (e) symbol

identifying the generators used only on a subset of characters:
e Bing (DALL. E 3)%(¥)

Fireﬂy7 (*)

Flux.1.dev® (%)

Freepik9 (%)

Imagen310 *)

Leonardo AT'! (¥)

The dataset is publicly available on Kaggle at the following URL: https:
/Iwww.kaggle.com/datasets/pietrob92/resynthesis-dataset

Ohttps://openai.com/it-IT/index/dall-e-3/

"https://firefly.adobe.com/

8https://github.com/black-forest-labs/flux

https://docs.freepik.com/api-reference/mystic/post-mystic

19https://deepmind.google/models/imagen/

Mhttps://leonardo.ai
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Primary Description: A young girl with long, wavy blonde hair and striking blue eyes stands outdoors amidst blooming
flowers. She's wearing a blue blouse and is surrounded by vibrant greenery, giving a serene and fresh ambiance.
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FIGURE 2. Dataset building procedure. This example corresponds to character #10: Juliet (Romeo and Juliet). Starting from the top and going down: The
primary description is used as a prompt for the 10 core generative models introduced in Section IV-A, which produce the images in the first row. The
models are in alphabetical order, from left to right. Each image is then passed to Chat-GPT to obtain a secondary description. The latter is used to
generate the resyntheses in the bottom double-column groups, using all the 10 core generators again. In each group of resyntheses, from left to right and

from top to bottom, the generators are again in alphabetical order.

Midjourney'? (*)
Nightcafe!3 (*)

Stable Diffusion 314 (*)
Starry AI'> (¥)
AuraFlow!© (e)
Pixart!” (e)
Playground v2.5'3 (e)
Tencent Hunyuan19 (e)

B. DATASET CONSTRUCTION

We used 100 descriptions of novel characters, summarized
with Chat-GPT, to get prompts of uniform length (with a
maximum limit of 200 text characters). We built an index on
the character axis and used it to split the dataset. We split
the dataset into training, validation, and test sets of 80, 10,
and 10 characters, respectively. This prevents images orig-
inating from the same prompt from ending up in different
sets and guarantees that the classes are always balanced. We
then generated, respectively, 10 original images for every such

2https://www.midjourney.com

Bhttps://creator.nightcafe.studio
4https://huggingface.co/stabilityai/stable-diffusion-3-medium-diffusers
https://starryai.com/

1ohttps://huggingface.co/fal/AuraFlow
Thttps://huggingface.co/PixArt-alpha/Pix Art-Sigma- X L-2-1024-MS
8https://huggingface.co/playgroundai/playground-v2.5- 1024px-aesthetic
9https://huggingface.co/Tencent- Hunyuan/HunyuanDiT-Diffusers
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prompt belonging to the training or validation set, and 14
original images for every such prompt belonging to the test
set (one with each of the text-to-image generators described in
Section IV-A). Consequently, we obtained 1,040 original im-
ages, 100 for every core source and 10 for every other source.
These original images are linked into groups of images pro-
duced from the same description by the character index. To
apply the resynthesis methodology, we extracted a secondary
description of each original image. This secondary descrip-
tion, intended as an input prompt for text-to-image generation,
was produced by Chat-GPT. The input command for Chat-
GPT was: “Provide a detailed description of the character
represented in this image in less than 200 characters”. Origi-
nal images of the same character from different sources have
different secondary descriptions, based on the semantical el-
ements introduced by the models and on low-level signatures
that can influence language model style. For each secondary
description, we generated 10 or 14 resyntheses (again, one
with each model) respectively for training/validation char-
acters and test characters. The resyntheses of each original
image come from the same secondary description and are
linked together. They are also linked to the other original
images from the same primary description and to all their
resyntheses, constituting groups of 100 or 140 resyntheses
originating from the same prompt. Consequently, the training
set is composed of 800 original images (OrTr) and their 8,000
resyntheses (ResTr), while the validation set is composed
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FIGURE 3. Dataset composition and split. The dataset is split along the
character index, allocating 80 characters to the training set, 10 to the
validation set, and 10 to the test set. The characters in the training and
validation sets are generated with the 10 core sources, obtaining,
respectively, 800 originals (OrTr) and 100 originals (OrVa). The characters
of the test set are generated with all the 14 sources, obtaining 140
originals (OrTe). Then, the secondary descriptions of all the originals are
extracted with Chat-GPT and used to generate 10 resyntheses for each
training and validation character, and 14 resyntheses for each test
character. Therefore, this second generation round produces a set of 8000
resyntheses of training set characters (ResTr), a set of 1000 resyntheses of
validation set characters (ResVa), and a set of 1960 resyntheses of test set
characters (ResTe). The character-based split ensures that all the 10 or 14
original images of each character and their 100 or 196 resyntheses belong
to the same set. Each subset is represented in the figure according to its
size, reported in parentheses: the first dimension corresponds to the
generators used, and the second dimension is the number of characters.
For subsets of resyntheses, we have a third dimension, which is the
number of generators used for resynthesizing each original. The test set
contains some subsplits related to the experiments with variable numbers
of classes (5, 8, and 10 classes - the dashed lines account for this). When
14 classes are used, the whole test set is employed.

of 100 original images (OrVa) and their 1,000 resyntheses
(ResVa). The test set is composed of 140 original images
(OrTe) and their 1960 resyntheses (ResTe). The procedure is
shown in Fig. 2, while a scheme of the results is shown in
Fig. 3.

For a detailed explanation of how the dataset is used
throughout the experiments, please see the Appendix Al.

V. EXPERIMENTS

A. BASELINES

1) CLIP FEATURE CLASSIFIERS

CLIP-Large (input size 336 x 336) is widely used as a fea-
ture extractor for many downstream tasks. We use it to get
image features, which are then sent to a small classifier: either
a Multi-Layer Perceptron (CLIP+MLP) or a Support Vector
Machine (CLIP+SVM). The CLIP parameters are frozen and
not fine-tuned. The hyperparameters of both heads were opti-
mized on the validation set. For CLIP+MLP, the architecture
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has two hidden layers with 512 and 32 units, ReLU activa-
tion, and a softmax output layer. In few-shot scenarios, the
architecture is reduced to a single hidden layer of 512 units to
reduce overfitting. The MLP was trained using Adam [50],
with initial learning rate 1073, and b, set to 107%, for a
maximum of 1,000 epochs. Early stopping was applied on
the validation loss with a patience of 10 epochs. CLIP+SVM
employed a Radial Basis Function (RBF) kernel with regu-
larization C = 1.0, tolerance 103, and no constraints on the
number of iterations.

2) DINO FEATURE CLASSIFIERS

We used DINOv?2 [22] as a feature extractor for feeding sim-
ple classifiers in a similar way to the procedure we already
described for CLIP. Also in this case, we focus on an MLP and
an SVM classifier. For DINO+MLP, the architecture is identi-
cal to that of CLIP+MLP (Two hidden layers with 512 and 32
units, ReLU activation, and a softmax output layer). Also in
this case, the MLP is trained with the Adam optimizer [50],
with an initial learning rate of 1073, b, equal to 1074, a
maximum of 1,000 epochs, and an early stopping mechanism
applied to the validation loss with a patience of 10 epochs.
Also in this case, in few-shot scenarios, the architecture is
reduced to a single hidden layer of 512 units to reduce over-
fitting. DINO+SVM, similarly to CLIP+SVM, uses a Radial
Basis Function (RBF) kernel, with regularization coefficient
C = 1.0, tolerance 1073, and no constraints on the number of
iterations.

3) VIT FEATURE CLASSIFIERS

We also used Google’s ViT [23] as a feature extractor for
feeding simple classifiers, as already described for CLIP and
DINO. In this case, we had to resort to a more complex MLP
architecture, composed of three hidden layers of 1024, 512,
and 32 units, respectively. All the hidden layers have ReLLU
activation, and the output layer has softmax activation. The
Adam optimizer [50] is used for training the MLP with an
initial learning rate of 1073, I, equal to 107, a maximum
of 1,000 epochs, and an early stopping mechanism applied to
the validation loss with a patience of 10 epochs. In few-shot
experiments, the architecture is shrunk to a single hidden layer
of 1024 units to reduce overfitting. ViT+SVM, similarly to the
other two feature classifiers based on SVMs, uses a Radial
Basis Function (RBF) kernel, with regularization coefficient
C = 1.0, tolerance 1073, and no constraints on the number of
iterations.

4) DE-FAKE

De-Fake [9] is a model used both for detection and attribution
that works very well in few-shot scenarios. The architecture
comprises a detector and an attributor. For SIA, only the at-
tributor model is used. This network looks for slight artifacts
and patterns in the image, which are typical of a certain gen-
erator. De-Fake experiments were carried out with the default
parameters indicated in the paper [9].
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5) CLIP-LORA

CLIP-LoRA [51] is a Low Rank Adaptation (LoRA) module
for CLIP models. The LoRA layers are applied to the model
and trained, without modifying the CLIP weights. This pro-
cedure allows us to fine-tune the model for few-shot tasks.
We apply the LoRA adapter to CLIP Large. The classification
head is an MLP with two hidden layers of 768 and 1024
units, respectively, both with ReLU activation. The model is
fine-tuned for 12 epochs (10 in few-shot experiments) using
the Adam optimizer [50] with an initial learning rate of 1073,
and a batch size of 16.

6) EFFICIENTNETB4

Convolutional Neural Networks (CNNs) are used with great
success for image classification in a huge variety of scenarios.
The model, which usually shows the best performance in
SIA [52], is EfficientNetB4 [53]. It is difficult to fine-tune
EfficientNetB4 without a large number of samples per class.
As a consequence, our dataset is challenging for this model.
We fine-tuned the network for 12 epochs (10 in few-shot ex-
periments), using Adam [50], an initial learning rate of 1074,
and a batch size of 16.

7) TINY AUTOENCODERS

Tiny Autoencoders [10] is a modular approach for SIA. For
each plausible generator, a small CNN autoencoder is trained
on a small number of images generated by that source. The
image to attribute is given as input to each of these small
networks. The autoencoder reproducing the image with the
smallest reconstruction error should be the one trained on the
real source of the image. A dense layer is responsible for
aggregating the reconstruction errors of all the autoencoders
and formulating a class probability prediction. We used the
standard parameters introduced in [10].

B. TASKS AND SETTINGS

In our experimentation, the resyntheses are used for attributing
the originals using our methodology. The baselines described
in Section V-A are trained on a variable number of samples
and compared to the various resynthesis methodology vari-
ants. The methods are evaluated using the Accuracy metric.
Tests were carried out on the following tasks:

e T1 - Few-Shot SIA;

e T2 - Few-Shot SIA in the presence of post-processing;

e T3 - SIA in an adversarial setting.

Each task has a dedicated subsection in the following part of
this Section. For each of them, a description of the experimen-
tal setup is followed by the presentation of the corresponding
experimental results and their discussion.

C. T1 - FEW-SHOT SIA

1) T1 - EXPERIMENTAL SETUP

The goal of task T1 is to test the attribution performance
of our method in comparison with state-of-the-art few-shot
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baselines. In this scenario, a handful of examples are avail-
able to train the baselines. The test set always corresponds
to a partition of the OrTe dataset section (see Section IV).
This partition corresponds to the test examples contained in
OrTe that belong to the classes selected for the experiment
at hand. Since our method does not require training, we just
measured the training-free performance of our method on
the test set on different numbers of classes (5,8,10,14). The
baseline experiments were carried out with different numbers
of shots (1,2,3,5,7,10,15,20) and different numbers of classes
(5,8,10,14). For every experiment, we averaged the results on
5 repetitions, each with a different seed for weight initializa-
tion and with different training examples (the same for all the
models). For the baselines, the training samples are limited
to the number of shots. For more details about the splitting
procedure, see Appendix I. Our resynthesis approach does not
use the training samples, attributing the original images by
measuring the distance from their resyntheses.

2) T1 - RESULTS AND DISCUSSION

Table 1 displays Accuracy on task T1, when the baselines are
trained with a fixed number of shots per class (10 and 7):
these values were fixed based on the observations reported in
Fig. 4, which allow to determine that the turning point where
baselines start to be competitive with our method is around 10
shots. The resynthesis methods yield identical results in both
settings. The number of classes is fixed at 10. In this 10-shot
setup, CLIP+MLP emerges as the top-performing approach,
closely followed by CLIP LoRA and the three CLIP-based
resynthesis variants. The advantage of this group of meth-
ods can be attributed to the highly informative potential of
CLIP features on both low-level and high-level characteris-
tics. Among the resynthesis variants, Res-CLIP-E achieves the
best results. This suggests that, without post-processing, the
Euclidean distance guarantees a small advantage with respect
to other distance measures. Moreover, the MLPs and SVMs
processing CLIP features, respectively, show better perfor-
mance than the MLPs and SVMs processing DINO or ViT
features. This is likely due to the fact that DINO and ViT
features are less informative than CLIP’s for the task at hand.
This difference is even more evident when looking at the
non-outstanding results of resynthesis variants calculated in
the feature spaces of DINO and ViT, regardless of the distance
function of choice. Additionally, the two resynthesis variants
based on perceptual similarity (Res-DISTS and Res-LPIPS)
perform far worse than the resynthesis variants based on
feature extraction. Interestingly, even features extracted with
facial recognition networks (Res-Face-F, Res-Face-G) - which
were the most natural choice on our dataset of facial images -
cannot compete with CLIP features for resynthesis, underly-
ing the highly informative potential of CLIP features for our
objective. This advantage with respect to features extracted
with other methods is likely given by characteristics of the
model architecture and the data used to pretrain it, which make
CLIP capture both local patterns and global semantics [54].
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TABLE 1. Plain Source Attribution Accuracy on the Core Dataset (10 Generators) Under 7-Shot and 10-Shot Settings. Baselines are Trained With 7 or 10
Samples Per Class, While Our Resynthesis-Based Methods are Training-Free and Independent of the Shot Setting. For Res-CLIP/DINO/ViT, Distance
Metrics Include Euclidean (E), Manhattan (M), and Correlation (C). For Res-Face, Features are Extracted Using FaceNet (F) and GhostFaceNet (G).

Baselines Our Resynthesis-based Method
Shots CLIP DINO ViT . . Res-CLIP Res-DINO Res-ViT Res-Face
Tiny AEs | CLIP LoRA | De-Fake | Eff.Net B4 Res-DISTS | Res-LPIPS ————
MLP SVM [MLP SVM |MLP SVM E M C|E M C E M C F G
7 10.61 0.04 0.39 0.03 0.39 0.03 0.15 0.54 0.30 0.45
0.66 0.65 0.65 0.34 0.34 0.34 0.36 0.38 0.36 0.20 0.22 0.28 0.40
10 |0.69 0.17 0.51 0.04 0.52 0.04 0.16 0.67 0.32 0.53

CLIP+MLP
CLIP+SVM
~—F— Tiny Autoencoders
CLIP LoRA
—}— DeFake
—}— EfficientNetB4

—}— Res-CLIP-E
,
—— 4N
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CLIP+SVM
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—F Res-CLIP-E

| N ——(

Accuracy
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—1— EfficientNetB4
—1— Res-CLIP-E
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CLIP+SVM
—— Tiny Autoencoders
CLIP LoRA
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== EfficientNetB4
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—
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FIGURE 4. Accuracy in a few-shot scenario with different numbers of classes (T1). The Accuracy is plotted with respect to the number of shots available
for training. The performance of our Res-CLIP-E method is represented by a navy-blue line. Since our method is training-free, the performance does not
depend on the number of shots and is therefore constant. The intersection between the line representing our method’s accuracy and a baseline’s
accuracy line corresponds to the number of shots needed by that baseline to outperform our training-free (one-shot equivalent) method. The baseline
accuracy reported is obtained as the average accuracy over 5 runs, with errorbars representing the standard deviation.

The results of task T1 with variable numbers of shots and
classes are reported in Fig. 4. For the sake of readability, we
report only the best resynthesis methodology (Res-CLIP-E)
and the best baselines (excluding VIT and DINO feature
classifiers). Our resynthesis method outperforms the base-
lines when few examples are available, across all numbers
of classes. Res-CLIP-E is the best method when 10 or
fewer shots per class are available. This is shown by the
navy-blue line representing the performance of Res-CLIP-E:
line crossing always occurs at 10 or 15 shots. When more
shots are available, the best methodologies are CLIP LoRA
and CLIP+MLP (the latter shows bad performance on 14
classes, though). Concerning the baselines, since the results
of DINO+MLP and ViT+MLP are significantly worse than
those of CLIP+MLP, we report only the results of this latter
model (see Table 1 for a comparison on task T2 on plain
images). Moreover, we did not report results for DINO+SVM
and VIT+SVM as these two baselines did not converge and
their accuracy is seldom better than random guessing (see
Table 1).

D. T2 - FEW-SHOT SIA IN PRESENCE OF
POST-PROCESSING
1) T2 - EXPERIMENTAL SETUP
Based on the findings reported in Section V-C2, in all the
following experiments, we considered only the Res-CLIP
variants and excluded VIT and DINO feature classifiers, be-
cause their performance is not competitive with the other
methods.

Task T2 evaluates the SIA performance of the resynthe-
sis variants and the few-shot baseline methods on the OrTe
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partition of the dataset, when the images are post-processed.
We carried out 16 tests, using a different post-processing
operator each time: Blur; Brightness (strengths from 1.2 to
2.4); CMYK conversion; Contrast (strengths from 1.2 to
2.4); Crop (central, 0.5 to 0.9 the original area); Greyscale;
JPEG (QF €[50, 99]); HSV Conversion; Median Filter (size
of 3, 5, or 7 pixels); Print&Scan simulation [55]; Resize
(0.4 to 2.0 the original size); Rotation (—5° to +5°, aspect
preserving); Social-Instagram (simulating an upload on In-
stagram); Social-Twitter (simulating an upload on Twitter);
WEBP (QF € [50, 99]); WhiteNoise, that is, addition of gaus-
sian noise (u = 0, o € [0.0625 — 0.25]). The exact values of
the parameters of the transformations is randomly chosen for
every image, and the same value is used for all the methods.

A deeper investigation, involving multiple values of classes
and shots, was carried out on the few-shot performance of
our method and baselines in the presence of two quite dis-
ruptive post-processing operators, such as JPEG compression
and Contrast enhancement. None of the baseline methods uses
data augmentation with post-processing operations during
fine-tuning. Since Res-CLIP-M is the most robust resynthesis
method, we report the results of this variant here.

2) T2 - RESULTS AND DISCUSSION

We report the results obtained with 10 shots and with 7 shots
in Table 2. Tiny AutoEncoders shows a very low perfor-
mance, and CLIP+SVM performs well only on 15 or more
shots (see Fig. 5 for reference). We compare the robustness
of Res-CLIP-E, Res-CLIP-C, and Res-CLIP-M with that of
the following baselines: CLIP+MLP, CLIP LoRA, De-Fake,
and EfficientNetB4. On post-processed images, with 10-shots,
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TABLE 2. Accuracy on Robust Source Attribution Under 10-Shot and 7-Shot Settings on the Core Dataset (10 Generators). Baseline Methods are Shown in
the Upper Block of Each Setting, While Our Resynthesis-Based Variants are Shown in the Lower Block. Each Column Corresponds to a Different

Post-Processing Operator Applied to Test Set Images. The Best Result of Each Column is Highlighted in Bold. The Operator Codes Correspond To: Bl = Blur,
Br = Brightness, Cm = CMYK, Co = Contrast, Cr = Crop, G = Greyscale, H = HSV, J = JPEG, M = Median Filter, P = Print&scan, Re = Resize, Ro = Rotation,
SI = Social(Instagram), ST = Social(Twitter), We = WEBP, WN = White Noise.

Shots Method Plain Bl Br Cm Co Cr G H J M P Re Ro SI ST We WN
CLIP+MLP 0.69 | 063 063 070 061 064 059 070 0.60 0.66 0.10 0.70 0.66 0.59 0.59 0.57  0.10
CLIP-LoRA 0.67 0.60 0.57  0.63 0.59 0.55 0.56 0.63 0.58 0.59 0.11 0.57 060 061 059 0.65 0.10

De-Fake 0.32 0.30 0.29 0.32 0.29 0.32 0.26 0.30 0.30 0.29 0.10 0.31 0.31 0.27 0.31 0.30 0.09
10 Eff.NetB4 0.53 0.39 0.39 0.51 0.42 0.36 0.39 0.50 0.49 0.42 0.09 0.50 0.47 0.46 0.47 0.47  0.12
Res-CLIP-E 0.66 0.62 0.62 0.66 0.52 0.50 0.54 0.66 0.53 0.66 0.53 0.67 0.62 0.58 0.59 0.47  0.49
Res-CLIP-M | 0.65 | 0.63 0.61 0.65 0.56 0.54 0.57 0.65 0.55 0.64 0.55 0.65 0.63 0.59 0.60 0.50 0.54
Res-CLIP-C 0.65 | 0.63 0.61 0.66 0.52 0.51 0.54 0.66 0.53 0.67 0.53 0.67 0.62 0.58 0.59 047  0.49
CLIP+MLP 0.61 0.51 0.53 0.61 0.52 0.52 0.50 0.61 0.50 0.55 0.10 0.61 0.53 0.49 0.50 0.49 0.10
CLIP-LoRA 0.54 0.49 0.45 0.51 0.45 0.44 0.47 0.51 0.53 0.49 0.10 0.52 0.51 0.54 0.55 0.50 0.10
De-Fake 0.30 0.26 0.27 0.25 0.29 0.25 0.25 0.26 0.26 0.24 0.09 0.25 0.24 0.24 0.24 0.26 0.10
7 Eff.NetB4 0.45 0.33 0.32 0.44 0.36 0.33 0.36 0.43 0.42 0.34 0.09 0.47 0.42 0.40 0.44 0.39 0.10
Res-CLIP-E | 0.66 | 0.62 0.62 0.66 0.52 0.50 0.54 0.66 0.53 0.66 0.53 0.67 0.62 0.58 0.59 0.47  0.49
Res-CLIP-M | 0.65 | 0.63 0.61 065 056 054 057 065 055 064 055 065 063 059 060 050 0.54
Res-CLIP-C 0.65 | 0.63 0.61 0.66 0.52 0.51 054 066 053 0.67 053 0.67 0.62 0.58 0.59 0.47  0.49
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FIGURE 5. Few-shot accuracy in the presence of JPEG compression (top: (a)-(d)) and contrast enhancement (bottom: (e)-(h)) with different numbers of
classes (T2). The Accuracy is plotted with respect to the number of shots available for training. The performance of our Res-CLIP-M method is represented
by a navy-blue line. Since our method is training-free, the performance does not depend on the number of shots and is therefore constant. The
intersection between the line representing our method’s accuracy and a baseline’s accuracy line corresponds to the number of shots needed by that
baseline to outperform our training-free (one-shot equivalent) method. The baseline accuracy reported is obtained as the average accuracy over 5 runs,

with errorbars representing the standard deviation.

the best-performing resynthesis variant is Res-CLIP-M. This
suggests that the Manhattan distance gives a small robustness
advantage with respect to other measures. Res-CLIP-M out-
performs all the baselines trained with 10 shots on images
post-processed with Blur, Twitter, and more evidently with
Print&Scan and WhiteNoise. The latter two operators are the
most disruptive when looking at the performance of all the
other methods. Moreover, resynthesis variants based on CLIP
(especially Res-CLIP-M) always follow closely the baseline
method that obtained the best performance on all the other
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operators, which is generally CLIP+MLP. Only on Instagram
and WEBP compression, CLIP LoRA outperformed both
CLIP+MLP and the resynthesis method. When the number
of shots is fixed at 7 instead, resynthesis variants are always
the best methods (with only a tie with CLIP LoRA on WEBP
compressed images). In particular, Res-CLIP-M is the best
overall methodology.

Fig. 5 shows the results of Task T2 on test images post-
processed with JPEG compression and contrast enhancement,
respectively. The results confirm the previous findings, with
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Res-CLIP-M holding a very good performance, yet with
a smaller advantage with respect to CLIP+MLP and CLIP
LoRA, when compared to plain images (task T1). In partic-
ular, CLIP LoRA shows a very good robustness, both to JPEG
compression and contrast enhancement, which allows it to
outperform CLIP+MLP when the number of shots available
for training is not too small. Moreover, the good performance
of EfficientNetB4 and CLIP+SVM when the number of shots
is not too small is confirmed. Since resynthesis is training-free
and computationally equivalent to a one-shot method, our
method (in particular, the Res-CLIP-M variant) is still the
best attribution technique when 7 or fewer shots are available
(in some cases even when 10 or fewer shots are available).
These results, combined with the results reported in Table 2,
allow us to assess the robustness of our method to image
post-processing, and show that it maintains state-of-the-art
performance in data scarcity conditions even with certain im-
age distortions.

E. T3 - SIA IN AN ADVERSARIAL SETTING

1) T3 - EXPERIMENTAL SETUP

In task T3, we carried out an adversarial attack against
our resynthesis method to evaluate its adversarial robustness
and compare it with the adversarial robustness that can be
achieved with the baselines. To attack our method, we resort
to the Layerwise Origin-Target Synthesis (LOTS) attack [30].
This is a white-box attack that modifies the input image in
order to move its internal deep feature representation to a
target representation. When applied to CLIP, this means that
the modification in the pixel space targets a change in the
extracted CLIP feature vector. The final goal of the attack is
to make the model misclassify the image as coming from a
different source with respect to its real source. To do so, a
vector in the target feature space must be chosen. The attack
will iteratively modify the image to move its deep repre-
sentation towards this target feature vector. The modification
is optimized using backpropagation, using the feature-space
distance from the chosen target as the loss function, and the
image in pixel-space as the only optimizable tensor. In our
case, we can choose the target among the different resyntheses
of the image, trying to move the original’s feature vector
towards one of the wrong resyntheses. Specifically, we can
choose to move it towards: a random wrong resynthesis, the
wrong resynthesis which is the farthest from the correct resyn-
thesis or from the original image (they often correspond),
or the wrong resynthesis which is the closest to the correct
resynthesis or the original image. After some preliminary
experiments, we chose to target the wrong resynthesis which
is closest to the original image, as this allowed to maximize
the attack effectiveness.

Formally, let t be the chosen target feature vector, and I,
the adversarial image. We optimize I, by initializing it with
the same pixel values as those of the original image I, = I and
minimizing its distance from the target in the feature space. To
do so, we calculate the gradient of the feature space distance
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between E(I;) and ¢ with respect to I,:
nUa: 1) = Vi, (It = EUA)?) 3)

The attack is then iteratively refined by moving I, in the
direction opposite to the gradient direction. In order to keep
the image distortion small, the learning rate of the optimizer
should be low, and the attack is stopped as soon as I, is
misclassified. For a more detailed mathematical formulation,
we make reference to the LOTS paper [30]. In particular,
we backpropagate the loss using the Adam optimizer [50],
with an initial learning rate /LR = 1073, and a maximum of
10,000 steps (never reached during the attacks). To the best
of our knowledge, LOTS is the only white-box attack that can
be adapted to attack the resynthesis methodology. Contrary
to other methods that modify the input image to attack the
classification logits, which are not defined in our case, LOTS
attacks the image features before classification, making it
possible to attack the resynthesis mechanism. To attack the
baselines, gradient-based score-level attacks are considered,
e.g., Carlini&Wagner (CW) attack [29] and the Projected Gra-
dient Descent (PGD) attack [28]. As said, these algorithms
do not apply to our case because they imply calculating and
backpropagating an error function on the classification logits
or final scores, which are not defined in our case. For the
sake of simplicity, we attacked only the baselines that showed
the most promising results in the previous tasks (T1 and T2):
De-Fake, EfficientNetB4, CLIP LoRA, and CLIP+MLP. To
decide the best way to attack the baselines, we carried out a
set of preliminary experiments, described in the following.

The evaluation of attack success and consequently of adver-
sarial robustness was based on three metrics: Attack Success
Rate (ASR), Adversarial Accuracy (AdvAcc), and Mean
Squared Error (MSE). The ASR is defined as the fraction of
images that have been successfully attacked.

Since the images that are naturally misclassified by the
model are not attacked, they are excluded from the ASR com-
putation. This means that ASR measures the attack success
without taking into account the base accuracy of the model.
This information is exploited in the definition of the Adver-
sarial Accuracy (AdvAcc) metric, as it measures the accuracy
of the model after the attack:

AdvAcc = Accuracy * (1 — ASR) “)

Both ASR and AdvAcc can be defined as a function of the
attack strength (the stronger the attack, the closer the ASR
will be to 1.0 and AdvAcc to 0.0). Of course, a growing attack
strength will also imply larger image distortion. To evaluate
the image distortion introduced by the attacks, we measure the
Mean Squared Error (MSE) as a pixel-space distance between
the original image and its attacked version. Finally, to evalu-
ate the adversarial robustness of our method and the baselines,
we evaluate the MSE as a function of the ASR, allowing
us to evaluate how disruptive the attack is at different levels
of success. Since the attack should be as non-perceivable as
possible, a growing MSE means that its effectiveness gets
compromised, and its success rate (high ASR, low AdvAcc) is
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FIGURE 6. Attack Success Rate (ASR) of baselines in the presence of CW, PGD, or PGDL2. ASR is plotted as a function of the attack MSE. The best attack
method for each baseline is, respectively, PGDL2 for CLIP-LoRA (a), CW for De-Fake (b), and CLIP+MLP (c), PGD for EfficientNetB4 (d).

less exploitable. Adversarial robustness is achieved when the
attack success (high ASR, low AdvAcc) implies large image
disruption (high MSE). In the final experiments (different
from the preliminary ones), the metrics were measured on the
attacks carried out on the test set images (OrTe).

2) T3 - PRELIMINARY ATTACKS

To decide the best way to attack the baselines, we carried out a
preliminary round of experimentation, measuring the perfor-
mance of various attack methodologies: CW [29], PGD [28],
and the L2-norm version of PGD (PGDL2). In particular, to
attack CLIP+MLP and De-Fake with CW, we used a learning
rate of 1073, a weighting factor C = 1073, and confidence
K = 0.1. To attack CLIP LoRA and EfficientNetB4 with CW,
we used a learning rate of 1072, C =10"2, K =0.1. The
maximum number of steps was set to 1000 for all the mod-
els, which is never reached during the attacks. To attack the
baselines with PGD, we used the following parameters: per-
turbation budget e = 0.5, step size« = 1073, and a maximum
of 1000 iterations. We used the same parameter values also for
PGDL2, except a = 1072,

To avoid biasing the attack towards the method that
works best on test set images, we used the training set
and the validation set (OrTr+OrVa) for these preliminary
experiments. The results of this preliminary round of at-
tacks are summarized in Fig. 6. As can be observed, the
most convenient attack method (i.e., the attack method that
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reaches ASR=1.0 or AdvAcc=0.0 with the lowest MSE)
for each baseline is, respectively, PGDL2 for CLIP-LoRA,
CW for De-Fake and CLIP+MLP, PGD for EfficientNetB4.
In the following experiments, described in Section V-E3,
we used these best performing attack methods for the
baselines.

3) T3 - RESULTS AND DISCUSSION

Based on the findings of the preliminary experiments de-
scribed above, the baselines were attacked using, respectively,
PGDL2 (CLIP-LoRA), CW (De-Fake, CLIP+MLP), and PGD
(EfficientNetB4). Our method (that cannot be attacked with
CW, PGD, or similar methods) was attacked with LOTS using
the procedure described in Section V-E1.

For the sake of readability, we report only the results of
the most robust resynthesis methodology (Res-CLIP-M). The
results of such attacks are summarized in Fig. 7. As can
be seen, the attack always succeeded (eventually reaching
ASR = 1.0 and AdvAcc = 0.0) on every image and on every
model. The MSE required to do so can, though, vary much
from one model to another. The adversarial robustness of
baselines is much worse than that of the resynthesis method,
as highlighted by the small MSE values to reach a near-zero
AdvAcc or a near-one ASR, which is in the order of 10_6).
For our method, instead, a larger MSE is necessary to reach
a similar near-zero AdvAcc or near-one ASR, which is about
7.0 %1075
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FIGURE 7. Attack Success Rate (a) and Adversarial Accuracy (b) of baselines and resynthesis in function of the MSE, when an adversarial attack is applied
to the input images. De-Fake and CLIP+MLP are attacked with CW, EfficientNetB4 is attacked with PGD, CLIP-LoRA is attacked with PGDL2, while
Res-CLIP-M is attacked with LOTS. The MSE needed to successfully attack resynthesis is significantly larger to those needed to successfully attack the
baselines.
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FIGURE 8. Attack Success Rate (a) and Adversarial Accuracy (b) of few-shot baselines and resynthesis in function of the MSE, when an adversarial attack
is applied to the input images. In particular, in this case, baselines were trained on 10 shots. De-Fake and CLIP+MLP are attacked with CW, EfficientNetB4
is attacked with PGD, CLIP-LoRA is attacked with PGDL2, while Res-CLIP-M is attacked with LOTS. In this case, the gap in the MSE needed to successfully
attack resynthesis is (expectedly) clearly larger than that of full-training models. The only exception is represented by CLIP+MLP, which is more robust to

adversarial attacks (but way less accurate) in its few-shot version.

Moreover, the same experiments were also repeated on
few-shot models to understand how much the adversarial ro-
bustness of baselines varies in this scenario. The same attack
with the same parameters is used for each baseline. The re-
sults of this experiment are summarized in Fig. 8. The results
show that the adversarial robustness gap between Res-CLIP-
M and every baseline (except CLIP+MLP) is even larger in
the few-shot case. In summary, experiments carried out in task
T3 highlight a significantly higher adversarial robustness of
the resynthesis method with respect to all of the baselines.
Moreover, CLIP LoRA, which was the most robust baseline
against post-processing, is not as robust in an adversarial set-
ting. In this latter scenario, De-Fake and CLIP+MLP are more
robust, yet neither of these baselines is as robust as Res-CLIP
methods.

VL. CONCLUSION

We presented a new training-free method based on resynthesis
for the attribution of the source of synthetic images, and a
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dataset for few-shot source attribution that provides secondary
descriptions and image resyntheses. We investigated different
feature spaces and distances in order to develop the best resyn-
thesis methodology, including vision transformers like CLIP,
ViT, DINO, perceptual similarity metrics like DISTS and
LPIPS, and facial recognition CNN features like FaceNet and
GhostFaceNet. Our findings show that CLIP features are by
far the most informative and robust for the method and task at
hand, outperforming all the other extractors. The experimen-
tal results show that our method has very good performance
with respect to state-of-the-art baselines, outperforming them
consistently when 10 or fewer shots are available for training.
Since our algorithm needs to generate just one resynthesis per
class, it is equivalent to a one-shot method, and hence con-
stitutes the best attribution method when the number of shots
is between O and 10. This was demonstrated with different
numbers of sources, ranging from 5 to 14. Moreover, when
post-processing is applied to the images, our method shows
very good robustness, outperforming the baselines in the
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few-shot scenario. Adversarial attacks were carried out
against our method and the baselines (both few-shot and full-
training versions), showing that our method has a significantly
higher adversarial robustness with respect to the baselines. Fu-
ture work will focus on assessing the most suitable captioning
model for the generation of secondary descriptions, including
an investigation into different scenarios where the original
prompt is produced with methods different from Chat-GPT.
The possibility of using different captioning models to pro-
duce the secondary descriptions to be used as prompts for
the resyntheses will also be explored. Moreover, it would be
interesting to carry out experiments on real faces, synthesized
and then resynthesized with generative models, by conduct-
ing them in full compliance with privacy requirements. In
addition, new image categories will be incorporated into the
dataset, and the performance of the resynthesis method will
be evaluated on these expanded categories. In order to make
our method applicable to real-world scenarios, as a further
research direction, we plan to introduce a mechanism for open
set rejection, to reject images coming from unknown sources
or even real images.

APPENDIX

In the following, two appendices can be found that re-
port additional details on the experimentation. In particular,
Appendix I explains in detail how the dataset was used for
resynthesis experiments, while Appendix II describes the re-
sults obtained with baselines when the full training set is
available to train each model.

A. APPENDIX I: DATASET USAGE

For experiments involving regular full-training, like those de-
scribed in Section V-E, the dataset is used following the split
described in Section IV-B in training, validation and testing.
For few-shot experiments, instead, only a small number of
shots is considered for training the baselines (of course, this
does not affect our method, which is training-free). Let k be
the number of shots. For the cases with 5, 8, or 10 classes,
the samples used for training are randomly drawn among
the resyntheses of k characters (the same characters for each
source) belonging to the training set, while the set used for
testing is represented by the full test set. For experiments
on 14 classes, where we only have the test set characters
available in our dataset, we operate a partial leave-k-out split.
Specifically, we randomly draw k originals among the 140
total characters. These originals are used as a training set and
therefore never seen by the models. In particular, the training
samples are their resyntheses (for every generator). The test
samples are instead the other 140 — k originals of the test
set, for experiments on 14 classes (in this case, the originals
themselves are used as test examples, not their resyntheses).
Moreover, to minimize possible biases, the originals to be
used as a training set are always drawn in a way that does not
allow more than one original from the same generator to be
drawn when the required training shots are 14 or less. When
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TABLE 3. Set of Generators Used in Attribution Setups With Different
Numbers of Classes

Classes | Generators

5 Bing, Firefly, Flux.1.Dev, Freepik, Imagen3

8 Bing, Firefly, Flux.l.Dev, Freepik, Imagen3, Leonardo Al,
Midjourney, Nightcafe

10 Bing, Firefly, Flux.l1.Dev, Freepik, Imagen3, Leonardo Al,
Midjourney, Nightcafe, Stable Diffusion 3, Starry Al

14 Bing, Firefly, Flux.l1.Dev, Freepik, Imagen3, Leonardo Al,
Midjourney, Nightcafe, Stable Diffusion 3, Starry Al, Au-

raFlow, Pixart, Playground, Tencent Hunyuan

the number of shots k is larger, the random drawing procedure
ensures that at least one and at most two originals from each
generator are drawn. Since each original carries one resyn-
thesis for every generator, and the resyntheses are used as
training examples, this procedure ensures that we have exactly
k shots for every source to train the baseline models, and
that these correspond to originals which are excluded from
the test set. Since this procedure introduces a certain random
component, few-shot experiments are always repeated, and
an average value of each metric is calculated throughout the
repetitions.

For the sake of simplicity, we also fix in advance the sets
of sources to be used in experiments with 5, 8, 10, 14 classes,
each of which is a successor set of the previous. We decided
to simply select them in alphabetical order for the 10 core
sources, and then again to select in alphabetical order the
sources for which we have only generated test characters. In
Table 3 we list these four sets of sources.

B. APPENDIX II: RESULTS OF FULLY TRAINED BASELINES

For completeness, we report the results obtained in plain and
robust source attribution by training the baselines on the full
training set. We use the core 10 generators of the dataset.
Baseline training can be performed on the 800 examples
of OrTr and/or on the 8,000 examples of ResTr. For each
baseline, we trained three versions: one on OrTr only, one
on ResTr only, and one on both subsets. We then selected
the best version by measuring its accuracy on the validation
set. In particular, for De-Fake, the best version was the one
trained on OrTr only, while for all the other baselines, the best
version was the one trained on ResTr only. In the following,
we only report the results of the best version for each model.
The results are summarized in Table 4. As we can observe,
CLIP+MLP has a large advantage in terms of accuracy on
plain data. As a consequence, and taking into account also
its robustness, CLIP+MLP is the best method on every post-
processing operator. Nevertheless, there is a tie with De-Fake
on contrast enhancement, and another with Res-CLIP-M on
white noise. Moreover, our method, and in particular the
Res-CLIP-M variant, shows a solid robustness performance,
especially on the most disruptive post-processing operators,
which allows it to beat some of the baselines, notwithstanding
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TABLE 4. Accuracy on Plain and Robust Source Attribution on the Core Dataset (10 Generators) When the Baselines are Trained on the Full Training Set of
the Dataset. Baseline Methods are Shown in the Upper Block of Each Setting. The Performance of Our Resynthesis-Based Variants are Reported in the
Lower Block. Each Column Corresponds to a Different Post-Processing Operator Applied to Test Set Images. The Best Result of Each Column is Highlighted
in Bold. The Operator Codes Correspond To: Bl = Blur, Br = Brightness, Cm = CMYK, Co = Contrast, Cr = Crop, G = Greyscale, H = HSV, J = JPEG, M =
Median Filter, P = Print&scan, Re = Resize, Ro = Rotation, SI = Social(Instagram), ST = Social(Twitter), We = WEBP, WN = White Noise.

Shots Method Plain Bl Br Cm Co Cr G H J M P Re Ro SI ST We WN
CLIP+MLP 096 | 0.86 089 096 068 084 071 096 078 095 060 096 089 088 089 0.75 0.54
CLIP-LoRA 0.78 0.77  0.62 0.76 0.63 0.50 0.62 0.76 0.70 0.76 0.11 0.79 0.77 0.75 0.74  0.74 0.10
De-Fake 0.72 0.65 0.67 0.71 0.68 0.72 0.64 0.71 0.72 0.70 0.15 0.72 0.70 0.71 0.70 0.72 0.16
ALL Eff.NetB4 0.61 0.63 0.57 0.61 0.60 0.37 0.64 0.61 0.59 0.60 0.10 0.62 0.61 0.60 0.59 0.60 0.16
Res-CLIP-E 0.66 0.62 0.62 0.66 0.52 0.50 0.54 0.66 0.53 0.66 0.53 0.67 0.62 0.58 0.59 0.47 0.49
Res-CLIP-M 0.65 0.63 0.61 0.65 0.56 0.54 0.57 0.65 0.55 0.64 0.55 0.65 0.63 0.59 0.60 0.50 0.54
Res-CLIP-C 0.65 0.63 0.61 0.66 0.52 0.51 0.54 0.66 0.53 0.67 0.53 0.67 0.62 0.58 0.59 0.47 0.49
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