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Abstract. The growing ubiquity of Retrieval-Augmented Gener-
ation (RAG) systems in several real-world services triggers severe
concerns about their security. A RAG system improves the generative
capabilities of a Large Language Model (LLM) by a retrieval mech-
anism that operates on a private knowledge base, whose unintended
exposure could lead to severe consequences, including breaches of
private and sensitive information. This paper presents a black-box
attack to force a RAG system to leak its private knowledge base
which, unlike existing approaches, is both adaptive and automatic. A
relevance-based mechanism and an attacker-side open-source LLM
favor the generation of effective queries to leak most of the (hidden)
knowledge base. Extensive experimentation proves the quality of the
proposed algorithm in different RAG pipelines and domains, com-
pared to very recent related approaches, which turn out to be either
not fully black-box, not adaptive, or not based on open-source mod-
els. The findings from our study highlight the urgent need for more
robust privacy safeguards in the design and deployment of RAG sys-
tems. We have made the open-source code for our experimental pro-
cedure available for public use [12].

1 Introduction

Retrieval-Augmented Generation (RAG) [32, 22] enables Large Lan-
guage Models (LLMs) to output more accurate, grounded, up-to-
date information, without relying on cumbersome retrainings or fine-
tuning procedures. For instance, it is the case of customer support as-
sistants [5], used by employees within an organization to streamline
workflows [48], and medical support chatbots [42, 55, 46], where
previous medical records help in the initial screening of new cases.
RAG can be applied whenever an LLM is paired with an external
knowledge base, which collects precious and sometimes private in-
formation for the task at hand.1The widespread use of RAG systems
raises significant and often overlooked concerns about privacy and
data security [64]. In particular, very recent works [62, 43, 10] high-
lighted that RAG systems turn out to be vulnerable to specific prompt
augmentations, that can “convince” the LLM to return (portions of)
its input context, containing pieces of private knowledge.

We further dive into this direction, showing that it is indeed pos-
sible to attack RAG systems by means of an automated routine,

∗ Corresponding Author. Email: christian.dimaio@phd.unipi.it
1 The concept of RAG is general, and not only restricted to the case of lan-

guage, which is indeed what we consider in the attack of this paper [14, 63].

powered by an easily accessible open-source LLM and a sentence
encoder. We propose a relevance-based procedure to promote the
exploration of the (hidden) private knowledge base. The goal of
our attack routine is to maximize the estimated coverage of the
private knowledge base, thus aiming at extracting all the informa-
tion out of it. In summary, this paper includes the following con-
tributions: (i) it raises awareness of privacy risks in RAG systems
by demonstrating how their vulnerabilities can be used to craft a
fully-automated knowledge-extraction routine; (ii) it proposes an
untargeted black-box adversarial attack that aims to steal the pri-
vate knowledge base within a RAG system (it can be executed on
a standard home computer, without relying on any online pay-per-
use APIs); (iii) it proposes a novel adaptive relevance-based strategy
to progressively explore the (hidden) private knowledge base; (iv) it
shows the transferability of the attack across different RAG config-
urations, and compares it with recent related approaches, which are
either not black-box, or based on external services (pay-per-use), or
not adaptive. Our work sheds even more light on critical vulnerabil-
ities of RAG systems, further emphasizing the importance of taking
specific measures to counter these attacks.

2 Background

The huge attention gained by LLMs in both industry and
academia [33, 30, 65, 29], is paired with the growing need to adapt
them to knowledge which was not available at training time [11,
18, 31, 24, 38]. Generating data involving new knowledge can be
achieved by employing ICL [6, 56, 15, 61, 34], which appends in-
formation to the prompt input (context) and is also the basis of RAG
systems.
Retrieval-Augmented Generation. In the context of this work, we
consider a collection of “documents”, {D1, . . . ,Dm}, where each
Di is an unstructured piece of textual information. Given a pre-
trained LLM, we describe a RAG system by an architecture com-
posed of four principal components [47]: (i) a text embedder, func-
tion e, that maps a given text into a high-dimensional embedding
space, such as R

demb ; (ii) a storage that memorizes texts and em-
bedded texts (more generally speaking, a vector store); (iii) a simi-
larity function, e.g., cosine similarity, used to evaluate the similarity
of a pair of embedded text vectors; (iv) a generative model, func-
tion f , usually an LLM, that produces output text based on input
prompts and retrieved information. With an abuse of notation, we
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Figure 1. (Left) Attacking a RAG system with the proposed algorithm, following the “Pirate” metaphor of this paper. The red links show how private pieces
of information (coins) “move” from the private knowledge (chest) to the attacker (pirate) knowledge base, by convincing the RAG LLM (parrot) to expose

them. The attack is generated by means of anchors (paired with relevance), using an attacker-side LLM and embedder, both based on open-source tools that can
run on a domestic computer. (Right) A running example of the proposed methodology, also showing the main steps of the proposed algorithm (which will be

formally described in Algorithm 1 and in the paper text).

will use function names also to refer to the names of the modeled
components. Building a RAG system involves a first stage in which
documents {D1, . . . ,Dm} are partitioned into smaller pieces of text
(sentences, paragraphs, etc.), referred to as “chunks”. We indicate
with |Di| the total number of chunks in document Di. A private
knowledge base K is created, collecting all the prepared chunks,
K = {xz, z = 1, . . . ,

∑m
i=1 |Di|}. The vector store gets populated

with vector representations of the chunks in K, i.e., K = {xz =
e(xz), z = 1, . . . , |K|, xz ∈ K}. Then, a RAG system can be used
to interact with the user. Given an input prompt q, the most similar
chunks in K are retrieved, usually working in the embedding space.
The embedding of q, computed by e(q), is referred to as q, and the
similarity score between q and the vectors xz’s in K is computed to
identify the top-k most similar chunks to the prompt. This yields the
set of retrieved chunks X (q) ⊂ K, with |X (q)| = k. The language
model, function f , generates output text y conditioned on both the
input prompt q and the text of the chunks in X (q). Formally, we can
factorize the prompt-conditioned generation as

p(y | q, f) =
∑

X (q)

p(y | q,X (q), f)p(X (q) | q), (1)

where p(X (q) | q) represents the probability of retrieving a certain
X (q) given the prompt q. Of course, calculating p(X (q) | q) for all
possible subsets of K is impractical, thus, as anticipated, X (q) is im-
plemented by selecting the top-k most relevant chunks from K based
on the similarity measurement, which is the only one with non-zero
probability. This clears the summation and leaves us with the prompt-

and-retrieved-set conditioned generation,

p(y | q,X (q), f) =
s∏

z=1

p(yz | y<z, q,X (q), f). (2)

The notation y = (y1, y2, . . . , ys) represents the generated sequence
of tokens, y<z denotes the sequence of tokens generated up to time
step z, and p(yz | y<z, q,X (q), f) represents the probability of gen-
erating the token yz by the LLM in the RAG system, given the pre-
viously generated tokens, the prompt, and the retrieved chunks.

3 Pirates of the RAG

There exist several studies in the context of security of machine
learning-based services with respect to different types of attacks
and threat models [9, 20]. In this paper, we focus on black-box at-
tacks [57] to RAG systems, which are the most challenging ones,
since the adversary lacks insight into the internal structure of the
model and can only interact with it by submitting an input and ob-
serving the corresponding output. Moreover, we consider the case
of untargeted attacks, without prioritizing any particular type of
data [62], even if our model could be extended to the targeted case
(beyond the scope of this paper).
Overview. Drawing an analogy to a raid of pirates on the high
seas, trying to steal a hidden treasure, the goal of our attack is to sys-
tematically discover the private/hidden K and “steal” it, i.e., repli-
cate it in the attacker machine as faithfully as possible, yielding K�.
This is done by “convincing” the LLM of the RAG system, f , to
expose chunks in its response y (where y = f(q)), through care-
fully designed queries, q. The attack is adaptive, since it is grounded
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on a relevance-based mechanism that dynamically keeps track of
those keywords/categories/topics that are correlated to what has been
stolen so far, referred to as “anchors”, to which the RAG system turns
out to be more vulnerable (high relevance). Anchors represent topics
that are likely to be covered by chunks in the hidden K. The attacker
relies on open-source tools, which can be easily found on the web, to
prepare the attack queries q: an off-the-shelf LLM f�, for preparing
the attack queries—even a relatively “small” one by current stan-
dards, and a text encoder e�, for creating embeddings and comparing
chunks/anchors in a vector space. Notice that (i) f� and e� are not
intended to be somehow similar to f or e, which are fully unknown
due to the black-box nature of the attack; moreover (ii) our attack
emphasizes the choices of models that can be easily run on a home
computer (or even a smartphone, in principle). In summary, the at-
tacker uses f�, e�, the knowledge stolen so far K�, and an adaptive
relevance-based mechanism to craft novel queries that aim at max-
imizing the exposure of K. An overview of our attack is shown in
Figure 1.
Preliminaries. The attack algorithm keeps submitting queries to
the RAG system until a criterion on a relevance-based procedure is
met (described in the following). Let t be the iteration index, that
we will use as an additional subscript to all the previously intro-
duced to notation. A set of anchors At = {at,1, . . . , at,|At|} is
progressively accumulated, being At = {at,1, . . . ,at,|At|} their
corresponding embeddings. Each anchor at,i is paired with a rele-
vance score rt,i, that is used to determine what anchors appear more
promising to proceed in the attack, or if the attack should stop. Rele-
vance scores are collected in Rt. An attack query qt is built through
the exploitation of information inherited from the most relevant an-
chors in At, and by adding a final suffix that acts as an injection com-
mand [62, 43, 10, 28]. The injection command induces unwanted be-
haviors that aid in information stealing, guiding the language model
f of the RAG system to generate outputs that also contain (por-
tions of) X (qt). We consider a given set of injection commands C
(see supplementary materials [13], Appendix B), following what is
commonly done in related literature (in our experience, |C| = 4).
In the rest of the paper, all the attacker-side embeddings are always
intended to be computed by e�. The attacker exploits a similarity
function sim(xi,xj) to compare embeddings, that we assume to be
the cosine similarity. The attack is reported in Algorithm 1, and de-
scribed in the following.
Initialization. Before starting the adaptive attack procedure, a sim-
ple word is used to build A0 = {a0,1}, usually a common word in
the target language, setting its relevance to a custom β > 0, i.e.,
R0 = {r0,1 = β}. Since anchors will be used to construct the at-
tack queries, the value of β can be interpreted as the upper bound on
the number of times an anchor may cause f return duplicate chunks,
i.e., chunks that were already stolen in the past. An initial query q0 is
manually prepared and sent to the LLM of the RAG system, append-
ing the injection commands in C and asking to get back some output
y = f(q0) structured according to a certain format and with up to
c chunks. By inspecting the actual structure of y, we prepare basic
parsing rules to extract the chunk-related parts of y. Notice that this
is a trivial step, see supplementary materials [13], Appendix C.
Stealing Chunks. At the t-th step, the anchor set At is sampled
according to the relevance scores Rt to select the n ≥ 1 most rel-
evant anchors (sample–Algorithm 1). Effective anchor sampling is
crucial for balancing exploration and exploitation during the stealing
process. We independently draw n samples according to the prob-
ability distribution of the relevance scores (built using the softmax
function). This allows us to balance exploration (i.e., less proba-

Algorithm 1 Pirates of the RAG. Duplicate checking is performed in
a vector space, by means of encoder e�. See the paper text for details.
Require: LLM f�, text encoder e�, similarity function sim, similarity thresholds

α1, α2, injection commands C, initial anchor a, initial relevance β > 0, number
of anchors to sample n ≥ 1, estimated structure of the RAG system output in
response to attack queries.
� initialization
t← 0, At ← {a}, Rt ← {β}, K�

t = ∅
� attack-loop
while max(Rt) > 0 do

t← t + 1

� relevance-based sampling of n anchors
Â ← sample(At,Rt, n)

� attacking and getting knowledge
q′t ← generate_base_query(Â, f�)
St ← ∅
while St = ∅ do

qt ← inject(q′t, next(C))
y ← f(qt)
St ← parse(y)

end while

� saving non-duplicate chunks
S̃t ← duplicates(St,K�

t , e
�, sim, α1)

K�
t+1 ← K�

t ∪ (St \ S̃t)
� extracting and adding new anchors
A ← extract_anchors(St \ S̃t, f�)

A ← A \ duplicates(A,At, e
�, sim, α2)

At+1 ← At ∪ A
� updating anchor relevance scores
Γ← compute_penalties(S̃t,At, e

�, sim)

Ã ← extract_anchors(S̃t, f�)

Rt+1 ← update_relevances(Rt,A, Ã \ A,Γ)
end while

ble anchors still have a chance to be selected, allowing the algo-
rithm to explore a wider range of topics) and exploitation (i.e., more
relevant anchors are more likely to be selected). The attacker-side
LLM f� is asked to generate some text which is compatible with the
sampled anchors (generate_base_query–Algorithm 1). Such text is
then poisoned with an injection command selected from C, yield-
ing the query qt (inject–Algorithm 1) that is sent to the LLM of
the RAG system. The output y = f(qt) is parsed to check whether
chunks from the private knowledge are present, which we collect in
St = {st,j , j = 1, . . . , c} (parse–Algorithm 1). Of course, less
than c chunks (or more) could be returned. If St is empty, the pro-
cess is repeated with the next injection command in C.
Duplicates. One or more of the stolen chunks in St might be du-
plicates of those already in Kt. Duplicate checking requires a tol-
erant metric that is not a simple exact match, since the stolen data
could include some noise, or it could be returned multiple times
with just a few different tokens, or with one or more synonyms.
For this reason, we rely on comparing the embedded representa-
tions Kt and each st,j = e�(st,j), marking st,j as duplicate if
sim(xz, st,j) ≥ α1 for at least one xz ∈ K�

t , given a threshold α1

(duplicates–Algorithm 1). Non-duplicate chunks are added to the
attacker-side knowledge base K�

t , yielding K�
t+1. Duplicate chunks

are collected in S̃t ⊆ St.
Updating Anchor Set. The attacker-side LLM f� is asked to ex-
tract anchors from each non-duplicated chunk that was just stolen,
st,j /∈ S̃t (extract_anchors–Algorithm 1), which are added to At,
yielding At+1. Of course, only never-seen-before anchors are added,
thus duplicate anchors are discarded, i.e., the embedded versions of
the extracted anchors are compared with the data in At, following the
same strategy described for comparing stolen chunks (with threshold
α2). This helps us prevent the addition of synonyms or overly similar
anchors (w.r.t. the existing ones) to the anchor set.
Updating Relevance Scores. The relevance scores of the anchors
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are updated by means of a dynamic procedure that relies on how
effective each anchor turned out to be at each time step. While the
relevance of newly added anchors is set to a specific value, the rel-
evance scores of the other anchors can either be left untouched or
decreased. The latter happens for those anchors that are present in
chunks that turned out to be duplicates of the already stolen ones,
i.e., st,j ∈ S̃t. This dynamic evolution allows the attack algorithm to
de-emphasize topics that yield duplicate chunks, ensuring that inef-
fective anchors gradually lose their influence in the anchor sampling
process. The attack procedure stops when all the anchors have zero
relevance. Formally (update_relevances–Algorithm 1),

rt,i =

⎧⎪⎨
⎪⎩

max(Rt), if at,i is new anchor
rt,i − γt,i, if at,i is anchor of a duplicate
rt,i, otherwise

(3)

where γt,i is a penalty term whose computation will be described in
the following, and rt,i is always forced to be ≥ 0. This first case
in Eq. 3 has a very important meaning: instead of setting to β the
relevance of a new anchor, the current state of the relevance scores is
considered. In fact, when all the existing relevance scores are close
to zero, it means that the algorithm is mostly getting back duplicated
chunks, which suggests that the attack procedure has advanced for
some time and it is no longer effective. Adding a new anchor in this
state is assumed to be not too informative. Differently, a new anchor
found when the algorithm is stealing chunks with large success (so
high relevance of the existing anchors) will propagate high relevance
also to the new one. Note that if the same anchor is present in multiple
duplicated chunks, its relevance score is only penalized once for each
t.
Computing Penalty Scores. The penalty term γt,i in Eq. 3 depends
on the correlation between the anchor at,i and the stolen chunks that
turn out to be duplicates, i.e., the ones in S̃t. For each s̃t,j ∈ S̃t, we
measure how strongly it is correlated to the existing anchors, com-
puting the following probability distribution,

vt,j = softmax(sim(s̃t,j ,at,z), z = 1, . . . , |At|).

We can now compute the penalty scores by averaging over the du-
plicated chunks, since we want each penalty term γt,i to take into
account the fact that the at,i could be present in multiple duplicate
chunks,

γt,i =

∑|S̃t|
j=1 vt,j,(i)

|S̃t|
, i = 1, . . . , |At| (4)

being vt,j,(i) the i-th component of vector vt,j . We have 0 ≤ γt,i ≤
1 (compute_penalties–Algorithm 1, where Γ is the set of all the
γt,i’s).

4 Related Work

The deployment of AI models in privacy-sensitive applications [26,
19, 52] has raised the attention of researchers in how to protect sensi-
tive information [58, 60, 53, 7, 50]. The introduction of RAG systems
further increased such attention [64, 62, 43, 10, 28]. Going beyond
Membership Inference Attack (MIA) [8, 25, 51], whose goal is to
determine whether a specific data point was part of a model training
set [40, 7, 49, 23] or of the RAG system [4, 16, 36], our work fo-
cuses on actually stealing knowledge from the RAG system. Huang
et al. [27] examined privacy vulnerabilities in kNN based Language
Model, showing how jailbreaking commands can not only be used to

extract sensitive information but also compromise the safety, usabil-
ity, and trustworthiness of the agent [48]. Our work is motivated by
such evidence.

To the best of our knowledge, there exist only a few very recent
works that are directly related to what we propose [62, 43, 10, 28].
All of them operate in a black-box scenario, with the exception
of [10], which assumes prior knowledge on the hidden embedding
mechanism. The Good and The Bad (TGTB) [62] collects chunks
of text from the Common Crawl dataset and uses them as prompts,
after having altered them. A similar work [43], which we refer to
as Prompt-Injection for Data Extraction (PIDE), draws its textual
inputs from the WikiQA dataset. TGTB and PIDE, unlike our ap-
proach, are not based on adaptive procedures. Instead, they use static
questions from known datasets in the untargeted setup and GPT APIs
in the targeted setup, whereas we rely entirely on open-source solu-
tions. Differently, Dynamic Greedy Embedding Attack (DGEA) [10]
introduces an adaptive algorithm that dynamically crafts queries. It
seeks to maximize the dissimilarity between the embedding of the
current query and the embeddings of previously stolen chunks. Con-
currently, it minimizes the difference between the embedding of the
query and a command-augmented version of it. Our approach does
not require any costly comparisons. Rag-Thief (RThief) [28] takes
a different approach by utilizing a short-term memory to temporar-
ily store extracted text chunks and a long-term memory to aggregate
them. At each step of the attack, a chunk is selected from the short-
term memory, and a reflection mechanism generates multiple contin-
uations and anticipations of the current chunk. These generated seg-
ments are concatenated to form a new prompt, which is then injected.
Our approach requires only one call to a generative model to craft an
attack query. The termination criteria of the related attack procedures
vary. TGTB, PIDE, and DGEA rely solely on a predefined number
of attacks to conclude their operations. RThief, instead, is more flex-
ible: the algorithm can terminate either when the short-term mem-
ory buffer is emptied or when the maximum number of attacks is
reached. In contrast, our method uses the relevance of anchors as a
stopping condition, ensuring a more context-aware and adaptive goal
condition.

5 Experiments

We present experiments that simulate real-world attack scenarios to
three different RAG systems, using different attacker-side LLMs.
Each RAG system is used to implement what we refer to as “agent”,
i.e., a chatbot-like virtual agent that allows the user to interact by
natural language queries.

Table 1. Configuration of the RAG systems in the three virtual agents
considered in our experiments (LLM f , text embedder e, source of the

knowledge base K).

Agent A Agent B Agent C

f Llama 3.1 8B [2024] Phi-3.5 mini [2024] Llama 3.2 3B [2024]
e BGE v1.5 large [2023] E5-large-v2 [2022] GTE-large-en-v1.5 [2023]
KHealthcareMagic [2023] Mini-Wikipedia [2024] Mini-BioASQ [2024]

Virtual Agents. We define three RAG-based agents (Table 1).
Agent A, a diagnostic support chatbot intended for use by patients,
exploits a knowledge base built from historical patient-doctor con-
versations and medical records. Agent B is an educational assistant
designed to interact with children, responding to questions about var-
ious subjects, including history and geography. The private knowl-
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edge base was populated by documents that also include private de-
tails about historical monuments. Agent C is a research assistant
for chemistry and medicine, tailored to support researchers in ex-
perimental settings. Its private knowledge base includes confiden-
tial chemical synthesis procedures and proprietary methods for pro-
ducing specific compounds. The private knowledge bases of virtual
agents A, B, C are simulated by means of well-known datasets (Ta-
ble 1). We sampled 1,000 chunks for each agent with a guided se-
mantic sub-sampling technique which avoids chunks to cover a small
portion of knowledge (see supplementary materials [13], Appendix
D).
Competitors. We compare our method (referred to as Pirate) with
the competitors described in Section 4: TGTB [62], PIDE [43],
DGEA [10] and RThief [28]. As anticipated, in their targeted setup,
the authors of TGTB and PIDE use GPT as a query generator. To
provide another competitor for our untargeted setup, we also intro-
duce the new approach named GPTGEN, utilizing GPT-4o-mini [41]
tasked with generating questions focused on general knowledge top-
ics, with the same attack routine of TGTB/PIDE. Note that DGEA
and RThief are designed to target high-end online LLMs. To main-
tain consistency, we use GPT-4o-mini [41] as the LLM for such ap-
proaches. To further strengthen the comparison, we also consider
variants DGEA∗ and RThief∗, which use the same LLMs as our ap-
proach and the other competitors (Table 1). Moreover, DGEA∗ as-
sumes no prior knowledge of the hidden embedder, making it fully
black-box.
Bounded vs. Unbounded. To ensure fair and realistic evaluations,
we consider two distinct (BO) bounded and (UB) unbounded attacks.
In the BO scenario, each method performs 300 attacks (i.e., attempts
to use all the injection commands until some chunks are returned,
Algorithm 1). In contrast, in the UB scenario, the attack algorithm
can run a virtually unlimited number of queries, determining by it-
self when to stop. Competitors rely on a predefined, fixed number of
attack iterations (they have no way to generate new queries), with
the exception of RThief, where we can simulate UB by stopping
when both its short-term and long-term buffers are empty (i.e., not
being able to proceed any further)2. All hyperparameters for the com-
petitors remain as originally prescribed in their respective papers.
On the attacker side, we select tools that balance performance and
computational efficiency, making it feasible to run even on domestic
hardware: the text embedder is Snowflake Arctic,3 from the MTEB
leaderboard,4 while LLM is Llama 3.2 1B5 with temperature set to
0.8. In our method we set β = 1, the similarity threshold between
chunks α1 = 0.95, the similarity between anchors α2 = 0.8 and the
number of anchors used to generate a new text n = 3.
Injection Commands. TGTB, PIDE, GPTGEN, and also our
method, exploit an injection command pool C, sequentially attempt-
ing different commands for each attack until one succeeds or the pool
is exhausted. RThief, in accordance with its original implementation,
uses the first command of the pool C that initially led to a successful
extraction.6 In contrast, DGEA integrates a single, specific, injection
command directly into its dynamic query-crafting process (making it
impractical to re-run the entire procedure for a command pool). Both
DGEA and RThief also include a request to return data in JSON for-

2 Specifically, when the short-term memory is depleted, chunks from the
long-term buffer are pushed again in the short-term buffer, and the process
restarts and continues until the long-term memory is also exhausted.

3 https://huggingface.co/Snowflake/snowflake-arctic-embed-l
4 https://huggingface.co/spaces/mteb/leaderboard
5 https://huggingface.co/meta-llama/Llama-3.2-1B
6 We made a slight modification to the command to explicitly request the

same output format as DGEA.

mat. In the variants DGEA∗ and RThief∗, in line with our attack,
we avoid asking for JSON structured data, and we use the first com-
mand from C, based on an analysis of command effectiveness for
each agent (see supplementary materials [13], Appendix B).
Metrics. Navigation Coverage (Nav) represents the percentage of
the private knowledge base that the RAG retrieval mechanism re-
turns at least once in its top-k entries (a higher Nav indicates that the
attacker queries effectively span different areas of the private knowl-
edge base); Leaked Knowledge (LK) is the percentage of chunks
from the hidden knowledge base that are effectively “leaked”7 (a
higher LK value means a larger portion of the original knowledge
base has been closely matched); Leaked Chunks (LC), which counts
the total number of stolen chunks, including duplicates; Unique
Leaked Chunks (ULC) measures the number of unique chunks that
are extracted8 (a high ULC means that the attacker is finding gen-
uinely new content, which may still include hallucinations). Here,
LC is treated as a measure of attack intensity rather than a success
criterion. The effectiveness of the attack is captured by ULC and, for
compactness, the ULC/LC ratio. This ratio measures the efficiency
of the extraction, where a value closer to 1 indicates less duplication.
Main Results. Table 2 focuses on the bounded case, and it reports
the joint results in terms of Nav and LK, since they offer a compre-
hensive view of the quality of the attack algorithms: the capability
of the attack procedures to “trigger” different portions of the private
knowledge (Nav) and the actual fraction of stolen chunks (LK). No-

Table 2. Comparisons in bounded settings, consistent with most of the
existing literature (%). The best results are in bold (second best are

underlined). We remark that our attack (Pirate) is indeed unbounded, thus we
manually early stopped it to compare to the others.

Agent A Agent B Agent C

Attack Nav LK Nav LK Nav LK

DGEA 38.0 37.6 16.8 14.6 28.5 26.0
DGEA∗ 27.5 25.1 4.9 3.3 15.9 8.9
GPTGEN 15.9 15.8 10.7 6.6 14.2 9.6
PIDE 27.5 27.5 22.1 20.6 17.4 12.3
RThief 42.0 41.9 10.7 10.6 12.6 11.3
RThief∗ 42.5 42.1 3.0 2.4 3.3 2.9
TGTB 37.8 37.8 8.7 8.5 21.4 17.0
Pirate (Ours) 56.3 56.2 34.5 20.1 32.9 27.4

tably, our method constantly overcomes all the other approaches in
terms of navigation coverage, with a significant gap from all the com-
petitors, and it also compares favorably in terms of leaked knowl-
edge, with the exception of one case in which it is the second-best.
The case of agent A is the one in which the amount of leaked knowl-
edge reaches a result which massively improves over the others. In a
nutshell, despite being limited to 300 attacks, our approach not only
leaks more information but also a wider variety of it, confirming the
quality of its relevance-based adaptive algorithm. Table 3 focuses on
the unbounded setting, which is more natural for the proposed al-
gorithm, where the differences between the unbounded competitors

7 A chunk x ∈ K is leaked if there exists one chunk x� ∈ K� such that
ROUGE-L(x, x�) ≥ 0.5, following [62], being ROUGE-L a known vari-
ant of the rouge score [21]. However, a stolen chunk might include addi-
tional “noise” or extra information, due to the language generation proce-
dure, that should be discarded in this computation. Thus, the most simi-
lar pair (x, x�) is found in a soft-manner: the e-embedded version of x�

is compared with K to find the closest x. We apply ROUGE-L metric to
(x, x�).

8 Chunks (xa, xb) are considered duplicate if their embeddings, computed
by e�, yield a similarity > 0.95.
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become even more pronounced. By allowing the algorithm to run

Table 3. Comparisons in unbounded settings, consistent with the adaptive
nature of our algorithm (%). The best results are in bold (number of attacks
for the three compared approaches are respectively (1420, 1465, 4305) for

Agent A, (353, 320, 9805) for Agent B and (242, 293, 8155) for Agent C).
In the bottom part of the table, we report results of our approach when early

stopping it to match the same number of attacks of the other unbounded
competitors (suffix). In this setting, Pirate still overcomes RThief, with one

exception (agent B-LK, in italics).

Agent A Agent B Agent C

Attack Nav LK Nav LK Nav LK

RThief 71.0 71.0 31.6 30.9 13.8 13.6
RThief∗ 69.1 68.6 17.6 8.4 20.6 15.7
Pirate (Ours) 95.9 95.8 89.8 78.8 94.3 88.8

Pirate-RThief 86.9 86.8 36.8 22.3 28.2 23.8
Pirate-RThief∗ 87.6 87.5 35.4 21.2 32.6 27.1

until it no longer yields new information, the proposed approach can
extract the majority of the private knowledge base. While RThief can
improve significantly compared to the bounded scenario, it still does
not approach the quality of our method. When considering RThief∗,
the gap is even larger, confirming that our adaptive querying and
anchor-based strategy consistently outperforms the competitors, re-
gardless of the termination condition. Further analysis on the un-
bounded setting can be found in supplementary materials [13], Ap-
pendix F.
In-depth Studies. In order to inspect the behaviors of the anchor
set and of the relevance mechanisms during the attack procedure, in
Fig. 2 we report the size of the anchor set, |At|, as a function of time
(or, equivalently, the number of attacks)–solid lines. We also plot the
number of anchors whose relevance score is zero, also referred to
as “dead” anchors–dashed lines. When a pair of lines joins, the al-
gorithm ends. The curves with the same color are almost symmetric

Figure 2. Evolution of anchor set At during the (unbounded) attack
procedure of Algorithm 1. Dashed curves are about zero-relevance (dead)

anchors.

with respect to the line connecting the origin to the final knot. Com-
pared to Table 2-3, best results are in the case in which a smaller num-
ber of anchors is collected (Agent A). In this case, the algorithm was
able to find good anchors that allowed it to steal a large amount of
knowledge. In the case of agents B/C, more anchors are accumulated,
especially in case B, suggesting that many of them turned out to not
help in a significant manner. This is actually coherent with the lower
results obtained in the B case (Table 2-3). Fig. 3 compares how many

Figure 3. Pale: number of extracted chunks (LC metric) during the attack
procedure (bounded case). Opaque: number of unique chunks (ULC metric).

Table 4. Wall-clock time (seconds) to create an attack query (mean ±
std)–without sending it to the RAG system. In our attack, this includes the
time to extract anchors (most cumbersome step), update relevance, sample

anchors, generate query. PIDE, TGTB, and GPTGEN are based on
pre-designed queries and RThief∗ is identical to RThief (in DGEA and

DGEA∗ the query creation depends on the text embedder which varies).

Attack Agent A Agent B Agent C

DGEA 1116.09±120.82 1107.97±111.41 937.50±214.85

DGEA∗ 560.26±4.34 386.65±2.73 581.23±88.42

RThief 14.78±12.05 18.64±13.54 20.06±13.33

Pirate (Ours) 13.25±5.44 11.20±5.05 15.24±6.20

total chunks (LC) and how many unique chunks (ULC) each method
extracts in the bounded case. Pirate stands out for its ability to un-
cover a greater number of unique chunks on Agents A and C com-
pared to the other methods, and it matches PIDE in Agent B (ULC).
Moreover, Pirate consistently achieves a higher ratio of unique-to-
total chunks on Agents A and B than the other approaches, indicating
the effective nature of the queries in exploring previously unrevealed
information rather than repeatedly retrieving the same chunks. Fi-
nally, in Table 4, we report the wall-clock time required to prepare
an attack query. PIDE, TGTB, and GPTGEN have no query genera-
tion time since all queries are pre-generated prior to the start of the
algorithm. DGEA requires a significant interaction with the text em-
bedder and comparisons with its internal memories, while RThief re-
quires the attacker LLM to generate backward and forward continua-
tions of a stolen chunk. This procedure not only demands more time
than ours, but also leads to substantially longer adversarial queries
(see supplementary materials [13], Appendix E, Figure 4). Overall,
the query generation time in Pirate is very advantageous since, once
anchors are sampled (based on their relevance), there are no further
comparisons to perform.

6 Defense Strategies

One intuitive defense is to raise the similarity threshold during re-
trieval (Retrieval Threshold Adjustment) so that only highly rel-
evant chunks are selected. However, both our proposed Pirate at-
tack and competitors like RThief generate “infected” prompts with
high similarity to top-k retrieved chunks (see supplementary mate-
rials [13], Figure 5). Increasing the threshold would likely discard
valuable context necessary for accurate query responses, thus de-
grading system performance. Another common approach is to mod-
ify the prompt with additional instructions aimed at discouraging the
repetition of sensitive content (Prompt-Based Defenses). A Previ-
ous study [43] indicates that such prompt modifications do not com-
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pletely prevent the leakage of information by the Agent. The adver-
sarial query-generation process is specifically designed to circum-
vent these preventative instructions, resulting in not a complete mit-
igation of leakage despite these modifications. We also evaluated a
state-of-the-art guard system (Llama Guard [39]) designed to pre-
vent unsafe outputs, including privacy-sensitive content. Our evalu-
ation (see supplementary materials [13], Appendix H) reveals that
while guard systems provide a promising starting point, they exhibit
significant limitations in accurately detecting and mitigating adap-
tive privacy leakage. This suggests that relying solely on such mech-
anisms may not offer sufficient protection. Another defensive mea-
sure is to limit the rate at which queries can be made (Query Rate

Limiting). While rate limiting can slow down the overall runtime
of an attack by restricting the frequency of query submissions, it
does not fundamentally prevent the extraction of private data. An
adaptive adversary can still eventually uncover sensitive information
given enough time, making this approach only partially effective.

7 Conclusions and Future Work

We presented Pirate, an adaptive, anchor-based black-box attack
that extracts private content from RAG systems using only lo-
cal, open-source tools. In head-to-head evaluations, Pirate achieved
higher navigation coverage and leaked knowledge than prior meth-
ods in both bounded and unbounded settings, while keeping
query-generation time competitive. Our experimental setup simulates
realistic operational constraints faced by many organizations, includ-
ing privacy compliance requirements (e.g., GDPR [17]), hardware
limitations, and restrictions on using online obfuscation systems. Al-
though our work does not propose a novel defense mechanism, it
establishes an adaptive attack benchmark that can inform and guide
the development of more robust defense strategies in future research.
Given the prevalence of sensitive or proprietary data in RAG deploy-
ments, responsibly studying such attacks is necessary to harden sys-
tems and reduce risks of privacy breaches and misuse.
Future Work. Future work should focus on five key areas. First,
we can enhance duplicate identification by exploring alternatives to
our current embedding and ROUGE-L analysis. Second, we aim to
develop methods that distinguish between public and private data
leakage in RAG systems for a more nuanced assessment. Third, our
untargeted attack strategy could be extended to target specific sensi-
tive information. Fourth, we will investigate how the attacker LLM’s
complexity impacts attack effectiveness. Finally, we plan to incor-
porate advanced tuning strategies to automate the selection of key
parameters like similarity thresholds.
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