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2. Impact of the Charter on the material scope of data
protection’

2.1. Introduction

Until the coming into force of the GDPR in May 2018, the material scope of EU data protection was
defined by Article 3(1) of Directive 95/45, pursuant to which “this Directive shall apply to the
processing of personal data wholly or partly by automatic means, and to the processing otherwise than
by automatic means of personal data which form part of a filing system or are intended to form part of
a filing system”. Article 3(2) limited the material scope of the protection by expressly excluding its
application to the processing of personal data realised: (first indent) “in the course of an activity which
falls outside the scope of Community law, such as those provided for by Titles V and VI of the Treaty
on EU and in any case to processing operations concerning public security, defence, State security
(including the economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law”; or (second indent) “by a natural person
in the course of a purely personal or household activity”.

Article 2 of the GDPR titled “Material scope” reads:

(1) “This Regulation applies to the processing of personal data wholly or partly by automated means
and to the processing other than by automated means of personal data which form part of a filing
system or are intended to form part of a filing system.

(2) This Regulation does not apply to the processing of personal data:
(a) in the course of an activity which falls outside the scope of Union law;

(b) by the Member States when carrying out activities which fall within the scope of Chapter 2 of Title
V of the TEU;

(c) by a natural person in the course of a purely personal or household activity;

(d) by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security.

(3) For the processing of personal data by the Union institutions, bodies, offices and agencies,
Regulation (EC) No 45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts
applicable to such processing of personal data shall be adapted to the principles and rules of this
Regulation in accordance with Article 98.

(4) This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in
particular of the liability rules of intermediary service providers in Articles 12 to 15 of that Directive.

This Chapter analyses how, based on the Charter and/or of the principles of effectiveness and
proportionality, the CJEU has interpreted Article 3 of Directive 95/45 and Article 2 of the GDPR to
define the general scope of the protection.

! We thank Andrea M. Garofalo (University of Trento) for his contribution in editing this chapter and enriching it with
special regard to German legislation and caselaw.
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Main guestions addressed

1. What is “personal data” in the perspective of the Charter? How does the CJEU’s case-law define
the array of personal data? What elements go beyond this scope?

2. What is “processing” of personal data? What types of operations constitute “processing” in the
meaning of the EU data protection law and in light of Article 47 CFREU and the principle of effective
protection?

3. a) In light of the principle of effectiveness of data protection, how should the concept of
“controller” of the processing of personal data be interpreted under EU Data protection? Can the Charter
and the principle of effective protection influence this concept?

b) In light of the principle of effectiveness of data protection, what are the circumstances under which
an operator, who is not the data processor, should be considered as having “joint control” over the data
processing?

4. In light of the principle of effectiveness of data protection, how should the concept of “data
subject” be interpreted within the meaning of EU law on data protection?

2.1.1.  Question 1: Definition of the concept of “personal data”

1) What is “personal data” in the perspective of the Charter? How does the CJEU case-law defing|
the array of personal data? What elements are beyond this scope?

Within the cluster of cases, identification of the main case that can be presented as a reference
point for judicial dialogue within the CJEU and between EU and national courts:

> Judgment of the Court (Second Chamber), 19 October 2016, Patrick Breyer v. Bundesrepublik
Deutschland, Case C-582/14 (Breyer)

Cluster of relevant CJEU cases
> Judgment of the Court, 6 November 2003, Bodi/ Lindgvist, Case C-101/01 (Lindqvist)

> Judgment of the Court (Grand Chamber), 16 December 2008, Tietosugjavaltuutettu v. Satakunnan
Markkinapirssi Oy, Satamedia Oy, Case C-73/07 (Satamedia)

> Judgment of the Court (Grand Chamber), 9 November 2010, Volker und Markus Schecke GbR
& Hartmut Eifert v Land Hessen, Joined cases C-92/09 & C-93/09 (Volker)

> Judgment of the Court (Third Chamber), 24 November 2011, Scarlet Extended SA v. Société belge
des autenrs, compositenrs et éditenrs SCRL (SABAM), Case C-70/10 (Scarlet Extended)

> Judgment of the Court (Third Chamber), 30 May 2013, Worten — Equipamentos para o Lar $A v
Autoridade para as Condigoes de Trabalho (ACT), Case C-342/12, (Worten)

> Judgment of the Court (Grand Chamber), 13 May 2014, Google Spain SL., Google Inc. v. Agencia
Espariola de Proteccion de Datos (AEPD), Mario Costeja Gonzdlez, Case C-131/12 (Google Spain)
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> Judgment of the Court (Second Chamber), 19 October 2016, Patrick Breyer v. Bundesrepublik
Deutschland, Case C-582/14 (Breyer)

> Judgment of the Court (Second Chamber), 20 December 2017, Nowak v Data Protection
Commissioner, Case C-434/16 (Nowak)

> Judgment of the Coutt (Second Chamber), 14 February 2019, Sergeis Buivids, Case C-345/17
(Buivids)

> Judgement of the Court (Grand Chamber), 24 September 2019, GC, AF, BH et ED » CNIL,
Case C-136/17 (CNIL)

> Judgement of the Court (Third Chamber), 11 December 2019, TK » Asociatia de Proprietari bloc
M5A-ScaraA, Case C-708/18 (TK)

> Judgement of the Court (Grand Chamber), 6 October 2020, La Quadrature du Net and Others v
Premier ministre and Others, Joined Cases C-511/18, C-512-18 and C-520/18 (La Quadrature du Net)

> Judgement of the Court (Fifth Chamber), 17 Juni 2021, Mircon International Content Management
& Consulting (M.1.C.M.) Linited v Telenet B1”BA, Case C-597/19 (Mircom)

Relevant legal sources

Directive 95/46 of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data

Recital 26, Article 2 [Definitions], Article 3 [Scope]

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)

Recital (26); Recital (34); Recital (35); Article 2 - Material scope; Article 4 - Definitions

National Level
The Bundesdatenschutzgesetz (German Federal Data Protection Law) of 20 December 1990 (BGB/. 1990 1, p. 2954):

Paragraph 3(1) (now repealed®): “personal data are individual indications concerning the personal or
factual circumstances of an identified or identifiable natural person (data subject)”.

Telemediengesetz (German Law on telemedia) of 26 February 2007 (BGBL. 2007 I, p. 179, TMG):

2 See now the (new) Bundesdatenschutzgeserz (German Federal Data Protection Law) of 30 June 2017 (BGBL 2017 1, p. 2097),
and especially its paragraph 46, n. 1: ““personal data” means any information relating to an identified or identifiable natural
person (data subject); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural or social identity of that person”.
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Paragraph 12 (now repealed”):

“(1) A service provider may collect and use personal data to make telemedia available only in so far as
this law or another legislative provision expressly relating to telemedia so permits or the user has
consented to it.

(2) Where personal data have been supplied in order for telemedia to be made available, a service provider
may use them for other purposes only in so far as this law or another legislative provision expressly
relating to telemedia so permits or the user has consented to it.

(3) Except as otherwise provided, the provisions concerning the protection of personal data which are
applicable in the case in question shall apply even if the data are not processed automatically.’

Paragraph 15 (now repealed):

3 See now the (new) Telekommunikation-Telemedien-Datenschutz-Gesetz (Telecommunications Telemedia Data Protection Act -
TTDSG) of 23 June 2021 (BGBI, 2021 1, p. 1982), and especially its §3, “Vertraulichkeit der Kommunikation —
Fernmeldegeheimnis™: “(1) Dem Fernmeldegeheimnis unterliegen der Inhalt der Telekommunikation und ihre niheren
Umstinde, insbesondere die Tatsache, ob jemand an einem Telekommunikationsvorgang beteiligt ist oder war. Das
Fernmeldegeheimnis erstreckt sich auch auf die ndheren Umstidnde erfolgloser Verbindungsversuche.

(2) Zur Wahrung des Fernmeldegeheimnisses sind verpflichtet

1. Anbieter von 6ffentlich zuginglichen Telekommunikationsdiensten sowie natiirliche und juristische Personen, die an der
Erbringung solcher Dienste mitwirken,

2. Anbieter von ganz oder teilweise geschiftsmafig angebotenen Telekommunikationsdiensten sowie natiirliche und
juristische Personen, die an der Erbringung solcher Dienste mitwirken,

3. Betreiber 6ffentlicher Telekommunikationsnetze und

4. Betreiber von Telekommunikationsanlagen, mit denen geschiftsmafig Telekommunikationsdienste erbracht werden.

Die Pflicht zur Geheimhaltung besteht auch nach dem Ende der Titigkeit fort, durch die sie begriindet worden ist.

(3) Den nach Absatz 2 Satz 1 Verpflichteten ist es untersagt, sich oder anderen tiber das fiir die Erbringung der
Telekommunikationsdienste oder fiir den Betrieb ihrer Telekommunikationsnetze oder ihrer Telekommunikationsanlagen
einschlief3lich des Schutzes ihrer technischen Systeme erforderliche Maf3 hinaus Kenntnis vom Inhalt oder von den niheren
Umstinden der Telekommunikation zu verschaffen. Sie dirfen Kenntnisse tber Tatsachen, die dem Fernmeldegeheimnis
unterliegen, nur fir den in Satz 1 genannten Zweck verwenden. Eine Verwendung dieser Kenntnisse fir andere Zwecke,
insbesondere die Weitergabe an andere, ist nur zuldssig, soweit dieses Gesetz oder eine andere gesetzliche Vorschrift dies
vorsicht und sich dabei ausdriicklich auf Telekommunikationsvorginge bezieht. Die Anzeigepflicht nach §138 des
Strafgesetzbuches hat Vorrang”

4 See now the (new) Telekommunikation-Telemedien-Datenschutz-Gesetz (Telecommunications Telemedia Data Protection Act -
TTDSG) of 23 June 2021 (BGBI, 2021 I, p. 1982), and especially its §9, “Verarbeitung von Verkehrsdaten”: “(1) Nach § 3
Absatz 2 Satz 1 Verpflichtete durfen folgende Verkehrsdaten nur verarbeiten, soweit dies zum Aufbau und zur
Aufrechterhaltung der Telekommunikation, zur Entgeltabrechnung oder zum Aufbau weiterer Verbindungen erfordetlich ist:
1. die Nummer oder Kennung der beteiligten Anschlisse oder der Endeinrichtung, personenbezogene
Berechtigungskennungen, bei Verwendung von Kundenkarten auch die Kartennummer, bei 61arden Anschlissen auch die
Standortdaten,

2. den Beginn und das Ende der jeweiligen Verbindung nach Datum und Uhrzeit und, soweit die Entgelte davon abhingen,
die ibermittelten Datenmengen,

3. den vom Nutzer in Anspruch genommenen Telekommunikationsdienst,

4. die Endpunkte von festgeschalteten Verbindungen, ihren Beginn und ihr Ende nach Datum und Uhrzeit und, soweit die
Entgelte davon abhingen, die tibermittelten Datenmengen und

5. sonstige zum Aufbau und zur Aufrechterhaltung der Telekommunikation sowie zur Entgeltabrechnung notwendige
Verkehrsdaten.

Im Ubrigen sind Verkehrsdaten von den nach § 3 Absatz 2 Satz 1 Verpflichteten nach Beendigung der Verbindung
unverziglich zu 16schen. Eine tiber Satz 1 hinausgehende Verarbeitung der Verkehrsdaten ist unzuldssig. Die Pflicht zur
Verarbeitung von Verkehrsdaten aufgrund von anderen Rechtsvorschriften bleibt unberiihrt.

(2) Teilnehmerbezogene Verkehrsdaten nach Absatz 1 diirfen vom Anbieter des Telekommunikationsdienstes zum Zweck
der Vermarktung von Telekommunikationsdiensten, zur bedarfsgerechten Gestaltung von Telekommunikationsdiensten oder
zur Bereitstellung von Diensten mit Zusatznutzen im dazu erforderlichen Mal3 und im dazu erforderlichen Zeitraum nur
verwendet 6larden, wenn der Endnutzer in diese Verwendung gemil3 der Verordnung (EU) 2016/679 eingewilligt hat. Die
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‘(1) A service provider may collect and use the personal data of a user only to the extent necessary in
order to facilitate, and charge for, the use of telemedia (data concerning use). Data concerning use include,
in particular:

1. particulars for the identification of the user,
2. information about the beginning, end and extent of the particular use, and
3. information about the telemedia used by the user.

(2) A service provider may combine the data concerning use of a user relating to the use of different
telemedia to the extent that this is necessary for purposes of charging the user.

(4) A service provider may use data concerning use after the end of the use to the extent that they are
required for purposes of charging the user (invoicing data). The service provider may block the data in
order to comply with existing limits on storage periods laid down by law, statutes or contract”.

The case(s)

In Breyer, a German resident had accessed several information websites operated by German federal
institutions. To prevent attacks and make it possible to prosecute “pirates”, most of those websites store
information including the name of the web page, the terms of the search, the time of access, the quantity
of data transferred, an indication of whether access was successful, and the IP address of the computer
from which access was sought on all access operations in log files.

IP addresses are series of digits assigned to networked computers to facilitate their communication. When
a website is accessed, the IP address of the computer seeking access is communicated to the server on
which the website consulted is stored. That connection is necessary so that the data accessed maybe
transferred to the correct recipient. Internet service providers allocate to the computers of internet users
cither a “static”’ IP address or a “dynamic” IP address, that is to say an IP address that changes each time
there is a new connection.

Mr. Breyer brought an action before the German administrative courts seeking an order restraining the
Federal Republic of Germany from storing, or arranging for third parties to store, the IP address of his
host system collected after consultation of the above mentioned websites. The action was dismissed, and
Mr. Breyer lodged an appeal.

The Court of Appeal ordered the Federal Republic of Germany to refrain from storing or arranging for
third parties to store, at the end of each consultation period, the IP address of Mr. Breyer’s host system,
where that address was stored together with the date of the consultation period to which it related and
where Mr. Breyer had revealed his identity during that use, including in the form of an electronic address
mentioning his identity, except in so far as that storage was not necessary in order to restore the
dissemination of those media in the event of a fault occurring. The Court of Appeal considered that when
combined with such information, a dynamic IP constitutes personal data, because the operator of the
website is able to identify the user by linking his name to his computer’s IP address. For the Court, in
other circumstances, that is when Mr. Breyer does not reveal his identity during a consultation period,
the IP address is not personal data, even in combination with the date of the consultation period to which

Daten anderer Endnutzer sind unverziiglich zu anonymisieren. Eine zielnummernbezogene Verwendung der Verkehrsdaten
zu den in Satz 1 genannten Zwecken ist nur zuldssig, wenn der Endnutzer gemil3 der Verordnung (EU) 2016/679 informiert
wurde und er eingewilligt hat. Hierbei sind die Daten anderer Endnutzer unverziiglich zu anonymisieren. Aullerdem ist der
Endnutzer darauf hinzuweisen, dass er die Einwilligung nach den Sitzen 1 und 3 jederzeit widerrufen kann”.
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it relates, because the user of the websites concerned is not identifiable by the Member State. The appeal
was thus only partially upheld.

Mr. Breyer and the Federal Republic of Germany brought an appeal on a point of law before the
Bundesgerichtshof (Federal Court of Justice, Germany). The BGH questioned the outcome, on the basis
of an academic debate concerning the issue whether an “objective” or “relative” criterion should be used
to decide if a person is identifiable. In substance, the question is whether the person is identifiable where
the information, which when read together permit his identification, is stored by different operators, one
being the online media services provider (the Federal Republic of Germany) and the other being Mr.
Breyer’s internet service provider. The BGH decided to refer it to the CJEU.

This question of whether the data processed are “personal data” within the meaning of Article 2 of the
Directive, and consequently be protected as such, had been raised in other cases. It involved, in particular:

-in Scarlet Extended and Mircom, 1P addresses when they allow the user to be precisely identified;

-in Lindguist, information concerning the health of the data subject, formulated in a very vague manner
(limited to the statement that an individual had injured her foot and was on half-time work on medical
grounds);

-in Google Spain, Satamedia and CNIL, information that had already been lawfully published by third
parties;

-in Worten, a record of working time which indicated, in relation to each worker, the times when working
hours began and ended, as well as the corresponding breaks and intervals,

-in olker, information concerning the beneficiary of agricultural funds,

-In Nowak, the written answers submitted by a candidate in a professional examination and any examiner’s
comments with respect to those answers,

-in Buivids, the video of police officers in a police station while a statement is being made;

-in La Quadrature dn Net, traffic and location data automatically analysed for antiterrorism aims, if they
allow the data subject to be identified, even though only at a later stage.

It is in Breyer that the reasoning of the Court is for the first time substantially developed, which makes
this case the reference point, although it is usefully complemented by Nowak.

Preliminary question(s) referred to the Court

In Breyer, the question put to the Court, in relation to the concept of “personal data”, is the following:

Must Atticle 2(a) of Directive 95/46 be interpreted as meaning that an internet protocol address (IP
address) which an (online media) service provider stores when his website is accessed already constitutes
personal data for the service provider if a third party (an access provider) has the additional knowledge
required in order to identify the data subject?

In all other referred cases, the Court had to decide, at one point, on whether the disputed data were
“personal data” within the meaning of EU law.

Reasoning of the Court

Whereas in previous cases the Court did not greatly expand its reasoning on the concept of personal data,
the question is extensively and carefully dealt with in Breyer, where it was more complex.
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Although not expressly referring to the Charter nor to the principle of effectiveness, the reasoning of the
Court implicitly relies on such principle as it endorses a precautionary approach. The decision of the
Court requires the inclusion within the meaning of “personal data” not only of information which actually
permit the identification of a person, but also each piece of information which, even though not allowing
such identification in itself, could allow such identification if combined with other pieces of information,
even if these other pieces are in the hands of different operators and if the combination of the pieces of
information may occur only in exceptional circumstances (such as cyber-attacks).

2 <<

The Court firstly recalls that, “personal data” “mean any information relating to an identified or
identifiable natural person (“data subject”)”, and that an identifiable person is one who can be identified,

directly or indirectly, in particular by reference to an identification number or to one or more factors

specific to his or her physical, physiological, mental, economic, cultural or social identity.”

Referring to Scarlet Extended, the Court stresses that IP addresses of internet users, when collected by
internet service providers, are protected personal data because they allow users to be precisely identified.
But the situation in the case at hand is different, firstly because the online media services provider registers
IP addresses of the users of its website, without having the additional data necessary in order to identify
those users, secondly because the IP addresses are “dynamic” ones, and change for each connection.

The Court then examines carefully the situation where a dynamic IP address is registered by an online
media service provider, while additional data making it possible to identify the user is detained by a third
party, the internet service provider. Such examination is to be made in light of recital 26 of Directive
95/46, which states that, to determine whether a person is identifiable, account should be taken of all the
means likely reasonably to be used either by the controller or by any other person to identify the said
person. For the Court, the wording “any other person” suggests that, for information to be treated
as “personal data” within the meaning of Article 2(a) of that Directive, it is not required that all
the information enabling the identification of the data subject must be in the hands of one
person. The issue is not only whether the combined data are actually in the same hands, but
whether there is a reasonable possibility that the controller will be in a position to collect such
combined information. For the Court, that would not be the case if the identification of the data subject
was prohibited by law or practically impossible on account of the fact that it requires a disproportionate

effort in terms of time, cost and man-power, so that the risk of identification appears in reality to be
insignificant. In light of this statement, the Court observes that, in the case at hand, even if German law
does not allow the internet service provider to directly transmit the additional data necessary for the
identification of the data subject to the online media services provider, although, it seems subject to
verification by the referring court, that, in particular in the event of cyber-attacks, legal channels exist so
that the online media services provider is able to contact the competent authority, so that the latter can
take the steps necessary to obtain that information from the internet service provider and bring criminal
proceedings. Thus, it appears that the online media services provider has the means that may likely
reasonably be used in order to identify the data subject, with the assistance of other persons. In the case
at hand, an IP address is to be considered as personal data.

Such a broad definition of “personal data” is in line with the Court’s previous case law. In particular, in
Lindguist, the Court judges that a ““wide interpretation” should be given to the expression “data concerning
health” used in Article 8(1) of the Directive, so as to include information concerning all aspects, both
physical and mental, of the health of an individual. Thus, a mere reference to the fact that an individual
has injured their foot and is on half-time work on medical grounds constitutes personal data within the
meaning of the Directive. In Satamedia and Google Spain, the Court uses arguments (described above under
question 1) to conclude that operations related to information that has already been lawfully published
by third parties are “processing of personal data”.
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Conclusion of the Court

In Breyer, the Court rules that Article 2(a) of Directive 95/46 must be interpreted as meaning that a
dynamic IP address registered by an online media services provider when a person accesses a website that
the provider makes accessible to the public constitutes personal data within the meaning of that provision,
in relation to that provider, where the latter has the legal means to enable it to identify the data subject
with additional data the internet service provider holds about that person.

Lmpact on the follow-up case

In its judgment of 17 May 2017, BGH Az VI ZR 135/13, the German Federal Court (Bundesgerichtshof)
ruled that:

A dynamic IP address that is stored by an online media service provider when a person accesses a website
that that provider makes generally accessible must be considered personal data. The provider is allowed
to collect and use personal data of a user of online media services, such as the IP address, even after the
end of the page navigation, provided it is necessary for the general operation of the website. This,
however, implies a balancing with the interests and fundamental rights and freedoms of users.

In the present case, this balancing could not be made conclusively on the basis of the Court of Appeal’s
findings. Therefore, the case was referred to the Betlin Regional Court.

Elements of judicial dialogne - Horizontal (within the CIEU):

In Lindguist, Rynes, Buivids and TK, the Court decides that the image of a person recorded by a camera
constitutes “personal data” inasmuch as it makes it possible to identify the person concerned.

In Nowak, the CJEU analyses whether the written answers submitted by a candidate at a professional
examination, and any examiner’s comments with respect to those answers, constitute personal data. It
refers to Breyer to recall that there is no requirement that all the information enabling the identification
of the data subject must remain in the hands of one person. To determine whether the written answers
provided by a candidate at a professional examination and any comments made by an examiner with
respect to those answers constitute information relating to that candidate, the Court observes that the
scope of application of Directive 95/46 is broad and the personal data covered is vatied. It is not, in
particular, restricted to information that is sensitive or private, but potentially encompasses all kinds of
information, not only objective but also subjective, in the form of opinions and assessments, provided
that it “relates” to the data subject.

The written answers submitted by a candidate at a professional examination constitute information that
is linked to them as a person, since:

1) it reflects the extent of the candidate’s knowledge and competence in a given field and, in some cases,
their intellect as well as, eventually, information as to their handwriting;

2) the purpose of collecting those answers is to evaluate the candidate’s professional abilities and their
suitability to practice the profession concerned,;

3) the use of that information, a consequence of that use being the candidate’s success or failure in the
examination concerned, is liable to have an effect on their rights and interests, in that it may determine
or influence the chance of entering the profession aspired to or of obtaining the post sought, for example.

The comments of an examiner with respect to the candidate’s answers also constitute information relating
to that candidate and to the examiner as they reflect the opinion or the assessment of the examiner of
the individual performance of the candidate in the examination.
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For the Court, it is clear that an examination candidate has, znter alia, a legitimate interest, based on the
protection of their private life, in being able to object to the processing of the answers submitted by them
in that examination and of the examiner’s comments with respect to those answers outside the
examination procedure and, in particular, to their being sent to third parties, or published, without his
permission. He also has the right to ask for the answers and comments to be erased or deleted, after a
certain period of time.

In several decisions, the CJEU has stated that the fact that information is provided as part of a
professional activity does not mean that it cannot be characterised as a set of personal data, since the
concepts of “personal data” and of “data relating to private life” are not to be confused (Osterreichischer
Rundfunk and Others, C-465/00, C-138/01 and C-139/01, Commission v. Bavarian 1.ager, C-28/08 P, 70,
Worten, C-342/12, ClientEarth, C-615/13 P, Manni, C- 698/15).

Impact on national case law in Member States different from the state of the court referring the preliminary question to the
CIEU

France

Cour de cassation (1re civ., 3 nov. 2016, no 15-22.595, publi¢ au Bulletin): IP addresses are personal data.

2.1.2.  Question 2: Definition of the concept of “processing” of personal data

2. What is “processing” of personal data? What types of operations constitute “processing” in thej
meaning of the EU data protection law and in light of Article 47 CFREU and the principle of effective]
protection?

Cluster of CIEU cases particularly relevant with respect to question 2

Within the cluster of cases, identification of the main case that can be presented as a reference
point for judicial dialogue within the CJEU and between EU and national courts on the question
under consideration:

> Judgment of the Court, 6 November 2003, Bodi/ Lindgvist, Case C-101/01 (Lindqvist)

Cluster of cases

> Judgment of the Coutt, 6 November 2003, Bodi/ Lindgvist, Case C-101/01 (Lindqvist)

> Judgment of the Court (Grand Chamber), 16 December 2008, Tietosugjavaltuutettn v. Satakunnan
Markkinapirssi Oy, Satamedia Oy, Case C-73/07 (Satamedia)

> Judgment of the Court (Grand Chamber), 13 May 2014, Google Spain S, Google Inc. v. Agencia
Espaiiola de Proteccion de Datos (AEPD), Mario Costeja Gonzilez, Case C-131/12 (Google Spain)

> Judgment of the Court (Fourth Chamber), 11 December 2014, Frantisek Rynes v. Urad pro ochranu
osobnich ridayi, Case C-212/13 (Rynes)
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> Judgment of the Court (Third Chamber), 1 October 2015, Weltinmmo s. r. o. v. Nemzeti Adatvédelmi
és Informcidszabadsdg Hatdsag, Case C-230/14 (Weltimmo)

> Judgment of the Court, (Grand Chamber), 6 October 2015, Schrems v. Data Protection
Commiissioner, Case C-362/14 (Schrems I)

> Judgment of the Court (Grand Chamber), 10 July 2018, Tietosuojavaltuntettn | Jehovan todistajat —
uskonnollinen yhdyskunta, Case C-25/17 (Jehovan)

> Judgment of the Coutt (Second Chamber), 14 February 2019, Sergeis Buivids, Case C-345/17
(Buivids)

> Judgment of the Court (Second Chamber), 29 July 2019, Fashion ID GmbH & Co.KG v
Verbraucherzentrale NRW el”, Case C-40/17 (Fashion ID)

> Judgement of the Court, 24 September 2019, GC, AF, BH et ED » CNIL., Case C-136/17
(CNIL)

> Judgement of the Court, 16 July 2020, Data Protection Commissioner v Facebook Ireland Limited and
Mascimillian Schrems, Case C-311/18 (Schrems II)

Relevant legal sources

Directive 95/46 of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data

Article 2 - Definitions; Article 3 - Scope

Regulation (Eu) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)

Recital (15); Article 2 - Material scope; Article 4 - Definitions
National Level

Personuppgiftslag (SFS1998:204) (Swedish law on personal data, the “PUL”) [in Lindvisq/]
The case(s)

Mrs. Lindqvist was charged with breach of the Swedish legislation on the protection of personal data for
publishing personal data (such as names, phone numbers, jobs and hobbies, and in one case health
information) of a number of people working with her on a voluntary basis in a parish of the Swedish
Protestant Church on her internet website. She had not informed her colleagues of the existence of those
pages or obtained their consent, nor did she notify the Datainspektionen (Swedish supervisory authority
for the protection of electronically transmitted data) of her activity. She removed the pages in question
as soon as she became aware that they were not appreciated by some of her colleagues.

Prosecution was brought for breach of the Swedish law on personal data (the “PUL”) on the grounds
that she had:

- processed personal data by automatic means without giving prior written notification to the
Datainspektionen (Paragraph 36 of the PUL);
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- processed sensitive personal data (concerning an injured foot and half-time working on medical
grounds) without authorisation (Paragraph 13 of the PUL);

- transferred processed personal data to a third country without authorisation (Paragraph 33 of the PUL).

Mrs. Lindqvist accepted the facts but disputed that she was guilty of an offence. Mrs. Lindqvist was fined
by the Eksj6 tingsratt (District Court) (Sweden) and appealed against that sentence to the referring Court.
As it had doubts as to the interpretation of Directive 95/46, the Gota hovritt decided to maintain
proceedings and refer several questions to the Court for a preliminary ruling, including one on the scope
of the Directive and the meaning of the concept of “processing data”.

In all other referred cases, a data controller alleged that its activity could not be regarded as “processing
of data” within the meaning of EU legislation. For instance, in the referred cases, the activities at issue
were:

- in Weltimmo, the operation of loading personal data on an internet page, in Satamedia and Google Spain,
the processing of personal data without alteration, or the processing of personal data exclusively
concerning material that had already been published in unaltered form in the media;

- in Guoogle Spain and CNIL, the activity of a search engine as a provider of content, which consisted in
tinding information including personal data, published or placed on the internet by third parties, indexing
it automatically, storing it temporarily and, finally, making it available to internet users according to a
particular order of preference;

- in Schrems I and Schrems 11, the operation consisting in having personal data transferred from a Member
State to a third country;

- in Rynes, the operation of a camera system, as a result of which a video recording of people is stored on
a continuous recording device such as a hard disk drive, installed by an individual in his family home for
the purposes of protecting the property, health and life of the home owners, but which also monitored a
public space;

- in Jehovan, the collection of personal data by members of a religious community in the course of doot-
to-door preaching and the subsequent processing of that data;

- in Buivids, the recording and publication of a video on a video website, on which users can send, watch
and share videos (youtube);

- in Fashion ID, the embedding on a third party’s website of a social plugin (“/£¢” button) causing the
browser of the website’s visitor to request content from the provider of that plugin and, to that end, the
transmission to that provider of the personal data of the visitor.

Preliminary question(s) referred to the Court:

In all referred cases, the Court was asked, in substance, the same general question: What types of
operations constitute “processing” in the meaning of the EU data protection law, in the perspective of
the principle of effective protection and/or Article 47 CFR?

Reasoning of the Court

Although not expressly referring to Article 47 of the Charter or to the principle of effectiveness, the
Court relies implicitly on the principle of effective protection to promote a broad conception of
“processing” data. The Court endorses a two-step reasoning. Firstly, it focuses on the “positive” material
scope of the Directive in light of Article 3 (1) to adopt a broad conception of the general scope of the
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Directive. Secondly, le Court justifies a strict interpretation of the exceptions to the application of
the Directive laid down by Article 3(2).

Broad conception of the general scope of the Directive defined in Article 3(1)

In Google Spain and Satamedia, the Court endorses a wide conception of the general scope of the Directive,
stressing that not only does the wording of Article 2(b) of the Directive require the inclusion of the
activities in question within the meaning of “processing of data”, but also that “a general derogation from
the application of Directive 95/46 in such a case [i.e. where the processing of personal data is made
without alteration or exclusively concerns material that has already been published in unaltered form in
the media| would largely deprive the Directive of its effect”. This ruling is in line with the view taken by
the Court in Lindguist, according to which the Court, asked whether it is permissible for Member States
to provide for greater protection for personal data or a broader scope than is required under Directive
95/46 (question 7), undetlines that nothing prevents a Member State from extending the scope of the
national legislation implementing the provisions of Directive 95/46 to areas not included within the scope
thereof (provided that no other provision of Community law precludes it).

However, in Lindguist, the Court mitigates the consequences of the principle of effectiveness and contains
the scope of the Directive within reasonable limits, implicitly referring to the principle of proportionality.
Even if Member States may extend the scope of the national legislation implementing the provisions of
Directive 95/46 to ateas not included within the scope thereof, measures taken by Member States to
ensure the protection of personal data should be consistent with the Directive’s objective of maintaining
a balance between the free movement of personal data and the protection of private life. Moreover, the
interpretation of the concept of “processing of data” is also subject to the principle of proportionality:
“If Article 25 of Directive 95/46 were interpreted to mean that there is “transfer [of data] to a third
country” every time that personal data are loaded onto an internet page, that transfer would necessarily
be a transfer to all the third countries where there are the technical means needed to access the internet.
The special regime provided for by Chapter IV of the Directive would thus necessarily become a regime
of general application, with regard to operations on the internet. Thus, if the Commission found, pursuant
to Article 25(4) of Directive 95/46, that even one third country did not ensure adequate protection, the
Member States would be obliged to prevent any personal data being placed on the internet”.

Strict interpretation of the exceptions to the application of the Directive laid down by Article 3(2)

In Lindquist, Satamedia, Rynes and Jehovan, the Court favours a strict interpretation of the exceptions to the
application of the Directive as defined in Article 3(2) of the Directive. The reasoning is particularly
developed in Lindguist. Having decided that the loading of personal data on an internet page constitutes
“processing” within the meaning of the Directive, the court considers whether it can be covered by one
of the exceptions to the application of the Directive.

Concerning the first subparagraph of Article 3(2) of Directive 95/46, first, the Court obsetves that it
would not be appropriate to interpret the expression “activity which falls outside the scope of Community
law” as having a scope requiring to be determined in each individual case, by assessing whether the
specific activity at issue directly affects freedom of movement between Member States. Such an approach
would make the limits of the field of application of the Directive particularly unsure and uncertain, which
would be contrary to its essential objective of approximating the laws, regulations and administrative
provisions of the Member States in order to eliminate obstacles to the functioning of the internal market.
It should thus be considered that the first subparagraph of Article 3(2) of Directive 95/46 is intended to
define the scope of the exception provided for therein, with the result that that exception applies only to
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the activities which are expressly listed there or which can be classified in the same category. Charitable
or religious activities such as those carried out by Mrs. Lindqvist cannot be considered equivalent to the
activities listed in the first subparagraph of Article 3(2) of Directive 95/46 and atre thus not covered by
that exception.

Concerning the second subparagraph of Article 3(2) of Ditrective 95/46, the Court stresses that the 12th
Recital in the preamble to that Directive, which concerns that exception, cites, as examples of the
processing of data carried out by a natural person in the exercise of activities which are exclusively
personal or domestic, correspondence and the holding of records of addresses. That exception must
erefore be interpreted as relating only to activities which are carried out in the course of the private or
therefore be interpreted lating only to activities which d out in th f the privat
family life of individuals, which is clearly not the case with the processing of personal data consisting of
publication on the internet so that those data are made accessible to an indefinite number of people.

Conclusion of the court

1) The act of referring, on an internet page, to various persons and identifying them by name or by other
means, for instance by giving their telephone number or information regarding their working conditions
and hobbies, constitutes “the processing of personal data wholly or partly by automatic means” within
the meaning of Article 3(1) of Directive 95/46.

2) Such processing of personal data is not covered by any of the exceptions in Article 3(2) of Directive
95/46.

3) There is no “transfer [of data] to a third country” within the meaning of Article 25 of Directive 95/46
where an individual in a Member State loads personal data onto an internet page which is stored on an
internet site on which the page can be consulted and which is hosted by a natural or legal person who is
established in that State or in another Member State, thereby making that data accessible to anyone who
connects to the internet, including people in a third country.

Elements of judicial dialogue

- Horizontal dialogue:

In Jehovan (C25/17), the CJEU analyses the meaning of the concept of a “filing system” referred to in
Article 2 (c) Directive 95/46, to decide whether a set of personal data collected in the coutse of doot-to-
door preaching, consisting of names and addresses as well as other information concerning persons
contacted, is covered by that definition. The Court observes that the Directive covers both automatic
processing of data and manual processing of such data, so that the scope of the protection it confers on
data subjects does not depend on the techniques used and avoids the risk of that protection being
circumvented. For the Court, there is no specific requirement as to the form of the “file”; the only
criterion is that the set of personal data must be structured for the purpose of enabling personal data to
be easily retrieved. Therefore, the Court concludes that the concept of a “filing system” covers: “a set of
personal data collected in the course of door-to-door preaching, consisting of the names and addresses
and other information concerning the persons contacted, if those data are structured according to specific
criteria which, in practice, enable them to be easily retrieved for subsequent use. In order for such a set
of data to fall within that concept, it is not necessary that they include data sheets, specific lists or other
search methods”.

The Court was also asked whether the collection of personal data by members of a religious community
in the course of door-to-door preaching and the subsequent processing of such data constituted the
processing of personal data carried out for the purposes of the activities referred to in Article 3(2), first
subparagraph, of the Directive or the processing of personal data carried out by a natural person in the
course of a purely personal or household activity within the meaning of Article 3(2), second subparagraph.
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Referring to Lindquist, Google Spain, Satamedia and Rynes, the Court decided that it was not the case:
although the door-to-door preaching activities of the member of a religious community is protected by
Article 10(1) of the Charter as an expression of the faith of those preachers, that fact does not confer an

exclusively personal or household character on that activity, within the meaning of Article 3(2), second
indent, of Directive 95/46.

In Buivids, the Court refers to Rynes and Lindgvist to decide that the recording of a video which is stored
on a continuous recording device (digital photo camera) and the operation of loading personal data onto
an internet page and placing information on an internet page constitute “processing”.

In Fashion ID (C-40/17), the Cours refers to Article 2 (b) of the Directive, defining what is “processing”,
and stresses that, “it is apparent from that definition that the processing of personal data may consist in
one or a number of operations, each of which relates to one of the different stages that the processing of
personal data may involve” (§72).

Although it leaves it to the national courts to decide whether Fashion ID processes data in the meaning
of EU law, the Court furthers its analysis by stating that:

“75 ... by embedding on its website the Facebook “Like” button, Fashion ID appears to have made it
possible for Facebook Ireland to obtain personal data of visitors to its website ... and that such a
possibility is triggered as soon as the visitor consults that website, regardless of whether or not the visitor
is a member of the social network Facebook, has clicked on the Facebook ‘Like” button or is aware of
such an operation”. As a consequence, Fashion ID should be considered — together with Facebook
Ireland — as jointly capable of determining the purpose and means of data processing. At the same time,
however, Fashion ID is not capable of determining the purpose and means of processing data after it is
transferred to Facebook Ireland. By placing a Facebook plugin (the “Like” button) on its website, Fashion
ID purposefully allowed Facebook Ireland to collect data of its customers.

“76 ... In view of that information, it should be pointed out that the operations involving the processing
in respect of which Fashion ID is capable of determining, jointly with Facebook Ireland, the purposes
and means are, for the purposes of the definition of the concept of “processing of personal data” in
Article 2(b) of Directive 95/46, the collection and disclosure by transmission of the personal data of
visitors to its website. By contrast, in the light of that information, it seems, at the outset, impossible that
Fashion ID determines the purposes and means of subsequent operations involving the processing of
personal data carried out by Facebook Ireland after their transmission to the latter, meaning that Fashion
ID cannot be considered to be a controller in respect of those operations within the meaning of Article

2(d).

“77 ... With regard to the means used for the purposes of the collection and of certain personal data of
visitors to its website, it is apparent from paragraph 75 above that Fashion ID appears to have embedded
on its website the Facebook “Like” button made to website operators by Facebook Ireland while fully
aware of the fact that it serves as a tool for the collection and disclosure by transmission of the personal
data of visitors to that website, regardless of whether or not the visitors are members of the social network
Facebook.

78 Moreover, by embedding that social plugin on its website, Fashion ID exerts a decisive influence over
the collection and transmission of the personal data of visitors to that website to the provider of that
plugin, Facebook Ireland, which would not have occurred without that plugin”.
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2.1.3. Question 3: Definition of the concept of “controller”

3.a) In light of the principle of effectiveness of data protection, how should the concept of “controller’
of the processing of personal data be interpreted under EU Data protection? Can the Charter and the
principle of effective protection influence this concept?

3.b) In light of the principle of effectiveness of data protection, what are the circumstances under which|
an operator, who is not the data processor, should be considered as having “joint control” over data
processing?

Cluster of relevant CIEU cases

> Judgment of the Court (Grand Chamber), 13 May 2014, Google Spain S, Google Inc. v. Agencia
Espasola de Proteccion de Datos (AEPD), Mario Costeja Gonzgalez, Case C-131/12 (Google Spain)

> Judgment of the Court (Grand Chamber), 5 June 2018, Unabhingiges Landeszentrum fiir
Datenschutz, Schleswig-Holstein v. Wirtschaftsakademie Schleswig-FHolstein GmbH & Facebook Ireland Iimited, Case
C-210/16 (Wirtschaftsakademie)

> Judgment of the Court (Grand Chamber), 10 July 2018, Tietosuojavaltuntettu | Jehovan todistajat —
uskonnollinen yhdyskunta, Case C-25/17 (Jehovan)

> Judgment of the Court (Second Chamber), 29 July 2019, Fashion 1D GmbH & Co.KG v
Verbraucherzentrale NRW el”, Case C-40/17 (Fashion ID)

> Judgement of the Court (Grand Chamber), 24 September 2029, GC, AF, BH ¢t ED v CNIL,
Case C-136/17 (CNIL)

> Judgment of the Court (Third Chambet), 9 July 2020, I'Q v Land Hesse, Case C-272/19 (Hesse)

2.1.4. Question 3a: the concept of controllership

3.a. In light of the principle of effectiveness of data protection, how should the concept of “controller’
of the processing of personal data be interpreted under EU Data protection? Can the Charter and the

principle of effective protection influence this concept?

Within the cluster of cases listed above, identification of the main case that can be presented as
a reference point for judicial dialogue within the CJEU and between EU and national courts:

> Judgment of the Court (Grand Chamber), 13 May 2014, Google Spain S, Google Inc. v. Agencia Espariola
de Proteccion de Datos (AEPD), Mario Costeja Gonzdlez, C-131/12 (Google Spain)

Relevant legal sources

Directive 95/46 of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data

Article 2 - Definitions; Article 3

Regulation (Eu) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)
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Recital (18); Recital (20); Article 2 - Material scope; Article 4 - Definitions
National Level

Spanish Organic Law n°15/1999, 13 December 1999, on the protection of personal data (transposing Directive95 /46)
The case(s)

A Spanish national resident in Spain lodged a complaint against a Spanish publisher and against Google
Spain and Google Inc., with the AEPD (Spanish data protection supervisory authority), seeking an order
requiring them to remove or conceal the personal data relating to him, and published many years earlier,
which were now irrelevant and detrimental to him. The complaint directed against Google Spain and
Google Inc., was upheld. The AEPD considered that operators of search engines are subject to data
protection legislation given that they carry out data processing for which they are responsible and act as
intermediaries in the information society. The AEPD took the view that it has the power to require the
withdrawal of data and the prohibition of access to certain data by the operators of search engines when
it considers that the locating and dissemination of the data are liable to compromise the fundamental
right to data protection and the dignity of persons in the broad sense, and this would also encompass the
mere wish of the person concerned that such data not be known to third parties.

Google Spain and Google Inc., brought separate actions appealing against that decision before the
Audiencia Nacional (National High Court). Google Spain and Google Inc., contended that the activity
of a search engine as a provider of content that consists in finding information published or placed on
the internet by third parties could not be classified as “processing of personal data” (see on this topic
Question 2 above). They also contended that should that activity be classified as “processing of personal
data”, the operator of a search engine cannot be regarded as a “controller” in respect of that processing
since it has no knowledge of that data and does not exercise control over the data.

The Audiencia Nacional joined the actions and decided to maintain the proceedings and to refer several
] p 8

questions to the Court for a preliminary ruling regarding the interpretation of Directive 95/46, and more

specifically the meaning of the concept of “controller”.

Preliminary question referred to the Court

In Google Spain, the referring court sought to ascertain, if the activity of a search engine as a provider
of content which consists in finding information published or placed on the internet by third parties,
indexing it automatically, storing it temporarily and, finally, making it available to internet users according
to a particular order of preference were to be classified as “processing of personal data” within the
meaning of that provision when that information contains personal data, whether Article 2(d) of Directive
95/46 is to be interpreted as meaning that the operator of a search engine must be regarded as the
‘controller’ in respect of that processing of the personal data, within the meaning of that provision.

See also below at: “Elements of judicial dialogue”.
Other cases refer to different types of operators:

In Wirtschaftsakademie (C-210/16), the administrator of a fan page hosted on a social network,
enabling the collection and processing of certain data of visitors to that page;

In Jehovan (C-25/17), a religious community acting jointly with its members who engage in preaching,
with regard to the processing of personal data carried out by the latter in the context of door-to-door
preaching organised, coordinated and encouraged by that community, also taking into account the fact
that the community has (or does not have) access to that data or had given (or did not give) its members
written guidelines or instructions in relation to that processing;
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In Fashion ID (C-40/17), (1) the person embedding a programming code in their website which causes
the user’s browser to request content from a third party (“like” button) and, to this end, transmits personal
data to the third party, but who are themselves unable to manage this data processing operation; and (2)
the operator of a website who has embedded the content of a third party and thus creates the cause for
the processing of personal data by the third party.

In CNIL (C-139/17), as in Google Spain, the operator of a search engine;

In Land Hesse (C-272/19), a Petitions Committee of the patliament of a Federated State of a Member
State d

Reasoning of the Court

The Court clearly builds on the principle of effectiveness to promote a broad definition of the concept
of “controller” within the meaning of the Directive, in order for the operator of a search engine to be
included in this definition. Analysing the concrete role played by the operator of a search engine, firstly,
the Court observes that it determines the purposes and means of its activity, secondly that such activity
can be distinguished from, and is additional to, that carried out by publishers of websites (loading of data
on the internet). The Court also stresses that the activity of search engines plays a decisive role in the
dissemination of personal data, making them available to internet users who otherwise would not have
found that data. It concludes that, additionally compared to that of web publishers, the activity of a search
engine thus significantly affects the fundamental rights to privacy and to the protection of personal data.
Therefore, it “would be contrary, not only to the clear wording of Article 2(d) of the Directive but also
to its objective which is to ensure, through a broad definition of the concept of “controller”; effective
and complete protection of data subjects — to exclude the operator of a search engine from that definition
on the ground that it does not exercise control over the personal data published on the web pages of
third parties” (§34). Finally, the Court finds that the fact that publishers of websites have the option of
indicating to search engine operators that they wish information published on their site to be excluded
from the search engines’ indexes, is irrelevant, since the operator of the search engine is still in the position
to define the purposes and means of the processing.

Conclusion of the Court

Articles 2(b) and (d) of Directive 95/46 are to be interpreted as meaning that, first, the activity of a search
engine consisting in finding information published or placed on the internet by third parties, indexing it
automatically, storing it temporarily and, finally, making it available to internet users according to a
particular order of preference must be classified as the “processing of personal data” within the meaning
of Article 2(b) when that information contains personal data and, second, the operator of the search
engine must be regarded as the “controller” in respect of that processing, within the meaning of Article

2(d).
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Impact on the follow-up case

The major impact of Google Spain is mainly related to the part of the decision creating a right to be de-
listed. This impact is fully analysed in Chapter [see the part “Impact on national case law in the Member
State different from the state of the court referring the preliminary question to the CJEU” below].

Elements of judicial dialogue

The cluster of cases discussed above clearly illustrates an interesting issue of horizontal dialogue within
the CJEU, combined with vertical dialogue, where domestic courts attempted to further develop CJEU
doctrine, by referring subsequent preliminary questions.

As was said above, in the initial Google Spain case, the referring court sought to ascertain if the activity
of a search engine as a provider of content, which consists in finding information published or placed on
the internet by third parties, indexing it automatically, storing it temporarily and, finally, making it
available to internet users according to a particular order of preference were to be classified as “processing
of personal data” within the meaning of that provision when that information contains personal data,
whether Atticle 2(d) of Directive 95/46 is to be interpreted as meaning that the operator of a search
engine must be regarded as the “controller” in respect of that processing of the personal data, within the
meaning of that provision.

The subsequent cases refer to different types of operators who collect and process personal data:

1) in Wirtschaftsakademie (C-210/16), the question pertained to the administrator of a fan page
hosted on a social network, enabling the collection and processing of certain data of visitors to that page;

2) in Jehovan (C-25/17), the referring Court addressed a religious community acting jointly with its
members who engage in preaching, with regard to the processing of personal data carried out by the latter
in the context of door-to-door preaching organised, coordinated and encouraged by that community.
The preliminary question aimed to establish, in particular, whether it is a relevant/necessaty factor to
consider whether the community has access to that data— or whether the religious community had given
its members written guidelines or instructions in relation to that processing. The answer of the Court was
in the sense that these factotrs are irrelevant;

3) in Fashion ID (C-40/17), the preliminary reference addressed the issue whether: (1) the person
embedding a programming code in their website, which causes the user’s browser to request content
from a third party (“like” button) and, to this end, transmits personal data to the third party, but who are
themselves unable to manage this data processing operation; and (2) the operator of a website who has
embedded the content of a third party and thus creates the cause for the processing of personal data by
the third party;

4) in CNIL (C-139/17), as in eatlier Google Spain judgment, the question addressed an operator of a
search engine;

5) in Land Hesse (C-272/19) the Court stated that, in so far as a Petitions Committee of the
parliament of a Federated State of a Member State determines, alone or with others, the purposes and
means of the processing of personal data, that committee must be categorised as a “controller”, within
the meaning of the GDPR, and consequently the processing of personal data carried out by that
committee falls within the scope of that Regulation.
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Lmpact on national case law in Member States different from the state of the court referring the preliminary question to the
CIEU
The Netherlands

The CJEU’s decision in  Google Spain has directly influenced two  decisions
(ECLINL:RBAMS:2018:1644 and ECLI:NL:RBAMS:2015:9515) from Rechtbank Amsterdam (Court of
Amsterdam). Both cases concern the removal of a URL from Google Search. The Court of Amsterdam
directly cites Google Spain in deciding that Google is a data controller.

2.1.5. Question 3b: joint controllership

3.b. In light of the principle of effectiveness of data protection, what are the circumstances under which|
an operator, who is not the data processor, should be considered as having “joint control” over the dataj

processing?

Within the cluster of cases listed above, identification of the main case that can be presented as
a reference point for judicial dialogue within the CJEU and between EU and national courts:

Judgment of the Court (Grand Chamber), 5 June 2018, Unabhdngiges Landeszentrum fiir Datenschutz Schleswig-
Holstein v Wirtschaftsakademie Schleswig-Holstein GmbH & Facebook Ireland Limited, Case C-210/16
(Wirtschaftsakademie)

Relevant legal sources

Directive 95/46 of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data

Article 2 - Definitions; Article 3

Regulation (Eu) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)

Article 4 - Definitions

National Level

Paragraph 3(3)4) and Paragraph 12(1) of the TMG

Paragraph 3(7) of the old BDSG and Paragraph 63 of the new BDSG

The case

Wirtschaftsakademie offers educational services by means of a fan page hosted on Facebook. Fan pages
are user accounts that can be set up on Facebook by individuals or businesses to post any kind of
communication in the media and opinion market. Administrators of fan pages can obtain anonymous
statistical information on visitors to the fan pages via a function called “Facebook Insights” which
Facebook makes available to them free of charge under non-negotiable conditions of use. That
information is collected by means of evidence files (“cookies”), each containing a unique user code, which
are active for two years and are stored by Facebook on the hard disk of the computer or on other media
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of visitors to fan pages. The user code, which can be matched with the connection data of users registered
on Facebook, is collected and processed when the fan pages are opened.

Wirtschaftsakademie was ordered by the ULD, a German supervisory authority, to deactivate the fan
page on pain of a penalty payment, on the ground that neither Wirtschaftsakademie nor Facebook
informed visitors of the fan page that Facebook, by means of cookies, collected personal data concerning
them and then processed the data. Wirtschaftsakademie brought a complaint against that decision,
arguing essentially that it was not responsible under data protection law for the processing of the data by
Facebook or the cookies which Facebook installed.

By decision of 16 December 2011, the ULD dismissed the complaint, finding that Wirtschaftsakademie
as a service provider was liable under Paragraph 3(3)(4) and Paragraph 12(1) of the TMG in conjunction
with Paragraph 3(7) of the BDSG. The ULD stated that, by setting up its fan page, Wirtschaftsakademie
had made an active and deliberate contribution to the collection by Facebook of personal data.
Wirtschaftsakademie brought an action against that decision in the Verwaltungsgericht (Administrative
Court, Germany), submitting that the processing of personal data by Facebook could not be attributed
to it.

By judgment of 9 October 2013, the Verwaltungsgericht (Administrative Court) annulled the contested
decision, essentially on the ground that, since the administrator of a fan page on Facebook is not a
responsible entity within the meaning of Paragraph 3(7) of the BDSG, Wirtschaftsakademie could not be
the addressee of a measure taken under Paragraph 38(5) of the BDSG. The Oberverwaltungsgericht
(Higher Administrative Court, Germany) dismissed the ULD’s appeal against that judgment as
unfounded.

The ULD appealed on a point of law to the Bundesverwaltungsgericht (Federal Administrative Court,
Germany).

The Bundesverwaltungsgericht (Federal Administrative Court) took the view that Wirtschaftsakademie
cannot itself be regarded as responsible for the data processing within the meaning of Paragraph 3(7) of
the BDSG or Article 2(d) of Directive 95/46. It nevertheless considered that the concept of controller
should in principle be interpreted broadly, in the interests of effective protection of the right of privacy,
as the Court had held in its recent case-law on the point. It further entertained doubts as to the powers
of the ULD with respect to Facebook Germany in the present case, given that it was Facebook Ireland
that was responsible, at EU level, for the collection and processing of personal data within the Facebook
group. Finally, it was uncertain as to the effect, for the purpose of the exercise of the ULD’s powers of
intervention, of the assessments made by the supervisory authority to which Facebook Ireland is subject
concerning the lawfulness of the processing of personal data at issue.

In those circumstances, the Bundesverwaltungsgericht (Federal Administrative Court) decided to
maintain the proceedings and to refer the following questions to the Court for a preliminary ruling.

Preliminary question referred to the Court

Should Article 2(d), Article 17(2), Article 24 and the second indent of Article 28(3) of Directive 95/46 be
interpreted as allowing an entity to be held liable in its capacity as administrator of a fan page on a social
network where the rules on the protection of personal data are infringed, because it has chosen to make

use of that social network to distribute the information it offers, even it is does not itself process the
data?
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Reasoning of the Court

The CJEU develops its reasoning, stressing the objective of offering an effective and complete
protection of personal data. The Court points out that pursuant to Article 2 (d) of Directive 95/46, a
controller is a body “which alone or jointly with others determines the purposes and means of the
processing of personal data”. Quoting Google Spain, it recalls that the concept of “controller” is to be
defined broadly, in line with the objective of the effective and complete protection of personal data.

Stressing that since Article 2(d) of Directive 95/46 expressly relates to the entity which “alone or jointly
with others” determines the purposes and means of the processing of personal data, the concept of
“controller” does not necessarily refer to a single entity and may concern several actors taking part in that
processing, with each of them then being subject to the applicable data protection provisions.

The Court then considers that the existence of joint responsibility does not necessarily imply equal
responsibilities on the part of the various operators engaged in the processing. They may be involved at
different stages and to different degrees, and they might not have equal access to the personal data. The
relevant test is whether the operator contributes to the processing, by taking part in the determination of the purposes and
means of processing the personal data. Consequently, a party may be a controller, even if the data
processing is essentially carried out by another party.

The administrator of a fan page hosted on Facebook, such as Wirtschaftsakademie, by creating such a
page, gives Facebook the opportunity to place cookies on the computer or other device of a person
visiting its fan page. It must be regarded as taking part, by its definition of parameters depending in
particular on its target audience and the objectives of managing and promoting its activities, in the
determination of the purposes and means of processing the personal data of the visitors to its fan page.
The administrator must therefore be categorised as a controller responsible for that processing within
the EU, jointly with Facebook Ireland, within the meaning of Article 2(d) of Directive 95/46.

For the Court, the recognition of joint responsibility of the operator of the social network and the

administrator of a fan page hosted on that network in relation to the processing of the personal data of

visitors to that page contributes to ensuring a more complete protection of the rights of persons visiting
a fan page, in accordance with the requirements of Directive 95/46 (§42).

Since the existence of joint responsibility does not necessarily imply equal responsibility of the various
operators involved in the processing of personal data, the level of responsibility of each of them must be
assessed with regard to all the relevant circumstances of the particular case.

Conclusion of the Court

Atrticle 2(d) of Directive 95/46/EC of the European Patliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the free movement

of such data must be interpreted as meaning that the concept of ‘controller’ within the meaning of that
provision encompasses the administrator of a fan page hosted on a social network.

Impact of the follow-up case

In the Judgment of 11 September 2019, BVerwG 6 C 15.185 the German Federal Administrative Court
(Bundesverwaltungsgericht) found that:

The operator of a fan page on the social network Facebook, is the data controller for the data processing
operations that take place when this page is entered within the meaning of Section 3(7) of the German

5 https:/ /www.bverwg.de/de/110919U6C15.18.0
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Data Protection Act (Bundesdatenschutzgesetz - BDSG) and thus a potential addressee of an order
pursuant to section 38(5) BDSG.

In the case of several parties jointly responsible for data processing, the exercise of the powers of
intervention under Section 38 (5) BDSG requires the exercise of discretion with regard to the selection
of the addressee.

Also in the area of data protection, the requirement of effective and efficient dissuasive prevention can
justify the operation of the controller whose obligation can be affirmed without further ado and who has
effective means at his disposal to stop the infringement.

Insights from independent authorities: EDPB Guidelines 07/ 2020 on the concepts of controller and processor in the GDPR
of 2 September 2020

The concept of controller and joint controllership under GDPR have been thoroughly analysed by the
European Commission in its Guidelines 07/2020 on the concepts of controller and processor in the GDPR of 2
September 2020°%

1 The commission underlined that the GDPR does not limit the array of entities that can act as
data controllers. In particular, the concept in question is not limited to individuals and may also
encompass organizations, companies and other collective entities.

2 The key element of the controller concept is the ability of this person/entity to actually steer the
process of processing data.

3) The control in question should relate to “purposes and means of data processing”. This substrate,
as the European Commission observes, provides the substantial part of the controller concept.
“Purposes” and “means” address the issues of “why” and “how” the data is processed. The controller
should be able to determine both elements — even if they do not process the data by themselves (i.e.,
when there are separate data processors). In such a case, as the Commission elucidates, it is necessary to
distinguish which means are essential and which are non-essential for the particular instance of data
processing. The person/entity who is in charge of the former should be considered to act as the data
controller.

4 The person/entity who determines the purpose of data processing is always a data controller in
the aforementioned sense.

5) The concept of processing of personal data — used in the definition of controller in Article 4(7)
GDPR - should be read in accordance with the general understanding of this concept under Article 4(2)
GDPR.

(6) The joint controllership exists in the instances where data is processed with the involvement of
several persons/entities, and where more than one of them complies with the definition of the data
controller in the aforementioned sense. In other words, joint controllership requires that more than one
person/entity are involved together (“jointly”) in determining both the purpose and the means of data
processing.

(7) Cooperation between the entities may either take up a form of a common decision or of a
converging decision (where a few decisions are taken independently, but each of them is necessary for
the particular process of data processing).

®) The joint controllership should be established after examination of the factual circumstances of
each particular case, not merely by adopting formal criteria of distinguishing. EDPB’s Guidelines in that
regard are particularly useful.

¢ https://edpb.europa.eu/sites/edpb/files/ consultation/edpb_guidelines_202007_controllerprocessor_en.pdf
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Lmpact on national case law in Member States different from the state of the court referring the preliminary question to the
CIEU
The Netherlands

In ECLINL:RVS:2019:3331, The Raad van State (Council of State) directly referred to the CJEU’s
reasoning in Fashion 1D (C-40/17) and Wirtschaftsakademie (C-210/16) in deciding that, whilst the Mayor
and Municipal executive (College) was jointly responsible for wrongly posting the applicant’s data, joint
responsibility does not mean that both parties have the same responsibility, as the parties may be involved
in different stages of the data processing. Thus, a court must consider all the relevant circumstances of
the case (Wirtschaftsakademie C-210/16, followed). The Council of State then refers to Fashion ID (C-
40/17), finding that that parties only have the same responsibility under Article 2(d) of Directive 95/46
if they jointly determine the purpose of the processing of the data. As the College lacked the requisite
control over the forum, the Council of State found that the College was not liable for providing a list of
names of those that had seen the forum post. Instead, the applicant should have submitted a request for
the list to the party that controlled the forum.

Elements of judicial dialogue

Several requests for preliminary rulings have been referred to the Court since Google Spain, concerning
the concept of “joint control” within the meaning of the Directive.

In Jehovan (C-25/17), the question referred to the Court is whether Article 2(d) of Directive 95/46, read
in light of Article 10(1) of the Charter, must be interpreted as meaning that a religious community may
be regarded as a controller, jointly with its members who engage in preaching, with regard to the
processing of personal data carried out by the latter in the context of door-to-door preaching organised,
coordinated and encouraged by that community, and whether it was necessary for that purpose for the
community to have access to that data, or whether it must be established that the religious community
had given its members written guidelines or instructions in relation to that processing.

Relying on Goggle Spain and Wirtschafisakadenrie, the Court recalls that a natural or legal person who exerts
influence over the processing of personal data, for his own purposes, and who participates, as a result, in
the determination of the purposes and means of that processing, may be regarded as a controller. The
collection of personal data relating to persons contacted and their subsequent processing help to achieve
the objective of the Jehovah’s Witnesses Community, which is to spread its faith and are, therefore,
carried out by members who engage in preaching for the purposes of that community. Furthermore, not
only does the Jehovah’s Witnesses Community have knowledge, on a general level, of the fact that such
processing is carried out in order to spread its faith, but that community organises and coordinates the
preaching activities of its members, in particular, by allocating areas of activity between the various
members who engage in preaching. Such circumstances lead to the conclusion that the Jehovah’s
Witnesses Community encourages its members who engage in preaching to carry out data processing in
the context of their preaching activity. The Jehovah’s Witnesses Community, by organising, coordinating
and encouraging the preaching activities of its members intended to spread its faith, participates, jointly
with its members who engage in preaching, in determining the purposes and means of processing of
personal data of the persons contacted, which is, however, for the referring court to verify with regard to
all of the circumstances of the case ({71-73).

In Fashion ID (C-40/17), the question referred to the Court is (1) whether the person embedding a
programming code in their website which causes the user’s browser to request content from a third party
(“like” button) and, to this end, transmits personal data to the third party, is a “controller” within the
meaning of the Directive, if that person are themselves unable to influence this data processing operation;
and (2) whether the operator of a website who has embedded the content of a third party and thus creates
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the cause for the processing of personal data by the third party is a “controller” within the meaning of
the Directive.

Building on Google Spain, Wirtschaftsakademie and Jehovan, the Court finds that where several operators
jointly determine the purposes and means of the processing of personal data, they participate in that
processing as controllers. By contrast, and without prejudice to any civil liability provided for in national
law in this respect, that natural or legal person cannot be considered to be a controller, within the meaning
of that provision, in the context of operations that precede or are subsequent in the overall chain of
processing for which that person does not determine either the purposes or the means. By embedding
the social plugin on its website, Fashion ID exerts a decisive influence over the collection and
transmission of the personal data of visitors to that website to the provider of that plugin, Facebook
Ireland, which would not have occurred without that plugin. It must be concluded that Facebook Ireland
and Fashion ID jointly determine the means at the origin of the operations involving the collection and
disclosure by transmission of the personal data of visitors to Fashion ID’s website, and jointly determine
the purposes of the operations involving the collection and disclosure by transmission of the personal
data at issue in the main proceedings.

The decisions of the Court in Wirtschaftsakademie, Jehovan and Fashion 1D contribute to the broad
interpretation of the concept of “controller”. The distinction between “processor’” and “controller” laid
down in the GDPR only confirms the relevance of the CJEU’s understanding of the concept of
“controller” and “joint controller”.

2.1.6. Question 4: Definition of the concept of “data subject”

4. In light of the principle of effectiveness of data protection, how should the concept of “data subject”

be interpreted within the meaning of EU law on data protection?

The CJEU has not directly addressed the question in the box. However, it is considered in passing by the
Court in some decisions.

For instance, in Vo/ker (Judgment of the Court (Grand Chamber), 9 November 2010, o/ker und Markus
Schecke GUR & Hartmut Eifert v Land Hessen, Joined Cases C-92/09 & C-93/09), the Court identifies the
beneficiaries of the protection of personal data enshrined in Article 8 of the Charter: “it must be
considered that the right to respect for private life with regard to the processing of personal data,

recognised by Articles 7 and 8 of the Charter, concerns any information relating to an identified or
identifiable individual” (§52).

However, the question stated in the box is rather related to the question of precisely who is the holder of
the rights laid down by EU legislation with regard to data protection? That issue raises problems,
particularly, when the person exercising the right is not the same person whose data has been unlawfully
published or processed. The GDPR includes recitals dealing with the issue of the identification of data
subjects. National case law emphasises that questions may arise in relation to this issue.

The Charter and the principle of effectiveness and/or proportionality might therefore play a significant
role.

Relevant legal sources

Regulation (Eu) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
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movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)

Recital (14); Recital (27); Recital (38); Article 2 - Material scope

National caselaw

French Conseil d’Etat, 6 June 2017, No. 399446

Relevant national legal sources

Loi Informatique et Libertés n® 78-17, 6 January 1978 (French Data Protection Law): Article 2 and Article
39

Loi n° 2002-303, relative aux droits des malades et a la qualité du systeme de santé, 4 March 2002 (French
law on the rights of patients)

The case

The claimant lodged a complaint with the Commission Nationale Informatique et Libertés (CNIL), the
French data protection authority, alleging that he had not been provided proper access to data concerning
his mother by her insurance company, which were needed for the purpose of evaluating damage she had
suffered. The mother had died in the course of the proceedings and the President of the CNIL
consequently decided to close the case, on the basis that the right of access to personal data is a personal
right that is not transmitted to the data subject’s heir. The claimant requested the French Conseil d’Etat
to annul this decision.

Reasoning of the French Conseil d’Etat

On the basis of Article 2 of the French Loi Informatique et Libertés (No. 78-17, 6 January 1978), which
defines the “data subject”, and Article 39 of that law, which defines the conditions in which the right to
access may be exercised, the French Court observes that the right to access is offered only with regard to

personal data related to the person exercising the right. Successors and assignees of the person to whom
personal data is related, such as heirs, cannot be automatically assimilated to such person.

However, when a person who suffers damage dies, his right to compensation is transmitted to his heirs,
who replace him in pending legal actions brought to seek compensation for the damage suffered.
Therefore, heirs should be classified as “persons to whom personal data is related” for the purpose of
exercising the deceased’s right to access, insofar as the data to which access is sought is necessary for the
purpose of pursuing the action brought to obtain compensation.

The French Conseil d’Etat concluded that the decision of the French data protection authority was
invalid.

To be compared with Conseil d’Etat, 8 June 2016, Appeal no. 386525, in which the Conseil d’Etat
refused to recognise that a person’s heirs were “persons to whom personal data is related” and thus
dismissed their appeal against the decision of the French CNIL, which had refused to order that the
phone records of the deceased be disclosed to them.

2.2. Guidelines emerging from the analysis

1) Data must be deemed as personal when the person, to whom the data refers to, is identifiable.
Identifiability must be assessed through a relative criterion, taking into account whether there is a
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reasonable possibility that the controller will be in a position to collect other pieces of information which
allow to identify that person (Breyer, Case C-582/14).

2) While examining the legality of collecting and processing data that was collected through a
dynamic IP address (registered by a social media provider) it is necessary to establish, whether the
provider may identify the data subject with use of additional data that the internet service provider has at
their disposal. If this condition is satisfied, the data collected through such IP address should be
considered to constitute personal data (Breyer, Case C-582/14).

3) The concept of personal data processing should always be referred to within the particular factual
circumstances. It can be understood, for instance, as the practice of public identification of private
individuals by putting their contact details or information on employment or hobbies on a publicly
available website (Lindqvist, Case C-101/01).

4) Processing of personal data may also be constituted — depending on the circumstances — by
aggregation, indexing and storing information published on the internet by third parties (which may be
propet e.g. for the online search engines) (Google Spain, Case C-131/12).

5) While establishing whether particular persons/entities act as controllers or as joint controllers of
personal data, a court must establish whether such actor(s) exercise(s) effective control over purposes
and means of processing data. In this investigation, courts must build on the actual facts of the case,
without adopting all-embracing abstract and formal criteria (Fashion ID, Case C-40/17).
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