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Abstract: In the realm of predictive maintenance for energy-intensive machinery, effective

anomaly detection is crucial for minimizing downtime and optimizing operational effi-

ciency. This paper introduces a novel approach that integrates federated learning (FL) with

Neural Circuit Policies (NCPs) to enhance anomaly detection in compressors utilized in

leather tanning operations. Unlike traditional Long Short-Term Memory (LSTM) networks,

which rely heavily on historical data patterns and often struggle with generalization, NCPs

incorporate physical constraints and system dynamics, resulting in superior performance.

Our comparative analysis reveals that NCPs significantly outperform LSTMs in accuracy

and interpretability within a federated learning framework. This innovative combination

not only addresses pressing data privacy concerns but also facilitates collaborative learning

across decentralized data sources. By showcasing the effectiveness of FL and NCPs, this

research paves the way for advanced predictive maintenance strategies that prioritize both

performance and data integrity in energy-intensive industries.

Keywords: federated learning; anomaly detection; predictive maintenance; neural circuit

policies; long short-term memory (LSTM); energy-intensive machinery; machine learning;

data privacy

1. Introduction

In recent years, the field of predictive maintenance has gained significant attention,

particularly in industries where energy-intensive machinery plays a critical role. The ability

to detect anomalies in equipment performance not only enhances operational efficiency

but also reduces downtime and maintenance costs. This is especially pertinent in the

leather tanning industry, where compressors are essential for various processes, consuming

substantial energy and requiring meticulous monitoring to ensure optimal performance, as

studies such as [1–3] witness. As the demand for sustainable practices increases, leveraging

advanced machine learning techniques for predictive maintenance becomes a compelling

need [4,5].

Federated learning (FL), first proposed by McMahan et al. [6], presents a novel

paradigm that addresses the challenges associated with centralized data collection, particu-

larly in industries where data privacy and security are paramount. By allowing multiple

decentralized devices to collaboratively learn a shared model while keeping their data local,

FL mitigates privacy concerns and reduces the risk of data breaches and increases learning

efficiency [7–11].
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This approach is particularly relevant for anomaly detection in energy-intensive

systems, where sensitive operational data must be safeguarded. The integration of FL

into predictive maintenance frameworks enables organizations to harness the collective

intelligence of multiple machines without compromising data integrity.

Traditional approaches to anomaly detection often rely on recurrent neural networks

(RNNs), such as Long Short-Term Memory (LSTM) networks [12]. While LSTMs have

proven effective in capturing temporal dependencies within time-series data, they are

inherently limited by their reliance on synthetic learning from historical patterns. This can

lead to challenges in generalizing across varying operational conditions, especially when

physical constraints govern system behavior. In contrast, Neural Circuit Policies (NCPs)

offer a more sophisticated alternative by incorporating knowledge of physical limits and

system dynamics into the learning process. NCPs leverage continuous-time modeling

through ordinary differential equations (ODEs), enabling them to interpret system states

more naturally and effectively.

The key innovation of this research lies in comparing the performance of NCPs with

traditional LSTM methods in the context of anomaly detection for compressors used in

leather tanning facilities. By demonstrating that NCPs outperform LSTMs due to their

enhanced understanding of physical constraints, this study contributes to the growing

body of literature advocating for more interpretable and robust machine learning models

in industrial applications.

The implications of this research extend beyond theoretical advancements; they hold

practical significance for industries reliant on energy-intensive machinery. As manu-

facturers strive to optimize resource utilization and minimize operational disruptions,

implementing advanced predictive maintenance strategies becomes essential. The findings

from this study will not only provide insights into the efficacy of NCPs over LSTMs but

also pave the way for future research aimed at integrating federated learning frameworks

with advanced machine learning techniques for real-time anomaly detection.

In this study, we aim to estimate the optimal value of the apparatus to maximize

operational performance. It is important to clarify that, while anomaly detection may

represent a relevant aspect, our primary focus is not just on it. In fact, we do not intend to

conduct a direct comparison on the ability to detect anomalies, but rather to analyze key

operational metrics such as energy consumption and reactive power. These parameters can

serve as indicators of anomalies and are essential for assessing the operational efficiency of

the apparatus. Indeed, our ultimate goal is to prevent anomalies before they occur, rather

than merely detecting them after the fact.

As a consequence, our attention is directed towards estimating the evolution of crucial

operational metrics to ensure optimal functioning of the apparatus, including anomaly

detection. This approach opens us up to comparisons with models that integrate data

from other sensors, such as temperature and vibration sensors, always with the goal of

evaluating the optimal state of the equipment.

Thus, this paper seeks to illuminate the potential of federated learning combined

with Neural Circuit Policies as a transformative approach to predictive maintenance in

energy-intensive sectors. By focusing on compressors within leather tanning operations,

we aim to contribute valuable knowledge that enhances both operational efficiency and

sustainability in industrial practices.

This paper is structured as follows. Section 2 discusses the related work in anomaly

detection and predictive maintenance. Section 3 details the dataset and the simulation

setup. Moreover, it describes the methodology, including the implementation of LSTM and

NCP models. Section 4 presents and discusses the experimental results. Finally, Section 5

collects some conclusions and delineates potential future perspectives.
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2. Related Works in the Energy Domain

The intersection of anomaly detection and predictive maintenance has garnered signif-

icant attention in recent years, particularly in the context of energy-intensive machinery,

such as compressors used in leather tanning industries. This section reviews the relevant

literature that explores various methodologies, including federated learning, Long Short-

Term Memory networks, and Neural Circuit Policies, emphasizing their application in

predictive maintenance frameworks.

One of the pioneering works in this area is the study by [13], which investigated the use

of LSTM networks for anomaly detection in industrial settings. The authors demonstrate that

LSTMs can effectively model time-series data to predict equipment failures, thereby enhancing

predictive maintenance strategies. However, they also acknowledge the limitations of LSTMs

in capturing complex physical behaviors inherent in machinery operation.

In contrast, Hasani et al. [14] introduced Neural Circuit Policies as a novel approach

that integrates knowledge of physical constraints into the learning process. Their research

highlights how NCPs outperform traditional methods such as LSTMs by providing a more

robust framework for understanding system dynamics. This capability is particularly

beneficial for predictive maintenance applications where equipment behavior is influenced

by various operational factors. Loy-Benitez et al. [15] studied the use of NCPs in predicting

the concentration of PM2.5 from measurements of outdoor and indoor air variables and

show that NCPs yield the most accurate predictions compared to other neural methods,

including LSTMs. Palma et al. [16] investigated their effectiveness in forecasting time series

data for energy production and consumption and demonstrate that NCPs outperform

LSTM networks offering superior predictive maintenance solutions.

The application of federated learning in predictive maintenance has also been explored

extensively. For instance, ref. [17] proposed a federated learning framework that allows

multiple devices to collaboratively learn from local data without compromising privacy.

This approach is particularly relevant for industries where data security is paramount,

such as leather tanning facilities. The authors demonstrate that federated learning can

enhance anomaly detection capabilities while maintaining compliance with data protection

regulations. Jithish et al. [18] and Shrestha et al. [19] implemented FL-based models, in-

cluding LSTMs, to detect anomalous behaviors in a smart grid and show that the proposed

architectures perform efficiently in terms of memory, CPU usage, bandwidth and power

consumption. Federated LSTMs yield good performance also in predicting capacity degra-

dation of lithium-ion batteries [20], dynamic processes in polymers [21], and cryptocurrency

prices [22].

Moreover, a recent study by [23] emphasized the importance of real-time data analysis

in predictive maintenance for distributed energy resources. The authors discuss how

advanced machine learning techniques, including anomaly detection algorithms, can

proactively identify potential issues before they escalate into costly failures. This aligns with

the objectives of this paper, which seeks to leverage similar methodologies for compressors

in leather tanning operations.

Thus, while traditional methods like LSTMs have laid the groundwork for anomaly

detection in predictive maintenance, emerging approaches such as NCPs and federated

learning present promising alternatives that address some of the inherent limitations of

earlier models. This paper aims to build upon these foundational works by comparing

the efficacy of NCPs against LSTMs within a federated learning framework specifically

tailored for compressors used in leather tanning processes.
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Research Gaps and Contributions

While the fields of anomaly detection and predictive maintenance have made sig-

nificant strides, several research gaps remain unaddressed, particularly in the context of

energy-intensive machinery such as compressors in the leather tanning industry:

• Limited integration of physical constraints in machine learning models: Traditional

methods like LSTM networks focus primarily on historical data patterns and often

fail to account for the physical constraints and dynamics governing real-world ma-

chinery. This limitation can hinder generalization and interpretability across varying

operational conditions.

• Privacy concerns in centralized data collection: Most existing predictive maintenance

frameworks rely on centralized data aggregation, raising significant privacy and

security concerns, particularly in industrial settings where sensitive operational data

is involved.

• Lack of exploration of Federated Learning for industrial anomaly detection: Despite

its potential to address data privacy challenges, FL remains underexplored in the con-

text of energy-intensive systems, particularly in combination with advanced machine

learning techniques such as NCPs.

• Comparative analysis of NCPs and LSTMs in industrial applications: While NCPs

have shown promise in various domains, their efficacy compared to traditional meth-

ods like LSTMs for anomaly detection in industrial machinery, specifically compres-

sors, has not been systematically evaluated.

To address these gaps, this paper makes the following contributions:

• We propose the integration of NCPs into predictive maintenance frameworks, demon-

strating their ability to incorporate physical constraints and system dynamics for

improved anomaly detection in energy-intensive machinery.

• We leverage FL to enable collaborative learning across decentralized data sources,

thereby enhancing anomaly detection while addressing data privacy and secu-

rity concerns.

• We conduct a comprehensive comparative analysis of NCPs and LSTMs, evaluating

their performance in detecting anomalies in compressors used within leather tanning

operations. Our results show that NCPs significantly outperform LSTMs in terms of

accuracy and interpretability.

• We validate the proposed approach through real-world simulations and datasets,

highlighting its practical relevance and potential for application in industrial settings.

This research not only bridges existing gaps but also paves the way for advanced

predictive maintenance strategies that prioritize performance, interpretability, and data

integrity in energy-intensive industries.

Thus, while this paper addresses critical research gaps in anomaly detection and

predictive maintenance for energy-intensive machinery, it is essential to underscore that

our primary objective extends beyond mere detection. We aim to develop strategies that

not only identify potential anomalies but also proactively prevent them from occurring.

By focusing on the integration of physical constraints and advanced machine learning

techniques, we seek to create a framework that enhances operational efficiency and sus-

tainability. This approach aligns with the broader goal of predictive maintenance, which is

to ensure optimal performance and reliability of industrial systems, ultimately reducing

downtime and maintenance costs.
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3. Materials and Methods

In this section, we outline the materials and methods employed in our study to

evaluate the effectiveness of Neural Circuit Policies compared to Long Short-Term Memory

networks within a federated learning framework for anomaly detection in compressors.

We begin with a detailed description of the dataset used for training and testing our models

in Section 3.1.

Following this, Section 3.2 presents the model architectures, focusing on the mathe-

matical formulations and structural designs of the federated learning system, NCPs, and

LSTMs. This comparison highlights how NCPs, grounded in differential equations, lever-

age a deeper understanding of the dynamics of a physical system, resulting in superior

performance in detecting anomalies compared to traditional LSTM models.

3.1. Dataset Description

The dataset employed in this study consists of operational data collected from four

compressors at a leather tanning facility located in Santa Croce sull’Arno, Italy. This

facility was selected due to its significant energy consumption and the critical role that

compressors play in its production processes. The choice of compressors with similar

functions and characteristics ensures that our findings are relevant and can be generalized

across comparable industrial settings.

Data collection was conducted with an hourly granularity, which is crucial for enabling

timely interventions and facilitating a thorough analysis of energy consumption trends

throughout the day. This level of detail allows for the identification of patterns that may

indicate potential anomalies, thereby enhancing our predictive maintenance capabilities.

The specific timeframe for data collection spans from March to June 2024. This period was

chosen because it reflects full operational capacity, as the facility tends to operate at reduced

levels during the summer months due to employee holidays. Consequently, data from

March to June provide a more accurate representation of normal operational conditions,

making it ideal for training and testing our models.

The dataset comprises several critical features that are instrumental in assessing com-

pressor performance and detecting anomalies such as current (A), power factor (CosPhi),

energy consumption (kWh), reactive energy (VARh), and voltage (V) (see Table 1).

Table 1. Features of the Dataset.

Feature Description Units

Current The electric current supplied to the compressor A

Power Factor (CosPhi) A measure of how effectively electrical power is being converted into useful work output -

Energy Consumption The total energy consumed by the compressor during operation kWh

Reactive Energy The energy that oscillates between the source and load, not used for productive work VARh

Voltage The electrical potential supplied to the compressor V

These features are critical for our anomaly detection framework. For example, moni-

toring current levels helps identify deviations that may indicate potential electrical issues

or inefficiencies in compressor operation. The power factor is particularly important as it

reflects how effectively the compressors convert electrical energy into mechanical work;

a low power factor could signal underlying problems that require attention. Energy con-

sumption metrics provide insights into operational trends, enabling us to detect anomalies

that could lead to costly downtimes or maintenance needs.

In addition to their role in detecting anomalies, these features are integral to our

overarching goal of preventing issues before they arise. By closely monitoring current
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levels, power factor, and energy consumption metrics, we can not only identify existing

inefficiencies but also predict potential failures. This proactive approach enables us to

implement maintenance strategies that address issues early on, thereby minimizing the

risk of costly downtimes and enhancing the overall reliability of compressor operations.

By utilizing this comprehensive dataset, our research aims to develop a robust predic-

tive maintenance framework that enhances the reliability and efficiency of compressors in

energy-intensive industrial applications. The integration of these features into our machine

learning models will allow for a nuanced understanding of compressor behavior, ultimately

contributing to improved operational performance, reduced maintenance costs, optimizing

performance and sustainability, and ensuring that compressors operate within their ideal

parameters and reducing the likelihood of unexpected breakdowns.

3.1.1. Data Pre-Processing

Data pre-processing is an essential phase in preparing the dataset for effective anomaly

detection and predictive maintenance analysis. In this study, we structured our pre-

processing efforts into two main phases: the aggregation of individual measurements from

each compressor (Section Aggregation of Individual Measurements from Each Compressor)

and the correction of anomalous values (Section Correction of Anomalous Values).

Aggregation of Individual Measurements from Each Compressor

The first phase involved began by establishing a comprehensive time frame for data

collection, spanning from 17 March 2024 to 24 June 2024. As already said, this period was

selected to capture full-capacity operational conditions, as the facility typically experiences

reduced activity during the summer months due to employee vacations. By focusing on

this time frame, we ensured that the dataset reflects normal operating behavior, which is

crucial for training our predictive models.

Each compressor’s data were stored in a dictionary, where each key corresponds to

a compressor name and each value contains a list of DataFrames representing individual

measurements. This structure allows for efficient access and manipulation of data.

To ensure data integrity, we conducted several checks on the loaded datasets. We

examined each measurement for duplicate timestamps and missing values (NaNs). These

checks are crucial as duplicates can lead to erroneous conclusions about equipment per-

formance, while missing values can disrupt model training and evaluation. The results of

these integrity checks were compiled into DataFrames for easy reference and analysis. No

dataset had either duplicates or missing values.

Following the integrity checks, we proceeded with the aggregation of measurements. We

modified the names of the measurements to include their respective units for clarity and consis-

tency. To facilitate analysis across all compressors, we generated a comprehensive timestamp

index covering every hour within our specified date range. This ensured that all compressors

had aligned time series data, making it easier to compare performance metrics across machines.

Finally, we saved the aggregated datasets for each compressor into a dictionary of

DataFrames indexed by the machines’ names for further analysis. This structured approach

to data pre-processing not only enhances the quality of our dataset but also lays a solid

foundation for subsequent modeling efforts aimed at detecting anomalies in compressor

operations. By ensuring that our data are clean, consistent, and well organized, we increase

the reliability of our predictive maintenance framework and its ability to identify potential

issues proactively.

Correction of Anomalous Values

The correction of anomalous values is a critical step in ensuring the reliability and the

accuracy of the dataset used for predictive maintenance analysis. In this study, we focused
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on identifying and addressing outliers in key performance metrics for the compressors,

specifically targeting the columns related to energy consumption and reactive energy.

After data aggregation, we visualized the data of each column through plots. This

not only provided insight into the overall trends and patterns but also helped the visual

identification of potential outliers. Each feature was plotted against time, allowing us to

observe fluctuations and irregularities that could indicate anomalous behavior.

For specific columns identified as problematic—namely, Energy Consumption (kWh) and

Reactive Energy (VARh)—we established thresholds to define what constituted an anomalous

value. For instance, any energy consumption exceeding 200 kWh or reactive energy exceeding

100,000 VARh was flagged as an outlier. This thresholding approach is grounded in domain

knowledge regarding expected operational ranges for compressors; values outside these limits

are likely indicative of sensor errors or abnormal operating conditions.

Once outliers were identified, we replaced them with NaN values to be filled using

linear interpolation. This process ensures that our dataset remains robust while minimizing

the impact of erroneous readings on our predictive models. Figures 1 and 2 illustrate these

distributions before and after the process of outliers removing.

Figure 1. Distribution of energy consumption and reactive energy before correction.

Figure 2. Distribution of energy consumption and reactive energy after correction.

Finally, after correcting for anomalies and ensuring data integrity, we saved each

dataset into a separate Excel file for further use. By implementing these rigorous correction

methods and visualizing both pre- and post-correction distributions, we enhance the quality

of our dataset, thereby increasing the reliability of our predictive maintenance framework

and its ability to detect potential issues within compressor operations effectively.
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Thus, as part of the pre-processing phase, we performed a removal of certain outliers

corresponding to physically implausible values of reactive energy and energy consumption

for the machinery. These outliers were identified based on domain knowledge and statistical

analysis. After removing these outliers, we filled in the gaps using linear interpolation,

which helped maintain the continuity of the dataset while ensuring that the corrected

values remained within a reasonable range.

To illustrate the impact of these pre-processing steps, we present several figures

showing the distribution of data for Compressor 1 before and after correction.

In Figure 3, we show the distribution of all feature values for Compressor 1 prior

to any corrections. This figure highlights the presence of outliers that may skew analysis

and predictions.

Figure 3. Distribution of all feature values for Compressor 1 before correction.

Following the correction process, Figure 4 illustrates the distribution of all feature

values for Compressor 1 after corrections were applied. The removal of outliers and the

application of linear interpolation result in a more normalized distribution, which is crucial

for reliable predictive modeling.

Additionally, we provide a focused analysis on specific time windows to further assess

the impact of our corrections. Figure 5 shows the distribution of all feature values within

the time window from 17 May 2024 at 00:00 to 16 June 2024 at 23:00 before any corrections

were made.

In contrast, Figure 6 presents the same time window after corrections were applied.

The improvement in data distribution is evident, showcasing how our pre-processing steps

have enhanced data integrity.
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Figure 4. Distribution of all feature values for Compressor 1 after correction.

Figure 5. Distribution of all feature values from 17 May 2024 to 16 June 2024, before correction.
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Figure 6. Distribution of all feature values from 17 May 2024 to 16 June 2024, after correction.

Furthermore, we zoom in on a critical period from 6 June 2024 at 00:00 to 12 June 2024

at 23:00 to analyze changes in detail. Figure 7 illustrates the distribution during this week

before any corrections were implemented.

Figure 7. Distribution of all feature values from 6 June 2024 to 12 June 2024, before correction.
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Finally, Figure 8 shows the distribution for the same period after applying our cor-

rection methods. This visualization highlights how effectively our pre-processing has

addressed anomalies within this critical time frame.

Figure 8. Distribution of all feature values from 6 June 2024 to 12 June 2024, after correction.

These figures collectively demonstrate how our pre-processing efforts have signif-

icantly improved data quality across different time frames. By addressing outliers and

applying linear interpolation where necessary, we have enhanced the dataset’s reliability

for subsequent analysis and model training.

3.2. Model Architectures

In this subsection, we present the proposed model architecture designed for anomaly

detection in compressors used in leather tanning operations. The primary objective of our

architecture is to leverage advanced machine learning techniques, specifically Neural Circuit

Policies and Long Short-Term Memory networks, within a federated learning framework.

This dual approach aims to enhance the accuracy and interpretability of anomaly detection

while addressing critical data privacy concerns inherent in industrial applications.

The architecture is structured to facilitate the integration of local models trained

on decentralized data from multiple compressors. By utilizing federated learning, we

ensure that sensitive operational data remain on-site, thereby preserving privacy while

still benefiting from collaborative learning. The NCPs are particularly noteworthy as they

incorporate knowledge of physical constraints through differential equations, allowing for

a more nuanced understanding of the system dynamics compared to traditional LSTM

models, which primarily rely on historical data patterns.

In the following paragraphs, we will detail the specific components of our model

architecture, including the mathematical formulations for both NCPs and LSTMs, as well

as the overall design of the federated learning framework. This comprehensive overview
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will highlight how our proposed architecture effectively combines these methodologies to

achieve superior performance in detecting anomalies within compressor operations.

3.2.1. Federated Learning

Federated learning is a decentralized approach to machine learning that enables multiple

clients to collaboratively train a shared model while keeping their data localized. This

architecture is particularly beneficial in scenarios where data privacy is paramount, such as

in industrial applications involving sensitive operational data from compressors in leather

tanning facilities. The primary objective of employing FL in our system is to enhance predictive

maintenance capabilities without compromising the confidentiality of the data.

In a typical FL setup, there exists a central server that coordinates the training process,

while each client holds its own local dataset. Clients independently train their models on local

data and subsequently share only the model parameters—rather than the raw data—with the

server [24]. This method significantly mitigates privacy concerns, as sensitive information

remains on the client side and is never transmitted over the network. By exchanging model

updates instead of raw data, FL aligns with stringent data protection regulations, such as

GDPR, making it an ideal choice for industries handling sensitive information.

From an architectural perspective, our FL framework consists of a server and multiple

clients, each representing different compressors. The server orchestrates the training process by

aggregating model updates from all participating clients. This aggregation can be performed

using various strategies, such as averaging the parameters or employing more sophisticated

techniques that account for the quality and relevance of each client’s contribution.

To provide a clearer understanding of the system architecture, we present a general

block diagram that illustrates the connections between the different endpoints within our

federated learning framework. This diagram visually represents how the server interacts

with each client, highlighting the flow of information and the collaborative nature of the

training process.

As shown in Figure 9, the federated learning process begins with clients downloading

the current global model from the server at the start of each training round. Each client

then independently trains this model using its own local dataset, allowing for personalized

adaptation to specific operational conditions without compromising data privacy. Once

training is complete, clients send only their computed weights back to the server, ensuring

that sensitive local data remains secure and are not shared. The pseudo-code of the training

process is shown in Algorithm 1.

Figure 9. Block diagram illustrating the architecture of the federated learning framework, showing

the interaction between the server and multiple clients representing different compressors.
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Algorithm 1 Training process of FL

Input: model architectureM, number of rounds R, datasets D1, . . . ,DK

Output: trained weights θ of the global server’s model

1: Initialize the weights θ of the global server’s model
2: Uniquely assign a client to each dataset Di, i = 1, . . . , K
3: for round = 1→ R do
4: BroadcastM with weights θ to all clients
5: for client = 1→ K do
6: Compute local weights θclient by updating θ using Dclient

7: Send θclient to the global server
8: end for
9: Update global weights: θ ← 1

K ∑
K
client=1 θclient

10: end for

The server plays a crucial role in aggregating these received weights to update the

global model, which is then redistributed to all clients at the beginning of the next round.

This iterative process not only enhances model accuracy through collaborative learning but

also preserves data privacy—a significant advantage in industrial settings where sensitive

operational data may be involved.

In more details, our architecture consists of a central server and multiple clients, each

representing a different compressor. The server is responsible for coordinating the training pro-

cess, while each client independently trains a local model on its dataset. In our implementation,

we utilized the Flower framework, which simplifies the setup of FL systems.

The server is initiated by running a script that starts the ‘server.py’ process. This

server listens for incoming connections from clients and manages the aggregation of model

parameters. Each client is represented by a separate process running ‘client.py’, which

connects to the server and participates in the training process.

Each client loads its specific dataset corresponding to one of the compressors (e.g.,

“Compressor 1”, “Compressor 2”, etc.). The datasets are pre-processed locally to ensure they

are ready for model training. This includes handling missing values and normalizing the data

with the MinMax method. The clients then train their local models using TensorFlow (version

2.14.1) , which allows them to learn from their unique datasets without sharing raw data with

the server.

Mathematically, FL can be formalized as follows: let Dk represent the dataset held by

client k, and let θ denote the global model parameters. Each client k computes an update

based on its local dataset:
θ′k = θk − η∇Fk(θk), (1)

where Fk(θ) is the local loss function computed on Dk, η is the learning rate, and ∇Fk(θk)

represents the gradient of the loss function with respect to the model parameters. After local

training, each client sends its updated parameters θ′k back to the server, which aggregates

these updates to form a new global model [25]:

θ′ =
1

K

K

∑
k=1

θ′k, (2)

where K is the total number of participating clients. This iterative process continues until

convergence is achieved or a fixed number of rounds is reached.

The benefits of this federated architecture extend beyond privacy preservation; it also

allows for efficient use of computational resources. Clients can train models tailored to

their specific operational conditions without needing to centralize vast amounts of data.

This decentralized approach not only enhances model robustness by incorporating diverse
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data distributions but also reduces network bandwidth usage since only model parameters

are communicated.

Thus, FL provides a powerful framework for developing predictive maintenance

solutions that prioritize data privacy while leveraging collaborative learning across multiple

compressors. By integrating this architecture into our anomaly detection system, we aim to

improve operational efficiency and reliability in energy-intensive industrial applications.

3.2.2. Neural Circuit Policies

Neural Circuit Policies, first proposed by Hasani et al. in [14], are a novel architecture

designed to enhance anomaly detection in time series data, particularly in the context of

predictive maintenance for compressors. Indeed, NCPs are structured to mimic biological

neural circuits, allowing them to process information through interconnected nodes that

represent different features of the input data. Each node in the NCP architecture is designed

to capture specific aspects of the time series, enabling the model to learn intricate rela-

tionships between variables over time. This architecture is particularly advantageous for

anomaly detection, as it facilitates the identification of deviations from expected patterns

by analyzing how these nodes interact with each other.

Our implementation of NCPs leverages their ability to model complex temporal

dependencies while incorporating knowledge of physical constraints, which is critical for

accurately identifying anomalies in operational data.

The architecture of our NCP model (see Figure 10) is structured to effectively process

sequences of operational data from compressors. The model is defined using TensorFlow

and consists of several key components:

• Input Layer: The model begins with an input layer that accepts data shaped as

sequences with a specified number of time steps (in our case, 24) and features (5). This

structure allows the model to analyze the historical context of compressor operations

over time.

• NCP Layer (CfC): Central to our architecture is a closed-form continuous-time neural

network (CfC) [26], a pivotal component of the NCP framework. The layer leverages

feedback mechanisms to maintain a dynamic representation of the system’s state over

time. This approach enables the model to effectively capture temporal dependencies

and system dynamics, offering advantages over conventional recurrent architectures

like LSTM networks, which primarily operate on discrete time intervals without

adequately modeling continuous changes. The input–output expression of the CfC

layer is an approximation of the closed-form solution of the Liquid Time Constant

(LTC) system

dx

dt
= −[wτ + f (x, I, θ)]⊙ x(t) + A⊙ f (x, I, θ), (3)

where at a time step t, x(t) ∈ R
d represents the state of a LTC with d cells, I(t) ∈ R

m

is an exogenous input to the system with m features, wτ ∈ R
d is a time-constant

parameter vector, A ∈ R
d is a bias vector, f is a neural network parametrized by θ,

and ⊙ is the Hadamard product.

• Dense Layers: Following the CfC layer, we include some fully connected (dense)

layers. The first dense layer has 32 units with a ReLU activation function, which

introduces non-linearity into the model. This is followed by a dropout layer with a

rate of 0.2 which prevents overfitting by randomly setting a fraction of input units

to zero during training. Subsequent dense layers further refine the model’s output,

ultimately producing predictions that correspond to the original feature set.

• Output Layer: The final output layer consists of 5 units with a linear activation func-

tion, corresponding to our input features (current, power factor, energy consumption,
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reactive energy, and voltage). This configuration allows the model to predict these

features directly based on learned patterns from historical data.

Figure 10. Flowcharts of the models. The ‘?’ in the input size refers to the batch size, which is set

during training.

The mathematical foundation of NCPs provides several advantages for ano-

maly detection:

• Continuous Dynamics: By employing differential equations within the LTC layer,

NCPs can capture continuous changes in system states over time. This contrasts with

traditional methods that discretize the time domain and may overlook important

transitions between states.

• Robustness to Noise: The interconnected nature of nodes within the NCP architecture

enhances its robustness against noise and outliers in operational data. This is particularly

important in industrial settings where sensor inaccuracies can lead to erroneous readings.

• Interactivity Among Nodes: Each node in the NCP interacts dynamically with others,

allowing for adaptive learning as new data streams are introduced. This interactiv-

ity helps in recognizing patterns that may indicate anomalies based on contextual

information derived from multiple features.

Our NCP model is configured to handle multiple training channels simultaneously,

enabling it to process data from different compressors concurrently. Each channel corre-
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sponds to a specific compressor’s dataset, allowing tailored learning while still contributing

to a unified global model. This multi-channel capability ensures that the model can learn

from diverse operational conditions across various machines, enhancing its generalization

ability when detecting anomalies.

Thus, our implementation of Neural Circuit Policies provides a powerful frame-

work for detecting anomalies in time series data through its innovative architecture and

mathematical foundations. By integrating physical knowledge with advanced modeling

techniques, NCPs enhance our ability to identify operational irregularities in compressors

effectively. This makes them particularly suitable for predictive maintenance applications

where timely detection of anomalies can lead to significant cost savings and improved

operational efficiency.

3.2.3. Long Short-Term Memory Networks

Long Short-Term Memory networks are a type of recurrent neural network (RNN)

specifically designed to model sequential data and capture long-term dependencies. In our

study, we implemented an LSTM architecture to detect anomalies in time-series data from

compressors, providing a robust alternative to NCPs. The primary goal of using LSTMs

is to leverage their ability to learn from historical sequences, making them suitable for

applications where temporal patterns are critical.

The architecture of our LSTM model (see Figure 10) is structured using TensorFlow

and consists of several key components:

• Input Layer: The model begins with an input layer that accepts sequences shaped

as ‘(timesteps, features)’, where ‘timesteps’ corresponds to the number of past obser-

vations (in our case, 24 h), and ‘features’ represents the different operational metrics

being monitored (5 features in total).

• LSTM Layer: the core of our architecture is a LSTM layer with 10 units and set to

‘return_sequences = False’, meaning it outputs only the final output for the entire

sequence. This configuration allows the model to distill information from all time

steps into a single representation that can be used for final predictions.

• Dense and Dropout Layers: the layers after the LSTM are the same in the proposed

NCP architecture.

• Output Layer: as in our NCP model, the final output layer consists of 5 units with a

linear activation function, corresponding to our input features (current, power factor,

energy consumption, reactive energy, and voltage). This structure enables the model

to predict these features based on learned patterns from historical data.

The mathematical foundation of LSTMs [27] provides several advantages for

anomaly detection:

• Memory cells: LSTMs utilize memory cells that maintain information over long

periods, which is crucial for learning dependencies in sequential data. Each memory

cell contains three gates: input, forget, and output gates that control the flow of

information. The equations governing these gates can be expressed as follows:

ft = σ(W f · [ht−1, xt] + b f ) (forget gate),

it = σ(Wi · [ht−1, xt] + bi) (input gate),

ot = σ(Wo · [ht−1, xt] + bo) (output gate),

Ct = ft ∗ Ct−1 + it ∗ C̃t (cell state update)

ht = ot ∗ tanh(Ct) (hidden state).
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Here, W f , Wi, Wo are weight matrices, b f , bi, bo are bias vectors, Ct is the cell state at

time t, and ht is the hidden state output.

• Long-term dependencies: By effectively managing long-term dependencies through

its gating mechanisms, LSTMs can learn complex temporal patterns that are crucial

for detecting anomalies in compressor operations.

• Robustness: LSTMs are inherently robust against issues such as vanishing gradients

that often plague traditional RNNs. This robustness makes them particularly suitable

for processing long sequences of operational data.

Similar to our NCP implementation, our LSTM model is designed to handle multiple

training channels simultaneously. Each channel corresponds to a specific compressor’s

dataset, enabling tailored learning while still contributing to a unified global model. This

multi-channel capability allows the LSTM to learn from diverse operational conditions

across various machines, enhancing its ability to generalize when detecting anomalies.

Thus, LSTM networks provide a powerful framework for detecting anomalies in time

series data through their specialized architecture and mathematical foundations. By leveraging

their ability to learn from historical sequences and manage long-term dependencies effectively,

LSTMs enhance our capacity to identify operational irregularities in compressors. This makes

them particularly suitable for predictive maintenance applications where timely detection of

anomalies can lead to significant cost savings and improved operational efficiency.

3.3. Comparative Analysis of Federated Learning with Neural Circuit Policies and Long
Short-Term Memory Networks

In the context of predictive maintenance, particularly for energy-intensive machinery,

the choice of model architecture is crucial for effective anomaly detection. This subsection

presents a theoretical comparative analysis between FL integrated with NCPs and FL

combined with LSTM networks. The aim is to demonstrate that NCPs, grounded in

differential equations, offer superior performance compared to the synthetic learning

approach of LSTMs.

3.3.1. Theoretical Foundations

LSTM networks are designed to capture temporal dependencies in sequential data

through a series of memory cells and gating mechanisms. They process information

in discrete time in order to learn patterns from historical data effectively. However, this

discrete framework can lead to limitations when modeling systems governed by continuous

dynamics, as it may struggle to accurately represent real-world processes that unfold over

time. LSTMs rely on their ability to remember past inputs and use this information to

predict future outcomes, but they do so in a manner that can be less interpretable regarding

the underlying physical processes involved.

In contrast, NCPs leverage ordinary differential equations to model system dynamics

continuously. This approach allows NCPs to directly incorporate physical constraints and

principles governing the behavior of the machinery being monitored. By modeling the state

evolution of a system based on its physical laws, NCPs provide a more intuitive understanding

of how different factors influence system performance over time. For instance, in energy

systems, processes such as battery charging and discharging can be represented more naturally

using ODEs rather than relying on discrete updates characteristic of LSTM networks.

3.3.2. Performance Implications

The implications of these theoretical differences are profound when it comes to model

performance in predictive maintenance applications. NCPs’ ability to capture continuous

dynamics enables them to generate more reliable forecasts that align closely with real-world
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constraints. While LSTMs may excel at capturing certain historical patterns, they can falter

when faced with sudden changes or anomalies that deviate from learned behaviors. NCPs,

on the other hand, can adapt more readily to such changes due to their grounding in

physical laws.

Moreover, the interpretability of NCPs represents a significant advantage over LSTMs.

The explicit representation of physical dynamics allows stakeholders to understand how

various inputs affect system states and decisions made by the model. This transparency

is particularly valuable in industrial settings where operators need to justify maintenance

decisions based on model outputs.

To further illustrate these concepts, we present two figures: Figure 11 depicts the

learning process of an LSTM network, while Figure 12 illustrates the continuous modeling

approach of NCPs.

Figure 11. Learning process of an LSTM network illustrating its discrete-time approach.

Figure 12. Continuous modeling approach of NCP using differential equations.

Thus, while both FL with NCPs and LSTM networks provide frameworks for anomaly

detection in predictive maintenance, the theoretical foundations underpinning these models

suggest that NCPs offer distinct advantages. Their reliance on differential equations enables

them to model continuous processes more effectively and in a more interpretable way than

LSTMs, which are constrained by their discrete-time approach.
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3.4. Mathematical Justification for Model Selection

In our approach to anomaly detection for compressors in the leather tanning indus-

try, we focused on comparing LSTM networks and NCPs within a federated learning

framework. While various models exist in the literature for anomaly detection, such as

Isolation Forest [28], Local Outlier Factor (LOF) [29], and Histogram-Based Outlier Score

(HBOS) [30], we intentionally excluded these methods from our comparative analysis. This

decision was based on several key considerations that highlight the unique requirements

of our application.

To effectively analyze and model anomaly detection in compressors, it is essential

to understand the unique characteristics of time-series data generated by these systems,

which exhibit temporal dependencies and dynamic behaviors that significantly influence

their operational performance.

Compressors generate time-series data characterized by temporal dependencies, which

can be mathematically represented as follows:

Xt = f (Xt−1, Xt−2, . . . , Xt−n) + ϵt, (4)

where Xt is the observation at time t, f is a function capturing the relationship between

current and past observations, and ϵt represents noise in the system.

While LSTMs and NCPs are specifically designed to capture the temporal dependen-

cies and continuous dynamics inherent in time-series data, traditional anomaly detection

models such as Isolation Forest, LOF, and HBOS lack the necessary mechanisms to effec-

tively analyze such data.

Isolation Forest operates by constructing random decision trees to isolate observations.

The underlying assumption is that anomalies are easier to isolate than normal points.

However, this method does not take into account the sequential nature of time-series

data. Each observation’s context—i.e., its relationship with previous observations—is

ignored, leading to potential misclassification of anomalies that may appear normal when

considered in isolation but are anomalous in the context of their temporal sequence.

In particular, Isolation Forest isolates anomalies based on random partitions of data

points but does not account for their temporal context:

D(x) = 2
−

E(h(x))
c(n) , (5)

where D(x) is the anomaly score for observation x, E(h(x)) is the expected path length to

isolate point x, and c(n) is a normalization factor based on the number of observations.

Similarly, LOF measures the local density deviation of a given data point with respect

to its neighbors. While it is effective for identifying outliers in static datasets, it fails to

account for temporal correlations between observations. In time-series data, the significance

of an observation can change dramatically based on its position in the sequence; thus, LOF’s

reliance on local density alone is insufficient for capturing these dynamic relationships.

On the other hand, HBOS computes outlier scores based on the distribution of feature

values within histograms. This approach is inherently static and does not consider the

ordering of observations over time. As a result, HBOS may overlook critical patterns and

trends that emerge from the temporal arrangement of data points, leading to inaccurate

anomaly detection in scenarios where timing is crucial.

Thus, while Isolation Forest, LOF, and HBOS can be effective in certain contexts,

their inability to model temporal dependencies makes them unsuitable for analyzing

time-series data generated by compressors. In contrast, LSTMs and NCPs provide robust

frameworks capable of capturing these essential dynamics, thereby enhancing the accuracy

and reliability of anomaly detection in predictive maintenance applications.
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To effectively illustrate the theoretical differences in how various models approach

anomaly detection in time-series data generated by compressors, we present a refined

conceptual graph (see Figure 13). This graph simulates the performance characteristics of

Long Short-Term Memory networks and Neural Circuit Policies compared to traditional

anomaly detection methods such as Isolation Forest, Local Outlier Factor, and Histogram-

Based Outlier Score (HBOS).

The curves represent the ability of each model to capture temporal dependencies over

time. The LSTM curve demonstrates a gradual improvement in performance as it learns

from sequential data, effectively adapting to changes and capturing patterns. This reflects

the reality of time-series data where anomalies often evolve gradually rather than appearing

abruptly. Similarly, the NCP curve reflects its strength in modeling continuous dynamics

through differential equations, showcasing its capability to understand underlying physical

processes. By leveraging mathematical representations of system behavior, NCPs can better

anticipate shifts in operational conditions.

In contrast, the curves for traditional models indicate a relatively static performance

that does not improve significantly over time due to their reliance on isolated observations

without considering temporal context. The Isolation Forest curve exhibits minor fluctua-

tions, highlighting its focus on identifying anomalies based solely on their distance from

other points, rather than on any temporal progression. The Local Outlier Factor curve

shows similar behavior, with slight variations reflecting local density changes but lacking

a robust response to temporal trends. This limitation underscores its inability to track

evolving patterns in data effectively. The HBOS curve follows a comparable trajectory,

emphasizing its reliance on histogram-based scoring that fails to account for sequential

dependencies. As a result, these traditional models may miss critical insights that arise

from the temporal nature of the data.

This visualization emphasizes why LSTMs and NCPs are more suitable for analyzing

time-series data in predictive maintenance applications. Their ability to learn from historical

sequences allows for more accurate anomaly detection and ultimately leads to better

decision-making in dynamic environments.

Figure 13. Theoretical performance comparison of anomaly detection approaches: LSTM networks

and NCPs versus traditional models (Isolation Forest, Local Outlier Factor, HBOS).

3.5. Comparison with Additional Machine Learning Models

To further substantiate our findings and provide a comprehensive evaluation of our

proposed approach, we expanded our analysis to include comparisons with additional ma-

chine learning models, specifically Convolutional Neural Networks (CNNs) and Artificial

Neural Networks (ANNs). This decision was motivated by the need to benchmark our
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Neural Circuit Policies against a broader spectrum of established models in the context of

anomaly detection for compressors used in leather tanning facilities.

The inclusion of CNNs and ANNs in our comparative analysis is particularly relevant

given their widespread application in various domains, including time series analysis and

anomaly detection. CNNs, known for their ability to automatically extract spatial hierarchies

of features through convolutional layers, can be effective in identifying patterns within time

series data. On the other hand, ANNs provide a flexible architecture that can model complex

relationships within data, making them suitable for capturing non-linear dependencies.

In our comparative analysis, we utilized a consistent set of experimental parameters

across all models to ensure a fair evaluation of their performance in anomaly detection

for compressors. The hyperparameters for our experiments included a batch size of 8, a

learning rate of 0.005, 4 clients participating in the federated learning process, 50 epochs

for training, and 5 rounds of training. Each input sequence consisted of 24 timesteps with

5 features, and we allocated 65% of the data for training purposes.

The architecture of the ANN was specifically designed to effectively capture the un-

derlying patterns in the time series data. The model consists of an input layer that accepts

sequences shaped according to the defined timesteps (24) and features (5). Following this, we

implemented three dense layers with ReLU activation functions. The first two dense layers

contain 32 neurons each, allowing the model to learn complex representations of the data.

Each of these layers is followed by a dropout layer with a rate of 0.2 to mitigate overfitting by

randomly deactivating a fraction of neurons during training. The final output layer consists

of 5 neurons with a linear activation function, producing predictions for each feature. The

flowchart outlining the structure and operation of the ANN is presented in Figure 10.

For the CNN, we adopted an architecture that leverages convolutional layers to auto-

matically extract relevant features from the time series data. The model begins with an input

layer that accepts sequences shaped according to the defined time steps (24) and features (5).

This is followed by a 1D convolutional layer with 10 filters and a kernel size of 3, designed to

capture local patterns in the data. After this convolutional layer, we include a max pooling

layer with a pool size of 2 to reduce dimensionality while retaining essential features.

The flattened output from the pooling layer is then passed through two dense layers with

ReLU activations containing 32 and 16 neurons. Each dense layer is followed by a dropout

layer with a rate of 0.2 to enhance generalization. The final output layer consists of 5 neurons

with a linear activation function, providing predictions for each feature.

The CNN architecture was chosen due to its proven effectiveness in capturing spatial

hierarchies and local dependencies within sequential data, making it particularly suitable

for time series analysis. By employing convolutional operations, we aimed to improve the

model’s ability to identify patterns indicative of anomalies in compressor operations. The

flowchart outlining the structure and operation of the ANN is presented in Figure 10.

We now present the results of our comparative analysis of the performance of NCPs,

LSTM networks, CNNs, and ANNs in detecting anomalies in compressor operations. To

evaluate the effectiveness of each model, we employed several performance metrics: Mean

Squared Error (MSE), Mean Absolute Error (MAE), Root Mean Squared Error (RMSE), and

the Coefficient of Determination (R2). These metrics have been chosen for their ability to

provide a comprehensive understanding of model accuracy and predictive capability.

Each metric was chosen for its relevance to our specific problem:

• Mean Squared Error (MSE): This metric quantifies the average squared differences

between predicted and actual values. MSE is particularly useful in our context because

it penalizes larger errors more heavily, which is critical in anomaly detection where

significant deviations from expected operational metrics can indicate serious issues.
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By focusing on squared differences, MSE provides insights into the model’s overall

accuracy and helps identify models that perform well across the entire range of data.

• Mean Absolute Error (MAE): MAE measures the average absolute errors, offering a

more interpretable metric that reflects the average magnitude of errors in predictions

without considering their direction. In our application, MAE is valuable because it

provides a straightforward interpretation of prediction accuracy, making it easier for

practitioners to understand how far off predictions are from actual values. This is

particularly important in industrial settings where actionable insights are needed.

• Root Mean Squared Error (RMSE): RMSE is the square root of MSE, which brings

the error metric back to the original units of measurement. This characteristic makes

RMSE easier to interpret and to be applied directly to operational metrics. In our

study, RMSE serves as a complementary measure to MSE, allowing us to communicate

prediction errors in a way that is relatable to stakeholders who may not be familiar

with squared units.

• Coefficient of Determination (R2): R2 indicates how well the model explains the

variability of the response data around its mean. Values closer to 1 suggest better ex-

planatory power. In the context of our analysis, R2 helps us assess how effectively each

model captures the underlying patterns in compressor operations. A higher R2 value

implies that a larger proportion of variance in operational metrics can be explained by

the model, which is crucial for building trust in predictive maintenance strategies.

The results are summarized in the following tables.

Table 2 presents the MSE values for each model across different operational features.

The NCP model achieved the lowest average MSE, indicating its superior predictive

accuracy compared to other models.

Table 2. MSE for each model across different features.

Feature ANN CNN LSTM NCP

Current (A) 0.014799 0.008055 0.006477 0.005257

CosPhi (Units) 0.014773 0.007982 0.006885 0.004799

Energy Consumption (kWh) 0.015007 0.008149 0.007005 0.004717

Reactive Energy (VARh) 0.011093 0.005351 0.004655 0.002694

Voltage (V) 0.014876 0.007994 0.006935 0.004663

Average MSE 0.014110 0.007506 0.006391 0.004426

Table 3 summarizes the MAE for each model across different features. The NCP model

again shows a lower average MAE, reinforcing its effectiveness in providing accurate

predictions while minimizing error magnitudes.

Table 3. Mean Absolute Error (MAE) for each model across different features.

Feature ANN CNN LSTM NCP

Current (A) 0.114247 0.086249 0.075155 0.070456

CosPhi (Units) 0.112575 0.084575 0.075553 0.066961

Energy Consumption (kWh) 0.112990 0.084992 0.075104 0.066460

Reactive Energy (VARh) 0.096569 0.068571 0.060162 0.050636

Voltage (V) 0.108244 0.080246 0.077053 0.063165

Average MAE 0.108925 0.080926 0.072605 0.063536
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The RMSE values presented in Table 4 further illustrate the predictive capabilities

of each model across various features, with NCP achieving the lowest average RMSE,

indicating its robustness in prediction.

Table 4. RMSE for each model across different features.

Feature ANN CNN LSTM NCP

Current (A) 0.121652 0.089752 0.080477 0.072503

CosPhi (Units) 0.121542 0.089341 0.082962 0.069273

Energy Consumption (kWh) 0.122504 0.090271 0.083694 0.068677

Reactive Energy (VARh) 0.105322 0.073153 0.068231 0.051907

Voltage (V) 0.121968 0.089408 0.083278 0.068285

Average RMSE 0.118598 0.086385 0.079728 0.066129

Finally, Table 5 presents the Coefficient of Determination for each model across differ-

ent features, highlighting NCP’s superior ability to explain variance in the data.

Table 5. Coefficient of Determination (R2) for each model across different features.

Feature ANN CNN LSTM NCP

Current (A) 0.934476 0.963933 0.970750 0.976417

CosPhi (Units) 0.935494 0.964778 0.969409 0.978775

Energy Consumption (kWh) 0.935140 0.964426 0.969206 0.979360

Reactive Energy (VARh) 0.949488 0.975428 0.978517 0.987607

Voltage (V) 0.936986 0.965830 0.970169 0.980033

Average R2 0.938317 0.966879 0.971610 0.980438

To further illustrate these findings visually, we have included a histogram that sum-

marizes the overall performance metrics across all models in Figure 14.

Figure 14. Histogram summarizing the overall performance metrics across all models used in our analysis.

The results of our comparative analysis, summarized in Tables 2–5, provide valuable

insights into the performance of various machine learning models—Neural Circuit Policies,
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Long Short-Term Memory networks, Convolutional Neural Networks, and Artificial Neural

Networks—in detecting anomalies in compressor operations.

In terms of MSE, the NCP model achieved the lowest average MSE of 0.004426,

indicating its superior predictive accuracy compared to the other models. The LSTM model

followed with an average MSE of 0.006391, while the CNN and ANN models exhibited

higher MSE values of 0.007506 and 0.014110, respectively. This trend suggests that the

NCP model is more effective in minimizing prediction errors, which is critical in industrial

applications where accurate anomaly detection can prevent costly operational failures.

When examining the Mean Absolute Error (MAE), similar patterns emerged. The NCP

model again demonstrated the lowest average MAE of 0.063536, signifying that it consistently

produces predictions that are closer to the actual values across all features. The LSTM, CNN,

and ANN models recorded average MAEs of 0.072605, 0.080926, and 0.108925, respectively.

The lower MAE values for NCP indicate its robustness in providing actionable insights for

maintenance strategies, reinforcing its potential utility in real-world applications.

The RMSE results further corroborate these findings, with the NCP achieving an

average RMSE of 0.066129. This metric, which translates error metrics back into the original

units of measurement, allows for a more intuitive understanding of model performance.

The LSTM model’s average RMSE was 0.079728, while CNN and ANN models had higher

RMSE values of 0.086385 and 0.118598, respectively. The consistent superiority of NCP

across all error metrics underscores its effectiveness in capturing the underlying dynamics

of compressor operations.

Moreover, the Coefficient of Determination R2 provides insight into how well each

model explains the variance in the data. The NCP model achieved an impressive average

R2 value of 0.980438, indicating that it explains a significant proportion of variance in

operational metrics. In comparison, the LSTM, CNN, and ANN models had average

R2 values of 0.971610, 0.966879, and 0.938317, respectively. These results highlight the

NCP’s ability to not only predict outcomes accurately but also to provide a comprehensive

understanding of the operational dynamics within compressor systems.

To provide a theoretical explanation of the results obtained, we can delve into the

mathematical foundations of ANN and CNN architectures.

ANNs operate on the principle of mimicking biological neurons. Each neuron receives

input signals, applies a weight to these signals, sums them up, and then passes the result

through an activation function. The mathematical representation of a single neuron can be

expressed as

y = f

(

n

∑
i=1

wixi + b

)

, (6)

where

• y is the output;

• f is the activation function (e.g., sigmoid, ReLU);

• wi are the weights;

• xi are the input features;

• b is the bias term.

The choice of activation function significantly impacts the model’s ability to learn

complex patterns. For instance, the ReLU (Rectified Linear Unit) function is defined as

f (x) = max(0, x). (7)

This function allows for faster convergence during training by mitigating the vanishing

gradient problem often encountered with sigmoid functions.
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CNNs, on the other hand, utilize convolutional layers to automatically extract features

from input data, particularly effective for spatial data such as images. The convolution

operation can be mathematically represented as

S(i, j) = (I ∗ K)(i, j) = ∑
m

∑
n

I(m, n)K(i−m, j− n), (8)

where

• S(i, j) is the output feature map;

• I is the input image;

• K is the convolutional kernel.

The pooling layers that follow convolutional layers reduce dimensionality while

preserving essential features. This hierarchical feature extraction allows CNNs to capture

spatial hierarchies effectively.

The superior performance of NCPs in our study can be attributed to their ability to integrate

physical constraints into the learning process, which enhances their predictive capabilities. In

contrast, while both ANNs and CNNs are powerful in capturing complex relationships within

data, they may not leverage domain-specific knowledge as effectively as NCPs.

Moreover, NCPs benefit from increased interpretability due to their reliance on estab-

lished physical laws. The mathematical models used in NCPs often allow for direct insights

into system behavior, which is not always possible with black-box models like ANNs and

CNNs. This interpretability is crucial in industrial applications where understanding the ratio-

nale behind model predictions can inform maintenance strategies and operational decisions.

Thus, while ANNs and CNNs excel at modeling complex non-linear relationships

within data through their flexible architectures, they lack the ability to incorporate physical

constraints that govern real-world systems. The mathematical formulation of NCPs enables

them to produce predictions that are not only accurate but also physically plausible, thereby

enhancing their reliability in anomaly detection tasks within industrial contexts.

Moreover, to further illustrate our findings, we present a graph that summarizes the

theoretical learning curves of NCPs, ANNs, CNNs, and LSTM networks over training

epochs. Figure 15 displays the accuracy of each model as a function of the number of

training epochs.

Figure 15. Theoretical learning curves showing model accuracy over training epochs for NCPs,

ANNs, CNNs, and LSTMs.

Analyzing the graphs related to NCPs in comparison to the other three models—ANN,

CNN, and LSTM—reveals several significant observations that warrant further exploration.
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First and foremost, the overall performance of the NCP model demonstrates a stable

convergence behavior for both training loss and evaluation loss, achieving very low values

from the first 5–10 epochs. This behavior is similar to that observed in the LSTM model,

which also exhibits a rapid decrease in loss during the initial training phases. However,

what stands out is the reduced oscillation of losses, particularly evaluation loss, in the NCP

model compared to ANN and CNN. This stability suggests that the NCP is capable of

maintaining high performance during evaluation, thereby reducing the risk of overfitting

and enhancing its ability to generalize on unseen data.

Another important observation pertains to the stability of evaluation loss. Unlike

the ANN and CNN, where evaluation loss exhibits more pronounced and unpredictable

oscillations, the NCP shows more contained fluctuations. This behavior implies that the

NCP has a better capacity to generalize on evaluation data, making it particularly effective

in real-world scenarios where data may vary from those used during training.

When comparing NCPs to LSTM, it is noted that both models display similar performance

characteristics: both achieve a rapid reduction in loss during the early stages of training.

However, the NCP appears to exhibit slightly more regular behavior in evaluation loss. This

regularity may indicate a slight superiority in generalization capability for NCP or greater

robustness against noise present in the data. This characteristic is especially relevant in

industrial applications where operational conditions can be subject to significant variations.

In contrast to LSTM models, both ANNs and CNNs require more time to converge

compared to NCPs, taking approximately 20–30 epochs to reach comparable results. The

NCP model, on the other hand, achieves a very low loss within just the first 10 epochs.

Additionally, both ANNs and CNNs demonstrate greater variability in their losses during

training. This variability suggests a potential difficulty for these models in accurately

modeling the data or indicates less stability during the training process.

Finally, at the conclusion of training (after 50 epochs), both the NCP and LSTM reach

very low final losses for both training and evaluation metrics. This outcome indicates that

both models are able to capture the underlying characteristics of the time series data more

effectively than the ANN and CNN. The ability to maintain low losses suggests effective

learning of the dynamics inherent in the data.

Therefore, the NCP model performs competitively with LSTM, demonstrating slightly

superior stability and low losses. It clearly outperforms the ANN and CNN in terms of rapid

convergence, stability, and generalization capability. These results highlight that the NCP

model is particularly well suited for analyzing time series data within industrial applications.

4. Results and Discussion

In this section, we present the results of our experiments comparing the performance

of LSTM networks and NCPs for anomaly detection in time-series data from compressors.

We utilized a dataset from “Compressor 1” and conducted our experiments under the

following parameters: a batch size of eight, a learning rate of 0.0005, 50 epochs, a train

percentage of 65%, and five rounds of training across four clients. The input sequences

consisted of 24 timesteps with five features.

In more detail, the choice of using a dataset from “Compressor 1" was driven by its

relevance and representativeness of the operational conditions which are typical in leather

tanning facilities, allowing us to assess the model’s performance in a real-world context. We

selected a batch size of eight to balance training efficiency and convergence stability, while

a learning rate of 0.0005 was chosen to ensure gradual weight updates, facilitating effective

learning without overshooting optimal solutions. Conducting the training on 50 epochs

allowed sufficient time for the models to capture underlying patterns in the data, while

the implementation of five rounds of federated training across four clients exemplifies our
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FL approach, promoting collaborative learning while preserving data privacy. The input

sequences were structured with 24 time steps and five features to provide a comprehensive

temporal context for each prediction, ensuring that both models could leverage historical

data effectively for anomaly detection.

After loading the models and their respective weights, we proceeded to make predic-

tions on the test dataset. The predictions were evaluated against the true values using MSE

as the performance metric. The results for both models are illustrated in Figures 16 and 17,

which show the true values alongside the predicted values for each feature.

Figure 16. Predictions for each feature using LSTM model. The plot compares the predicted values

with the real ones from the test set.

To provide further insights into our predictions, we include a detailed examination

of the forecast for Compressor 1, which spans a complete month. This long-term forecast

allows us to observe how well each model captures trends over an extended period, as

shown in Figure 18.

In addition to the month-long forecast, we also present a zoomed-in view of the

predictions specifically focusing on a one-week period from 6 June 2024 to 12 June 2024, as

depicted in Figure 19. This zoomed-in analysis provides a closer look at how accurately the

models predict fluctuations in relevant features during this critical time window.

For each feature in these figures, the values predicted by the federated NCP model

(shown in orange) are compared with the true values contained in the test set (shown in

blue). This visual comparison highlights how closely the predicted values align with actual

observations over both time frames.

The evaluation of these predictions emphasizes not only the accuracy of each model

but also their ability to generalize across different time scales. By examining both long-term

trends and short-term variations, we can gain valuable insights into how effectively these

models can be utilized for anomaly detection in operational contexts.
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Figure 17. Predictions for each feature using NCP model.

Figure 18. Month-long forecast of Compressor 1, illustrating predicted values compared to

actual observations.
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Figure 19. Zoomed-in forecast of Compressor 1 from 6 June 2024 to 12 June 2024, comparing predicted

values with actual observations.

We computed the prediction errors for each model as follows:

• For LSTM:

yerr_lstm = ytest_inverse − ypred_lstm_inverse. (9)

• For NCP:

yerr_ncp = ytest_inverse − ypred_ncp_inverse. (10)

The normalized prediction errors were calculated to facilitate comparison between

models. The normalized errors for both models are shown in Figures 20 and 21.

To enhance our analysis, we include two additional figures that focus on zoomed-

in views of the normalized prediction errors. The first figure, presented in Figure 22,

illustrates the normalized prediction error for each feature across a single month. This

focused analysis allows us to observe trends and fluctuations in prediction errors over a

shorter time frame, providing valuable context for understanding how the models respond

to changes in the data.

The second figure, shown in Figure 23, zooms in further to analyze the normalized

prediction error for each feature within a specific week from 6 June 2024 to 12 June 2024.

This granular view enables us to scrutinize short-term fluctuations and pinpoint potential

discrepancies between predicted and actual values during this critical period. By focusing

on this week, we can better assess how well each model adapts to rapid changes or

anomalies that may occur in the data.
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Figure 20. Normalized prediction error for each feature using the LSTM model. The plot illustrates

how the prediction error varies across different operational metrics over time.

Figure 21. Normalized prediction error for each feature using the NCP model. This plot shows

the variation in prediction error across different features, highlighting the model’s performance in

capturing operational dynamics.
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Figure 22. Normalized prediction error for each feature over a single month. This plot highlights

variations in model performance within a more manageable time frame.

Figure 23. Normalized prediction error for each feature across the week from 6 June 2024 to 12 June

2024. This detailed view reveals short-term variations in model predictions.
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The MSE for each feature was computed to quantify the model’s performance. The

results are summarized in Table 6, which presents the MSE values for each column, along

with overall averages.

Table 6. MSE results.

Feature LSTM MSE NCP MSE

Current (A) 0.0102 0.0077
Power Factor 0.0061 0.0049

Energy Consumption (kWh) 0.0075 0.0060
Reactive Energy (VARh) 0.0117 0.0085

Voltage (V) 0.0004 0.0004

Overall MSE 0.0072 0.0055

Figure 24 showcases these values, allowing for a comparative analysis that emphasizes

the advantages of our approach.

Figure 24. Histogram illustrating the performance of both models on test data of “Compressor 1”.

The results indicate that both models performed comparably in terms of overall MSE,

with LSTM achieving a mean error of approximately 0.0072 and NCP yielding a mean error

of about 0.0055. This slight difference suggests that while both architectures are effective

for anomaly detection in compressor operations, they may capture different aspects of the

underlying data dynamics.

The LSTM model demonstrated slightly better performance in predicting current and

reactive energy features, which may be attributed to its ability to capture longer-term

dependencies through its memory cells. Conversely, the NCP model showed superior

performance in predicting energy consumption metrics, likely due to its integration of

physical constraints through differential equations.

To clarify our choice of evaluation metrics in this study, we selected MSE as the

primary performance metric due to the nature of our dataset and the approach taken

for anomaly detection. Our focus was on predicting operational metrics of compressors

based on historical data, and MSE allowed us to quantify the accuracy of our predictions

by measuring the average squared differences between predicted and actual values. It

is important to note that our dataset did not contain labeled anomalies, which limits

the applicability of commonly used classification metrics such as Receiver Operating

Characteristic (ROC) curves, Precision–Recall Curves (PRCs), and true positive and false

positive rates. These metrics are particularly useful in contexts where anomalies can be

clearly identified and classified, enabling a more detailed evaluation of model performance

in detecting anomalous events. By concentrating on a regression-based approach, we aimed

to model and forecast normal compressor behaviors. While MSE provides valuable insights

into prediction accuracy, we will explore strategies for generating synthetic anomalies or
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employing unsupervised anomaly detection techniques to create labeled datasets for more

comprehensive evaluations in subsequent studies.

In this regard, it is important to note that our comparison does not involve the val-

idation or labeling of potential anomalies within the dataset. Instead, our focus is on

evaluating how well each model predicts the trends of relevant features associated with

anomaly detection.

The primary objective of this comparison is to assess the models based on their

forecasting accuracy and reconstruction error concerning these critical features. We measure

performance in terms of prediction error, which quantifies how closely each model’s

predictions align with the actual observed values of the relevant features over time. This

approach allows us to evaluate the models’ capabilities to capture underlying patterns and

dynamics in the data, which are essential for effective anomaly detection.

By concentrating on prediction accuracy rather than direct classification of anomalies,

we acknowledge that our analysis is exploratory in nature. The absence of validated or

labeled anomalies means that we cannot draw definitive conclusions about each model’s

effectiveness in identifying specific anomalous events. Instead, our findings provide

insights into how well these models can reconstruct the expected behavior of relevant

features, which is a crucial step in developing robust anomaly detection systems.

The results indicate that NCPs consistently outperformed LSTM networks in predict-

ing key operational metrics for compressors. This superior performance is particularly

evident in the context of energy consumption and reactive energy, where NCPs effectively

capture the underlying dynamics of the system.

To illustrate this advantage, consider a scenario where sudden changes in operational

conditions occur, such as an increase in production load that leads to a spike in energy

consumption. In practical terms, this situation can be modeled by examining how each

approach responds to abrupt changes in input data. For instance, if we simulate an increase

in energy consumption by 20% at a specific time point, we can analyze how each model

forecasts this change based on historical data.

Assuming a baseline energy consumption of E0 = 100 kWh before the change, we can

calculate the expected responses from both models after the change occurs at time t = 5:

For NCPs, which can adjust immediately due to their continuous modeling capabilities,

ENCP(t) = E0 + 0.2E0 = 120 kWh. (11)

For LSTMs, which rely on past data to adjust their predictions,

ELSTM(5) = E0 + k · (ENCP(5)− E0). (12)

Assuming an adjustment factor k = 0.5, we find that

ELSTM(5) = 100 + 0.5 · (120− 100) = 110 kWh. (13)

This calculation highlights that while NCPs can immediately reflect changes in opera-

tional conditions, LSTMs may lag due to their reliance on historical patterns for adjustment.

4.1. Case Study: Financial Advantages of NCPs with Federated Learning

The integration of NCPs within an FL framework for predictive maintenance in

compressors at the leather tanning facility in Santa Croce sull’Arno offers significant

operational and financial benefits. By leveraging decentralized data training, the facility

can enhance anomaly detection capabilities while ensuring data privacy, which is crucial in

industrial settings.
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To quantify the financial impact of implementing federated learning with NCPs, we

analyze the cost savings associated with improved anomaly detection. The ability to

detect anomalies promptly can significantly reduce unplanned downtime and optimize

energy consumption.

Assuming the average cost of downtime is EUR 1000 per hour and each compressor

experiences an average of 5 h of unplanned downtime per month due to undetected

anomalies, we calculate the monthly costs as follows:

Monthly Costdowntime = Cost per Hour×Hours per Day×Days per Month×

×Number of Compressors×Average Downtime [Hours]
(14)

Substituting values:

Monthly Costdowntime = 1000 €× 16 h/day× 30 days/month× 4 machines×
5

30
=

= 64,000 €

(15)

If FL with NCPs reduces unplanned downtime by 50%, the new monthly cost would be

Reduced Monthly Costdowntime = 64,000 €× 0.5 = 32,000 €. (16)

Thus, the savings from reduced downtime would be

Savingsdowntime = 64,000 €− 32,000 € = 32,000 €. (17)

In addition to reducing downtime costs, NCPs optimize energy efficiency by detecting

anomalies that lead to excessive energy consumption. For example, if an anomaly results

in a 20% increase in energy consumption from a baseline of E0 = 100 kWh:

Eanomalous = E0 + 0.2E0 = 120 kWh. (18)

If this anomaly goes undetected for a month (30 days), the additional energy cost

incurred can be calculated as follows:

1. Normal consumption cost:

• Daily consumption: 100 kWh/day× 4 compressors = 400 kWh/day

• Monthly consumption: 400 kWh/day× 30 days = 12,000 kWh

• Monthly cost: 12,000 kWh× 0.15 €/kWh = 1800 €

2. Anomalous consumption cost:

• Daily consumption: 120 kWh/day× 4 compressors = 480 kWh/day

• Monthly consumption: 480 kWh/day× 30 days = 14,400 kWh

• Monthly cost: 14,400 kWh× 0.15 €/kWh = 2160 €

The additional cost incurred due to the anomaly would then be

Additional Energy Cost = 2160 €− 1800 € = 360 €. (19)

If NCPs can detect and mitigate these anomalies promptly—reducing their occur-

rence by even just one incident per month—the facility stands to save an additional

EUR 360 monthly.

Combining both savings from reduced downtime and energy optimization gives us a

total potential savings:

Total Savings = Savingsdowntime + (Savings from Energy Optimization) =

= 32,000 € + 360 € = 32,360 €.
(20)
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Moreover, the integration of NCPs within a FL framework not only enhances anomaly

detection capabilities but also plays a crucial role in proactively preventing anomalies in

compressors. By leveraging decentralized data training, the facility can monitor operational

metrics in real time, allowing for immediate identification and mitigation of potential issues

before they escalate into significant problems.

For instance, by continuously analyzing features such as current levels, power factor,

and energy consumption, NCPs can detect subtle deviations that may indicate emerg-

ing inefficiencies or mechanical failures. This proactive approach reduces the likelihood

of unplanned downtime, which is essential for maintaining operational continuity and

minimizing financial losses.

To illustrate the financial impact of this proactive strategy, consider the previous

calculations regarding downtime costs. By reducing unplanned downtime by 50%, the

facility stands to save EUR 32,000 monthly. Additionally, if NCPs detect and prevent even

one incident of excessive energy consumption per month—resulting in savings of EUR

360—this adds to the overall financial benefits.

Combining these savings from reduced downtime and energy optimization leads to

a total potential savings of EUR 32,360 monthly. This figure underscores the significant

financial advantages that can be achieved through a proactive maintenance strategy enabled

by NCPs and FL. Furthermore, by preventing anomalies before they occur, the facility not

only enhances its financial performance but also improves its operational efficiency and

sustainability, aligning with broader industry goals of resource optimization and reduced

environmental impact.

To provide a clearer visual representation of the financial advantages, we present

Figure 25, which illustrates the substantial potential savings from reduced unplanned

downtime and optimized energy consumption in the leather tanning facility.

Figure 25. Financial advantages of integrating NCPs with federated learning.

Thus, this case study exemplifies how integrating advanced machine learning tech-

niques like NCPs within a federated learning framework not only addresses immediate

operational challenges but also fosters a culture of proactive maintenance that can yield

substantial long-term benefits.

4.2. The Importance of Federated Learning in Predictive Maintenance

In industrial settings, especially those involving multiple machines with similar func-

tionalities, the ability to generalize predictive maintenance models is crucial for optimizing
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performance and reducing downtime. Traditional machine learning approaches often rely

on centralized data from a limited number of machines, which can lead to models that

are too closely tailored to specific operational conditions. This lack of generalization can

result in suboptimal performance when applied to other machines operating under slightly

different conditions.

FL offers a promising solution by enabling collaborative model training across mul-

tiple compressors while preserving data privacy. By leveraging decentralized data from

several similar machines, FL allows the model to learn from a broader range of operational

scenarios. This capability enhances the model’s robustness and generalization abilities,

making it more effective in predicting anomalies across different compressors.

To illustrate this advantage, we propose conducting an experiment in which we first

train a traditional predictive maintenance model using data from only two compressors.

Subsequently, we compare its performance against an FL approach that incorporates

data from all available compressors. The expectation is that the federated model will

demonstrate superior generalization capabilities, resulting in improved accuracy and

reliability in anomaly detection.

To evaluate the effectiveness of FL in predictive maintenance for compressors, we

conducted an experiment in which we compared the MSE of a centralized model trained

solely on data from Compressor 3 against a federated model that utilized data from all

four compressors. This comparison aimed to demonstrate the advantages of FL in terms

of generalization and predictive accuracy across similar machines. The centralized model

was trained exclusively on operational data from Compressor 3, while the federated model

aggregated insights from all four compressors operating within the leather tanning facility.

The MSE values obtained from both models were recorded for each compressor, allowing

us to assess their performance comprehensively. The following table summarizes the MSE

results for both the centralized and federated models:

As shown in Table 7, the MSE values for the federated model are consistently lower

than those for the centralized model across all compressors, indicating that federated

learning provides improved predictive accuracy.

Table 7. MSE comparison between centralized and federated Models.

Compressor MSE Centralized MSE Federated

Compressor 1 0.0069 0.0055
Compressor 2 0.0143 0.0079
Compressor 3 0.0162 0.0136
Compressor 4 0.0216 0.0148

To further illustrate these findings, we have included a histogram that visualizes the

distribution of MSE values for both models (see Figure 26).

The results clearly demonstrate that FL outperforms traditional centralized modeling

approaches in this case study. By leveraging data from multiple compressors, the federated

model achieves better generalization and accuracy in anomaly detection, making it a

valuable approach for predictive maintenance in energy-intensive industrial settings.

Moreover, in our experimental setup, we trained models on various configurations

of compressors to evaluate their predictive capabilities. Notably, we conducted tests on

Machines 1, 2, and 4, as well as a model trained on data from all available compressors.

The results reveal an interesting phenomenon: while the federated model generally out-

performed the centralized models in terms of MSE, the model trained exclusively on Com-

pressor 2 exhibited superior performance on that specific machine. This discrepancy can

be attributed to operational conditions that affected the data collected from Compressor 2.
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Following a series of malfunctions, this machine was temporarily turned off, leading to

a test set characterized by constant measurement values. This situation resulted in lower

variability in the data for Compressor 2, allowing the centralized model to achieve better

accuracy due to its tailored training on this specific dataset.

Figure 26. Histogram comparing the distribution of MSE values for centralized and federated models

across all compressors.

Figures 27–30 illustrate the distribution of MSE values for each machine under different

training scenarios.

As seen in the histogram for Compressor 2, the centralized model outperforms the

federated approach due to the constant values in its test set, which aligns closely with the

patterns learned during training. This situation underscores a critical aspect of predictive

maintenance: while FL enhances generalization across diverse operational scenarios, it may

not always outperform a model specifically tuned to a particular machine’s historical data

when that machine experiences consistent operational states.

Figure 27. Histogram of MSE values for Machine 1 under centralized and federated training.

Figure 28. Histogram of MSE values for Machine 2 under centralized and federated training.
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Figure 29. Histogram of MSE values for Machine 4 under centralized and federated training.

Figure 30. Histogram of MSE values for all machines under centralized training versus federated training.

This analysis illustrates both the strengths and limitations of using FL in predictive

maintenance applications, emphasizing the importance of understanding machine-specific

behaviors when evaluating model performance.

5. Conclusions and Future Developments

This study demonstrates the effectiveness of integrating federated learning with Neural

Circuit Policies for anomaly detection in compressors used in leather tanning operations. The

comparative analysis reveals that NCPs significantly outperform traditional LSTM networks in

terms of both accuracy and interpretability, achieving a lower overall MSE. This advancement

not only enhances predictive maintenance strategies but also addresses critical data privacy

concerns by enabling collaborative learning across decentralized data sources.

The results highlight the potential of NCPs to incorporate physical constraints and

system dynamics, leading to improved performance in energy-intensive industrial settings.

As industries increasingly prioritize operational efficiency and data integrity, the proposed

approach provides a robust framework for future applications in predictive maintenance.

We remark that this study not only demonstrates the successful integration of FL and

NCPs for effective anomaly detection, but it also extends to the prevention of anomalies.

By leveraging the insights gained from monitoring key operational metrics, our proposed

framework not only identifies potential issues but also facilitates proactive maintenance

strategies that can avert failures before they occur. This shift from reactive to proactive

maintenance not only enhances the reliability of compressors but also contributes to sig-

nificant cost savings and operational efficiency in energy-intensive industrial applications.

Future developments should continue to focus on refining these preventive capabilities,

ensuring that predictive maintenance systems evolve to prioritize not just detection but

also the anticipation and mitigation of potential operational disruptions.

Moreover, looking ahead, further research is needed to evaluate the scalability of the

proposed model across various types of machinery and industrial contexts. Investigating
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the generalization capabilities of NCPs in different operational environments will be essen-

tial to validate their effectiveness beyond leather tanning applications. Additionally, the

integration of Internet of Things (IoT) technologies could enhance real-time data collection

and monitoring capabilities. In this context, it would be particularly valuable to explore

how IoT devices can be leveraged within the federated learning framework to improve

anomaly detection accuracy and responsiveness.

While this study addresses data privacy through FL, ongoing developments in privacy-

preserving techniques, such as differential privacy or secure multiparty computation,

should be incorporated into the framework. This will further safeguard sensitive infor-

mation while maintaining model performance. Finally, conducting longitudinal studies

to assess the long-term performance and adaptability of NCPs in dynamic operational

settings will provide insights into their robustness and reliability over time.

Therefore, this research lays a solid foundation for advancing predictive maintenance

strategies through innovative machine learning techniques. By addressing current chal-

lenges in anomaly detection and data privacy, it opens avenues for future exploration that

can significantly enhance operational efficiencies in energy-intensive industries.
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