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Abstract

Post-hoc calibration is an important methodology for im-
proving the reliability of confidence estimates in deep neu-
ral networks (DNNs). While modern DNNSs achieve state-
of-the-art performance across various domains, the output
they provide often fails to align with the true likelihood of
their predictions, a phenomenon known as miscalibration.
This misalignment poses challenges for tasks like uncer-
tainty quantification, score level fusion, and threshold se-
lection in the case of binary detection systems. Furthermore
post-hoc calibration methods, such as temperature scaling,
Platt scaling, and isotonic regression [|7] provide practi-
cal solutions to alleviate miscalibration, without retraining.
In this work, we propose the use of post-hoc calibration for
multimedia forensics applications, by focusing on the detec-
tion of synthetically Al generated images. In particular, we
show how the application of well known post-hoc calibra-
tion methodologies can help to improve the interpretability
of Al generated images in terms of likelihood ratios, and
can also help to adjust the detection threshold in the pres-
ence of different Al generators, considered in the training
and calibration sets.

1. Introduction

The rapid advancements of image generation technolo-
gies, based on artificial intelligence (AI) techniques like
generative adversarial networks (GANs) and diffusion mod-
els [7, 12, 18,21] have increased the rate of development
of several image forensics tools capable of distinguish-
ing between pristine and synthetic (Al-generated) images
[1-3, 11]. In most cases, image forensic tools are designed
to maximize their accuracy, without any effort to enable a
truthful interpretation of the predictions they provide, i.e.

without any effort to calibrate them. In machine learning,
calibration refers to the alignment of predicted probabili-
ties with actual outcomes, ensuring that a model’s confi-
dence reflects real-world likelihoods [13, 16]. As such, in
fact, calibration is a crucial step to enable better decision-
making, trust, and interpretability in several applications
like risk assessment, classification, anomaly detection and
many others [13, 20]. Calibrating neural networks, more-
over, can become essential when integrating machine learn-
ing models into real-world decision-making systems, as the
confidence in the decisions is just as crucial as the deci-
sions themselves [17]. In particular, classification networks
should not only be accurate in the predictions, but should
also be able to indicate when they are most likely to be
wrong. For instance in healthcare domain or in self-driving
autonomous systems we would not only ideally have accu-
rate predictions, but for instance in the healthcare sector we
would like to aim to have a system in which the confidence
of the disease diagnosis is also presented [8,9, 17].

In the context of forensics applications, calibration has
received limited attention. There are in fact, so far, only rare
and scattered works highlighting the importance of calibra-
tion [19]. For instance in [0] an analysis concerning many
different CNN-based methods for the detection of diffusion
model detection is carried out. Results show the need of
calibration for detectors to work with different generators,
and to improve fusion approaches. Similarly in [19] exper-
iments have shown how large AUC values can ensure only
that the two distributions can be well separated, but the need
for selecting a proper classification threshold still holds.

In this work, we performed preliminary experiments,
showing how applying classical calibration methods im-
proves the interpretability of synthetic generated image de-
tection in terms of likelihood ratios. Additionally, we show
how calibration can help adjusting the detection thresh-
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olds to account for mismatches between training and test
datasets. Preliminary experiments, in fact, suggested how
calibration can enhance the accuracy of image forensic
techniques, with a specific focus on the detection of synthet-
ically Al generated images (GAN or latent diffusion mod-
els). That is applying post-hoc calibration to the scores,
could help in defining a proper threshold and therefore im-
prove accuracy. The paper is structured as follows. In Sec-
tion 2 we describe the methodologies used in our experi-
ments. In particular, we describe the detection deep neural
network which was subjected to our calibration experiment,
together with the calibration methodologies we tested (Sec-
tion 2.2, and the metric used to measure the effectiveness
of calibration (Section 2.3). In Section 3, we describe the
datasets used in our experiments. In Section 4, we describe
the results we performed and eventually in Section 6 we
draw our conclusions and sketch some directions for future
works.

2. Methods

Detection of synthetic generated images is a crucial task
in forensics. In our work we employed a workflow in which
we first trained a ResNet based architecture to predict pris-
tine vs Al generated images. We describe the specific archi-
tecture used in Section 2.1. We subsequently applied post-
hoc calibration methods on the final prediction scores and
evaluated them using the Calibrated Log-Likelihood Ratio
score which will be described in Section 2.3. An overall
pipeline of our work is reported in Figure 1.

2.1. SRNET Architecture

For the detection of synthetic vs pristine images, we im-
plemented a ResNet50 based model. Since its introduction
in 2015, ResNet models have proved to be extremely pow-
erful in performing multiple detection and computer vision
related tasks [14]. In our work we applied a modification
to the standard ResNet50 model [4] using the architecture
proposed in [10]. In particular, for the original architecture,
the first convolutional layer is presented with a stride of di-
mension 2 and therefore performs downsampling. Instead,
in our case, and following the model proposed in [4], we
set the stride to 1 and therefore the features dimension af-
ter the first convolutional block does not change. Overall
this architecture, named SRNet, was carefully designed and
aimed at minimizing heuristic design elements. It consists
of three main parts: a front section for noise residual ex-
traction, a middle section for feature map compactification,
and a final classification segment using a fully connected
layer with a softmax activation. The architecture uses ran-
dom initialization for filters and optimizes them end-to-end,
making it adaptable across spatial and JPEG embedding do-
mains [4, 10]. For further details please refer to the original

paper [4].

2.2. Post-Hoc Calibration Methods

Calibration can be performed using different approaches,
considering post-hoc or embedded methods. Post-hoc cal-
ibration methods have the goal to calibrate a model after it
has been trained and acting therefore directly on the pre-
dicted scores. The reason why we decided to follow a post-
hoc calibration method, relied on the fact that we assumed
the scenario in which a forensic synthetic Al detector is ac-
tually trained on a certain training dataset (made of gener-
ated and pristine images) and we further want to calibrate it,
considering different synthetically Al generated scenarios.
Moreover it was shown how post-hoc calibration can per-
form quite well without a huge amount of data and therefore
suffer less from training complexity [ 7]. This is the reason
why in a complex forensic scenario where several genera-
tors might want to be detected, considering such approach
might be more convenient.

Logistic Regression

Logistic regression can be used as a post-hoc calibration
processing technique used to adjust predicted probabilities
of amodel. The calibration process relies on logistic regres-
sion model, where the method adjusts a set of input proba-
bilities, p;, to produce calibrated probabilities, p;, using the
equations:

1
~ L+exp(—(w-pi +b))

Di

where w and b are the weight and bias parameters learned
during the calibration phase by minimizing a loss function,
typically the negative log-likelihood over a separate calibra-
tion dataset.

During training, the parameters w and b are found to en-
sure that the predicted probabilities align with the observed
frequencies of the true labels in the calibration dataset. A
well-calibrated model satisfies the condition that for any
predicted probability p;, the proportion of positive labels,
among all instances with similar probabilities, is approxi-
mately p;. Logistic regression calibration is simple yet ef-
fective, as it can correct common issues like overconfidence
or under—confidence in a model’s predictions, enhancing its
reliability in probabilistic tasks.

Beta Scaling

Beta scaling is a calibration technique used to adjust the pre-
dicted probabilities of a classification model by introducing
additional flexibility compared to simpler methods like lo-
gistic regression calibration. It extends the basic sigmoid-
based (logistic) scaling by incorporating separate parame-
ters for scaling predictions towards both classes. The cali-
brated probability p; for a given uncalibrated prediction p;
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Figure 1. Figure showing the Calibration Pipeline we implemented in our paper

are computed as:

i ;)

Di = B8 .
P4 (1 — i)

where 3 and ~y are scaling parameters learned from a cali-
bration dataset. These parameters adjust the steepness of the
curve for each class, allowing for asymmetric corrections to
over- or under-confident predictions. The training of 3 and
v is typically performed by minimizing a loss function such
as the negative log-likelihood over a validation or calibra-
tion dataset. This method is particularly useful in scenarios
where the base model’s predicted probabilities are biased or
exhibit different levels of miscalibration for each class.
Beta calibration was originally proposed in [15], as an im-
provement over the more classic approach of Logistic Re-
gression.

Among its main characteristics, it was shown to be suitable
also for smaller datasets (being a parametric method) [15].
In the standard logistic regression, in fact, we assume that
the ratio of the score distributions, for both binary classes,
are similar to the ratio of two Gaussians distributions with
the same variances, while in the beta regression case, it is
assumed that they can be approximated as the ratio of two
beta distributions [15].

Isotonic Regression

Isotonic regression is a well known method used in the
context of post-hoc calibration. To solve this, one com-
mon approach is to use the Pool Adjacent Violator method
(PAV) which is a non-parametric technique used for cali-
brating probabilities, based on the isotonic regression prin-
ciple. Unlike parametric methods such as logistic regres-
sion, PAV calibration does not assume any specific func-
tional form for the mapping between predicted probabilities
and true probabilities.

Given a sequence of predicted probabilities p; for each i—th
observation and their corresponding true binary labels, the
PAV algorithm adjusts the probabilities to ensure they are
monotonic while minimizing a loss function, such as the
mean squared error. The output calibrated probabilities, p;,
are guaranteed to satisfy the isotonicity constraint. The PAV
algorithm works by pooling adjacent probabilities that vio-
late the monotonicity constraint. For each such violation, it
replaces the non-monotonic segment with its weighted aver-
age, repeating this process until all probabilities are mono-
tonic. This ensures that the calibrated probabilities align
closely with the empirical likelihood of the observed labels.

2.3. CLLR Scores

The CLLR (Log-Likelihood Ratio Cost) score is a met-
ric widely used to evaluate the performance of probabilistic
binary classification systems, particularly in applications as
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for instance speaker verification [5].
It measures the quality of the likelihood ratios (LLRs) out-
put by a system, focusing on their alignment with the
ground truth. Specifically, the CLLR score assesses both
the discrimination and calibration properties of a classifier.
To evaluate the performance of a calibrated system we
will use the Log Likelihood Ratio Cost Function (CLLR).
The derivation of CLLR begins from the Cross Entropy
(CE) formula:

1
CE = N zk:logp(c = cplag) (1)

Weighting the average CE over the samples from each
class by an artificial prior p(c) for the class defines
Weighted Cross Entropy (WCE):

WCE = — p(CT:OO) > logp(c = Olax)

klckp=0 2
_ple=1) Z log p(c = 1|zx)
M klep=1
Cp=

Dividing by the WCE of a perfectly calibrated dummy
system and setting the prior to 0.5 defines the Log Likeli-
hood Ratio Cost Function (CLLR):

WCE
CLLR =
“ple=0)logp(e=0)~ple=Dlogple=1)
Substituting p(c = 0) = p(c = 1) = 0.5:
E
CLLR= e @

—0.510g(0.5) — 0.510g(0.5)
In the formula:

* cis the class of the probe, either O or 1 for Non-Target
or Target, respectively.

* Ny and N; are the number of Non-Target and Target
probes, respectively.

¢ 1z}, is the Log Likelihood Ratio (LLR) of probe k.
* p represents the following probabilities:
— p(c = 0) is the probability of a class 0 trial (i.e.,
target trials).
— p(c = 1) is the probability of a class 1 trial (i.e.,
non-target trials).
— p(c = 0|zy) is the probability of class O given
LLR .
— p(c = 1|zy) is the probability of class 1 given
LLR .

Type Dataset Number of Images
Pristine CelebaHQ 10k
Pristine FFHQ 10k
Pristine Tanks 10k

Generated LSGM (faces) 10k
Generated StyleGAN3 (faces) 10k
Generated StyleGAN2 (vehicle) 5k
Generated | Latent Diffusion (vehicles) 5k

Table 1. Description of the dataset used for training the Resnet50
based detection model

A perfect classifier achieves a CLLR score of 0, which
indicates ideal discrimination and calibration. Conversely,
higher values (closer to 1) suggest poor performance in gen-
erating well-calibrated likelihood ratios. The CLLR score
can therefore be used successfully to evaluate how well
the predicted probabilities or likelihood ratios represent true
probabilities.

3. Datasets

In this work we used three datasets. A first dataset was
used to train the ResNet based architecture described in 2,
for detection of synthetically Al generated images. This
first dataset was created collecting a balanced dataset com-
posed by 30000 pristine images and 30000 synthetically Al
generated images; details on its composition are presented
in Table 1. The dataset was split with a proportion of 7:1:2
for training, validation and testing. To compose it, a se-
ries of publicly available dataset, as for instance CelebaHQ,
were crawled. An example of face images taken from the
CelebaHQ dataset is reported in Figure 2. We further col-
lected a second dataset (which we will call for simplicity
Dataset 2) for performing calibration. This second dataset
was composed by images from the same Al generators used
also in the dataset of 1, but coming from external sources,
therefore with no ensurance that the same parameters for
generating images were maintained. The details of the cal-
ibration dataset are described in Table 2. This was divided
into a part which we will call calibration training dataset,
and which was used to train the post-hoc calibrator mod-
els, and a part called calibration validation dataset used for
validating calibrator. A third dataset was also collected,
in which we considered synthetically Al generated images,
where the generator was the software BING ! never seen
before by the detector (which we will name for simplicity
Dataset BING). Also in this case such dataset was used to
train the post-hoc calibration models, and a second valida-
tion dataset was used to evaluate the performance of the
calibrator so trained. In this case both the BING training
and validation datasets were composed by 240 faces-images

Uhttps://www.bing.com/images
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Figure 2. Example of Faces used in Training Dataset of Our Detection model, taken from the CelebaHQ dataset

generated by BING and 392 pristine faces.

4. Experiments and Discussion
4.1. Detection

For what concerns the overall settings of the pristine vs
generated images ResNet based architecture, the input size
of the images was set to 224 x 224 x 3, batch size of 16 and
learning rate of 0.0001. Moreover we used the Adam opti-
mizer and cross-entropy loss. The model was trained for 30
epochs. During the training we performed scaling augmen-
tation on the samples with a probability of 40% (and scaling
parameters varying in a range between 0.8 and 1.3 (with a
step of 0.1)). The model was chosen according to the one
obtaining the best accuracy performances in the validation
set. In particular, for the final chosen model, the accuracies
performances obtained for the training, validation, and test
set respectively were: 0.9673, 0.9624, and 0.9645.

4.2. Calibration on Dataset 2

As previously mentioned we decided to implement a
post-hoc calibration approach. More specifically in our ex-
perimental setting we implemented three well-known post-
hoc calibration techniques: logistic regression, beta calibra-
tion and isotonic regression [15, 16]. The pipeline of the
calibration experiments worked as follows.

We first considered the outputs of the ResNet50-based de-
tection network and we computed the relative predicted
scores on the calibration datasets. Subsequently we trained
the three post-hoc calibration methods on such predicted
scores vectors, building respectively a logistic, a beta and a
isotonic regression calibrator model. We did this step both
for the second and third calibration datasets described in 3.
The implementation was performed in python version 3.6.9,
using the Netcal python library and the sklearn libraries. We
therefore evaluated the accuracies and CLLR scores both

for the calibration-training datasets and for the calibration-
validation datasets. On these second ones, in fact, we con-
sidered the scores, applied the calibrator model (without re-
training them) and reported their respective CLLR and bal-
ance accuracies. Since both calibration datasets suffered
from unbalancing, we report always the balanced accuracy
(leaving always the threshold to 0.5). The results obtained
for the calibration training and validation dataset for Dataset
2, in terms of CLLR and balanced accuracies, are reported
in Table 3. The AUC we obtain for the training and valida-
tion calibration dataset is in both cases around 0.94. Con-
sider that being a monotonic transformation the ROC curve
does not change between the uncalibrated and the calibrated
case. Moreover, as an example in Figure 3 we show the be-
haviour of the predicted scores of the calibration validation
dataset before and after calibration (in the Figure we show
as an example case the beta calibration effect). As we can
observe from Table 3 the CLLR decreases significantly be-
tween the uncalibrated and calibrated cases. Moreover the
balance accuracy increase, for all of the post-hoc calibration
method. This first results suggest how the use of post-hoc
calibration can actually help in applying a transformation to
the predicted scores, capable of shifting the distribution and
therefore obtaining an increased accuracy, without having
to change the threshold.

4.3. Testing and Calibrating Dataset BING

We further proved the use of calibration for different out-
of-set generators not included in the original training set of
the detection model. The newly analysed dataset, includes
images generated by the BING Al text-to image generator
as described in Section 3. An example of BING generated
faces is shown in Figure 5.

More specifically, we performed similar steps as per
Dataset 2.We first considered the predicted scores produced
by our pre-trained ResNet model for the identification
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Type Dataset Generator Type | Number of Images

Pristine Faces Calibration Training N/A 120
Pristine Vehicles | Calibration Training N/A 240
Generated Calibration Training LSGM 120
Generated Calibration Training StyleGAN2 120
Generated Calibration Training StyleGAN3 120
Generated Calibration Training | Latent Diffusion 240
Pristine Faces | Calibration Validation N/A 120
Pristine Vehicles | Calibration Validation N/A 120
Generated Calibration Validation LSGM 120
Generated Calibration Validation StyleGAN2 120
Generated Calibration Validation StyleGAN3 120
Generated Calibration Validation | Latent Diffusion 240

Table 2. Description of the dataset used for training and validation of the calibrator model, that is the one defined Dataset 2

Uncalibrated Predicted True
Uncalibrated Predicted False

200

150

Count

100

00 02 04 06 08 10
Scores

Figure 3.
method

Receiver Operating Characteristic (ROC) Curve

10

08

0.6

Tue Positive Rate (TPR)

gl —— ROC Curve (AUC = 0.94)
0.0 e Random Guess

0.0 02 04 06 08 10
False Positive Rate (FPR)

Figure 4. ROC curve for the calibration training dataset 2
of generated/non generated images using the calibration-

training of the dataset BING (for the generated images) and
a dataset of crawled faces from the web for the pristine

Calibrated Predicted True

Calibrated Predicted False
300

250

03 04 05 06 07 08 09 10
Scores

Histograms Distribution of the Scores before and after calibration for the Calibration DATASET 2 using the beta calibration

cases (392 generated and 240 pristine images). We there-
fore trained a post-hoc calibration model using this dataset
and tested it on the calibration validation dataset for BING.

Results are reported in Table 4. As we can see such re-
sults show an interesting behaviour. In the case of images
coming from a different generator, in fact, we can see how
the accuracy, as expected, drops in the case of the uncali-
brated system. However, when we later perform calibration
and use the calibration model in order to perform the exper-
iments, we see an improvement in the case of the accuracy,
which increases for the calibrated system. The accuracy in
this case drops, while the AUC remains above 0.5, more
specifically to 0.76.

5. Discussion

There are a few findings and points which we can high-
light from our experiments. In terms of comparison be-
tween calibration methods, we can see that the lowest
CLLR is obtained using post-hoc calibration : both when
the calibration training and validation sets are from the same
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Data CLLRUnCal | CLLRLogi | CLLRBeta | CLLRPAV | BAccUncal | BAccCalLogi | BAccCalBeta | BAccCalISO
Cal Train Dataset 2 1.349 0.585 0.588 0.535 0.7311 0.843 0.845 0.844
Cal Validation Dataset 2 | 0.705 0.569 0.579 0.578 0.714 0.859 0.860 0.849

Table 3. Table reporting the results of the CLLR for the Uncalibrated (UnCal), Logistic Regression (Logi), Beta Calibration (Beta) and
Isotonic Regression (ISO) Calibration Method as well as the balanced accuracies for the models. The results reported here are the ones

related to experiments performed on the dataset described in Table 2.

Figure 5. Examples of BING generated images

generators, and also when tested with an out of sample gen-
erator (as reported in Table 3 and Table 4). We can further
notice another important aspect. Based on experiments,in
fact, we can see how testing on an external generator or in
general images not aligning with the training distribution,
the accuracy improves after post-hoc calibration of the pre-
dicted scores. Therefore, our findings, even if limited to

only these two preliminary test cases, suggest that it might
not be necessary to re-train or fine-tune the detection tools
on new data each time a new synthetic generated dataset is
introduced, but it may be sufficient to calibrate the tool on a
set of new data.

6. Conclusions

Our preliminary study shows the importance of post-hoc
calibration in enhancing the reliability of deep learning-
based forensic systems, specifically for detecting GAN-
generated images. By employing post-hoc calibration meth-
ods such as Logistic Regression, Beta Calibration, and the
Isotonic Regression algorithm, we observed an improve-
ment the alignment of predictive probabilities with true
event likelihoods.

Our experiments highlighted that calibration improved
the system performance, as evidenced by reduced CLLR
scores and improved AUC and accuracy metrics, even in
challenging out-of-distribution scenarios. For instance, cal-
ibrated models showed resilience in identifying images
from unseen generators like Bing, highlighting the utility
of these methods in real-world applications where datasets
change over time and new generators become available. A
limitation of our present work is actually represented by the
use of BING images only as proof of concept for showing
the capability of calibration to help in such use case sce-
narios. However the use of additional Al generators images
will be included in future work in order to strengthen the va-
lidity of our results and to also study possible biases due to
the presence of certain characteristics in generators (as for
instance the typical BING images presented in this study).
Future work could explore the integration of additional cal-
ibration techniques and the impact of the dimensionality of
the calibration dataset in the final performances. Addition-
ally, further research into calibration robustness across di-
verse domains could provide deeper insights into optimiz-
ing Al based workflow for forensics applications as well as
the comparison of post-hoc calibration with methods such
as fine tuning or ensemble learning to strengthen and vali-
date the results obtained in our study.
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Data CLLRUnCal | CLLRLogi | CLLRBeta | CLLRPAV | BAccUncal | BAccCalLogi | BAccCalBeta | BAccCalISO
Train Calibration Bing 3.980 0.900 0.899 0.840 0.603 0.717 0.712 0.744
Validation Calibration Bing | 4.224 0.910 0.908 0.854 0.617 0.680 0.668 0.706

Table 4. Table reporting the results when the detection model is tested on a different out of scenario test set, in particular in the Dataset 3
made of images generated by BING. We can see therefore the effect of the calibration on the accuracy and AUC scores.
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