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Foundations and context






Chapter 1

Introduction

The advent of Artificial Intelligence (AI) has been crucially impactful in various domains, both
scientific and industrial, and computer vision stood out as one of its fundamental areas, since it
allowed machines to interpret and process visual data, opening applications in a vast range of
fields, from autonomous driving and healthcare to content moderation and security. This field
has evolved rapidly, shifting from manually designed algorithms to the widespread adoption of
Deep Learning (DL) techniques, which have revolutionized how visual information is processed
and understood. Current computer vision algorithms rely on DL, and particularly on Convo-
lutional Neural Networks (CNNs), which quickly became their backbone in most of the cases.
On one side, this shift allowed DL tools to reach unprecedented accuracy in all the already
tackled tasks, such as edge detection or feature matching; on the other side, it also unlocked
new possibilities in more complex tasks, such as object detection, image segmentation, or video
analysis.

With these technologies becoming more and more integrated into delicate applications such
as healthcare, personalized advertising, and social media content curation, ensuring their ethical
usage has become a crucial concern. More specifically, with the advent of the newest, powerful,
generative models, such as Generative Adversarial Networks (GANs), which are capable of
generating highly realistic synthetic images, there is a growing need of innovative approaches to
effectively detect such content.

This thesis addresses the problem of detecting images depicting human faces that have
been synthetically generated via such models, with particular attention to understanding how
specific regions of the image influence the decision. This aspect is examined through a twofold
investigation: by analysing if and how much the image background plays a role in determining
whether it has been generated or not, also implementing a well-known explainability technique
to visually identify the most important areas of the image for the decision, and by verifying
if the information needed to segment a human face into different semantic areas is useful for
improving detection performance.

1.1 Background and motivation

The field of computer vision is one of the most relevant topics in the Al domain and has rap-
idly evolved in recent years, largely replacing traditional techniques, which relied on manually
designed algorithms to interpret visual information. Indeed, techniques such as feature match-
ing |1], edge detection [2]|, contour-based segmentation [3]|, and so on, had to be adapted to
each different application, thus limiting their applicability to multiple tasks. Instead, modern
computer vision algorithms introduced the use of DL, which, as of today, has become central
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to these methods, allowing them to capture visual information with a level of accuracy and
flexibility that was previously unattainable.

One of the fundamental technologies that allows researchers to analyse visual features is that
of Convolutional Neural Networks (CNNs), whose conceptual foundation was first introduced
by Fukushima with the Neocognitron [4] and later advanced by LeCun [5], Krizhevsky [6], and
He [7]. The models in this family are capable of automatically learn features from data, parsing
them in a progressive fashion and learning to locate their most informative fractions. In the
computer vision field, this means that such models progressively develop the ability to identify
patterns and structures within images, ranging from simple edges and textures in the initial
layers [8], to complex shapes and objects in deeper layers |[9]. CNNs have proven to be highly
versatile since their introduction, providing state—of—the—art performance in analysing any kind
of information in the form of images, but also in different tasks, such as video processing |10,
natural language processing —through visual embeddings [11]— time-series classification, via
an appropriate data conversion [12]|, and complex domains, including 3D data analysis [13] and
multimodal learning |14].

Another fundamental technology covered in this work is the so—called Generative Adversarial
Network (GAN) [15]. The models of this class are able to generate virtually any kind of syn-
thetic data by emulating real distributions provided during the training phase. In the context
of computer vision, GANs are used to produce highly realistic images of various subjects, in-
cluding environments, animals, and people. Regarding the latter, this ability to create human
faces that are almost indistinguishable from their real counterparts has raised critical concerns
regarding authenticity and reliability, especially in sensitive applications [16]. For example,
GAN-generated images pose significant security risks in fields such as digital security, where
synthetic content can be exploited to create deep—fakes, potentially leading to identity fraud,
impersonation, or the spread of misinformation [17]. Another potential risk lies in the field
of social media, where the dissemination of fake visual content can undermine trust in digital
platforms and fuel misinformation campaigns |18]. Finally, GANs could pose a threat to bio-
metric authentication systems by generating synthetic identities capable of bypassing security
measures, thereby compromising system integrity [19].

Existing works already achieve close to perfection detection performance, but they often
overlook the decision—making process of their model. In the author’s opinion, understanding
which parts of an image contribute most to the classification is a crucial task, particularly if
one considers the fact that the background is largely recognized as a weak point regarding face—
generation models, often being blurry or containing visual artefacts. Humans themselves, when
trying to detect generated images, usually rely on background inconsistencies that stand out
at a first glance, thus making the background a key indicator for an image being synthetic.
To the author’s knowledge, there has been very scarce research towards this direction. On the
other hand, the usage of particular parts of the face to enhance detection rates has already been
introduced in the literature, for example focusing on the eyes, like in [20], where a Siamese
Neural Network exploit certain inter—eye symmetries and inconsistencies to detect generated
human faces, achieving performance that are comparable or even superior to other state—of-
the—art methods that analyse the entire face. Other studies have instead employed a texture—
based method for detection purposes, like [21], where some particular pixel patterns that occur
frequently in GAN-—generated images are leveraged. Also from this point of view, there is
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still the possibility to investigate whether the ability to recognize some areas of the face, such
as the nose, the eyes, the mouth and so on, is useful when trying to separate Al-generated
faces from real ones. Again, this is inspired by the behaviour of humans, who may focus on
specific characteristics of the image, observing each part of the face individually and looking for
anomalies in each of them, when approaching the task of distinguishing synthetic from legitimate
images.

These challenges provide the motivation for this thesis, which aims to contribute developing
a more robust, transparent and interpretable method of detecting synthetic human faces.

1.2 Research scope and objectives

This research focuses on the detection of synthetic human faces generated by GANs, with partic-
ular attention, on one side, on the trustworthiness of the detection method, which is investigated
by understanding the role of different image regions and their impact on the proposed detection
model, and, on the other side, on the exploration of the effectiveness of the transfer learning
paradigm in this context. This work does not aim to surpass the detection performance of exist-
ing state—of-the—art methods in terms of mere metrics; instead, it highlights a question that the
author considered crucial from the beginning: how much the detection process is really based
on facial features rather than on the background elements of the image to understand whether
further research in this direction is justified, with the broader goal of advancing explainability
and interpretability in synthetic face detection systems
The main objectives of this thesis are as follows.

1. To investigate the role of the background in synthetic face detection: understand
how background inconsistencies contribute to the detection of GAN—generated faces and
explore whether removing the background affects model performance.

2. To assess the potential of leveraging transfer learning: explore how knowledge
gained during a facial segmentation task can be leveraged to improve detection perform-
ance.

3. To analyse the interpretability of the proposed method: introduce a well-known
explainability technique in the pipeline, to determine the most influential regions of the
image and provide insights into whether detection decisions are driven by facial features
or background elements.

1.3 Research hypotheses
The main hypotheses that this thesis aim to prove are the following:

H1 The background significantly helps the detection mechanism. Since the back-
ground in GAN-generated images often contains artifacts and other kind of inconsisten-
cies, a noticeable drop in classification performance is expected when the facial area of the
image is isolated from the rest.
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H2 Transfer learning from facial segmentation tasks improves detection perform-
ance. The knowledge acquired from a prior training on a semantic segmentation task,
that is, learning to classify facial regions like eyes, nose, and mouth, is useful to improve
the model’s performance.

H3 Explainability techniques can reveal the most influential regions for classific-
ation. Leveraging this kind of tools provides insights into the model’s decision—making
process, highlighting image areas that are most relevant for detecting synthetic faces.

1.4 Methodology overview

In order to prove the hypotheses presented in Section this work involved various steps, that
will be described in detail in the following sections. What follows is a brief overview of said
steps.

Data gathering: The data for this research originated from two primary sources: for the
segmentation task, the paid version of a dataset called Mutlny was used. The images in this
dataset, approximately 70,000, are labelled at the pixel-level into multiple classes, making it
particularly suitable for the task. On the other hand, for the classification task, a combination of
real and synthetic facial images, drawn from a collection called ArtiFact and publicly available
online, was employed, reaching a total of more than 300,000 files. For a more precise description
of the data, refer to Section [3.1]

Segmentation model training: The semantic segmentation model here presented is based
on DeepLabV3+ [22] and trained on the Mutlny dataset. This part of the procedure is necessary
both to isolate the facial regions from the background and to obtain the information needed for
the transfer learning method. An in-depth description of this phase is included in Section [3.3]

Background removal and fake detection: After identifying the faces in each image, an
alternative version of the classification dataset was created with the background removed. A
slightly modified version of the model used for the segmentation phase performed the fake
detection separately on both of the versions of the dataset, and the performance are compared.
This procedure is discussed in Sections [3.3] and [3.4]

Transfer learning: The weights obtained from the segmentation task were reused in the
binary classification task to detect synthetic faces. This approach, explored in Section [3.5] aims
to demonstrate how transfer learning improves the model’s ability to differentiate between real
and generated images.

Explainability analysis: An explainability technique, SHapley Additive exPlanations (SHAP) [23],
was employed to highlight the most influential areas of the images for the classification. In par-
ticular, this method shows how the model focuses on the background when it is available, and

how it is forced to look at the actual facial features when it is removed. This procedure can be
found in Section 3.6l
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1.5 Thesis outline

This thesis is structured into four main parts:

Part I: [Foundations and context} This part, specifically Chapter [2] covers the fundamental
knowledge in the AI field needed to understand the topics treated in this work. In partic-
ular, basic principles of CNNs and GANSs are introduced, together with those of transfer

learning and the mathematical principles behind the adopted explainability technique,
SHAP.

Part II: [Methodology and implementation} Chapter [3|details the proposed approach, both in
its theoretical aspects and in its practical implementation, describing how segmentation,

fake detection, transfer learning and explainability were performed, also including the
description of the evaluation metrics used to assess the performance of the approach, as well
as some implementation details such as model training setup and hardware configuration.

Part III: [Experimental results and analysis This part presents the experimental setup and
discusses the results of the three main research direction covered in this work: facial
segmentation, fake detection and explainability, respectively in sections .1} [4:2] and [4-3]

Part IV: [Conclusions and future workl The final part summarizes the findings of the thesis,
highlights its contributions and limitations (Chapter and briefly discusses two additional
works that were published during the doctoral program but are not part of this research

(Chapter [6).

1.6 Publications

All the candidate’s publications are listed below, both relating to the main research line described
in this thesis and to various studies carried out before and during the doctorate.
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Chapter 2

Theoretical foundations

This chapter introduces the neural network models used in the thesis, with particular emphasis
on convolutional networks and generative adversarial networks. Furthermore, the transfer learn-
ing paradigm is presented and the importance of explainability and interpretability in security—
sensitive problems is explained. The chapter concludes with a presentation of the most recent
literature in fake detection.

2.1 Convolutional neural networks (CNNs)

CNNs were first introduced by LeCun et al. in [5], evolving from Fukushima’s Neocognitron [4],
and were originally designed for tasks involving spatially structured data, specifically for image
processing. With respect to the previous fully connected neural networks, CNNs introduce the
concept of convolutional layers (from which their name) with local connections, allowing this
kind of models to capture spatial features significantly reducing the computational cost. Since
their original release, CNNs’ field of application has evolved from just image analysis to a much
wider scope, thanks to their ability to learn hierarchical representations also useful for different
types of data.

2.1.1 Fundamental principles of CNNs

To process input data, a sequence of specialized layers are leveraged in CNNs. First, a convo-
lutional layer applies a set of filters (kernels) to the input and computes a weighted sum at
every position, producing a feature map. Mathematically, this operation can be expressed as:

(f *.’13)(1,]) = ZZQ}(Z —m,j— n)f(mv n)7 (21)

where z is the input data, f is the filter and (¢, j) are spatial coordinates (e.g. the coordinates
of the pixel with respect to the dimensions of the image). In this case, the key aspect that the
network must learn are the filters, which are typically smaller than the input data — common
dimensions are 3 X 3 or 5 X 5 —, and are applied to the input by sliding over it. Each filter
specializes on recognizing certain patterns, and its parameters are learned during training. For
example, if the input data is a standard three—channel image, filters are set to operate across all
the channels simultaneously, and each of them learns to detect specific spatial patterns, such as
edges, textures, or repetitive structures. All the information gathered by the filters is combined
in a single feature map, which represents the spatial activation of a specific pattern detected by
each of the filters.

A comprehensive representation of the computational flow of a CNN is shown in Figure [2.1
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Figure 2.1: Architecture of a CNN, as presented in ,[51/

The convolutional layer’s behaviour is influenced by multiple design choices, such as the
stride, representing the size of the step with which the filter moves across the input, the chosen
padding, used to preserve the spatial dimensions of the data and ensure that the filter can
process the borders of the input, and the number of filters, each producing a distinct feature
map. The feature maps are then combined into the final multi—channel feature representation,
with each channel representing a unique and different aspect of the input data.

After the convolutional layer, a nonlinear layer, also known as activation function, is
introduced into the network, to model spatial relationships in the feature map obtained from
the previous step. The activation function first proposed in [5] is the sigmoid function, defined

as
1

o(z) = Trea

which was widely used at the time to introduce nonlinearities in the models, and ensures that
the output values range between 0 and 1, especially useful when interpreting the results as prob-
abilities (although the values of the activation outputs do not necessarily sum to 1). However,
sigmoid functions suffer from some drawbacks, such as the vanishing gradient problem, where,
for inputs being significantly large or small, the gradient tends to 0 during backpropagation,
thus slowing down the learning process for deep networks. Additionally, the computation of
the exponential function increases the computational cost, making it less efficient for large—scale
networks.

One of the most commonly used activation functions nowadays is the Rectified Linear Unit
(ReLU), first introduced in [24], but named as such after [25], defined as:

ReLU(z) = max(0, x),

which is computationally efficient and helps reducing the vanishing gradient problem. ReLU
only activates a neuron if its input is positive, introducing sparsity into the network, which
can improve computational efficiency and generalization. Moreover, its piecewise linear nature
makes it faster to compute compared to the sigmoid, which involves more complex mathematical
operations. One limitation of ReLLU is the the so—called "dying ReLLU" problem, where neurons
can become inactive if their inputs are always negative, making them less efficient. To overcome
this issue, several alternative activation functions have been introduced, such as Swish
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Figure 2.2: Visual representation of the convolution operation on an input matriz. |Source.

and Leaky ReLU |27], variants of, respectively, sigmoid and ReLU, and proven to improve the
performance for certain architectures and tasks.

Next, CNNs leverage pooling layers to reduce the spatial dimensions of feature maps
and decrease computational complexity, mitigating overfitting and also improving the network’s
robustness by ensuring its invariance to small translations in the input data. The choice of
the pooling strategy is determined a priori during the network design and typically involves
one of two methods: max pooling, which selects the maximum value within a defined window
to preserve the most prominent features, or average pooling, which computes the mean value
within the window to provide a smoother representation.

Finally, a certain number of fully connected layers take the high—level features extracted
by convolutional layers and map them to the desired output, such as class probabilities in an
image classification task. These layers perform a weighted sum of the input features followed by
an activation function, effectively acting as a traditional neural network classifier.

2.1.2 CNN applications in image analysis

CNNs have been fundamental for many image analysis tasks across various domains. Some
examples are listed in the following.

e Object detection and localization: frameworks like YOLO [28| and Faster R-CNN [29]
use CNNs to identify and locate objects in images with high accuracy and efficiency.

e Image segmentation: models such as U-Net |30] and DeepLab [22] leverage CNNs to
partition images into meaningful regions, facilitating applications in medical imaging and
autonomous driving.

e Facial recognition: architectures like FaceNet [31] utilize CNNs to extract embeddings
that represent facial features, enabling robust face verification and identification.

e Generative models: CNNs serve as the building blocks for Generative Adversarial Net-
works (GANs) [15], discussed in Section and their extensions, enabling tasks such
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as image synthesis and super—resolution.

2.2 Generative models

Unlike discriminative models, which predict labels or outputs given an input (P(y|x)), generative
models are a class of machine learning methods that aim to generate new samples resembling the
input data, by learning their underlying probability distribution P(z) or P(z,y), thus making
them suitable for tasks such as data synthesis and augmentation or unsupervised learning. This
section covers the evolution of generative models, with particular attention to the one central
for this work.

2.2.1 Evolution of generative models

First generative models relied in probabilistic approaches, like Restricted Boltzmann Machines
(RBMs) [32133] consisting of shallow, stochastic neural networks, were built on energy—based
models and used Gibbs sampling to generate data. Deep Belief Networks (DBNs) [34] extended
RBMs by stacking multiple layers, enhancing their representation power. The main drawback
of these techniques was the high computational cost, making their scaling to complex datasets
unfeasible in practice.

Unlike RBMs and DBNs, VAEs [35] employed an encoder—decoder structure combined with
probabilistic reasoning. The encoder maps input data into a latent space, and the decoder
generates new data by sampling from this latent representation. Their probabilistic nature allows
for smooth interpolation in the latent space, making them particularly suited for applications
such as image synthesis and anomaly detection.

Generative Adversarial Networks (GANs) adopt an adversarial training framework, where
two neural networks — a generator and a discriminator — compete in a zero—sum game, allowing
GANSs to generate highly realistic data without explicitly modelling the data distribution. Due
to their importance in the context of this work, GANs are explored in greater detail in [2:2.2]

More recently, diffusion models [36//37] have emerged as a promising alternative for generative
tasks. These models work by simulating a forward diffusion process that gradually adds noise
to the data until it is indistinguishable from pure noise. After this preliminary step, a reverse
process denoises its output until the original data is obtained. Diffusion models are demonstrat-
ing state—of-the—art performance in generating high—quality data and are increasingly being
adopted in applications such as text—to—image synthesis and audio generation.

2.2.2 Generative Adversarial Networks (GANSs)

Generative Adversarial Networks were introduced by Ian Goodfellow et al. in [15] as a new
paradigm for generative modelling. The major novelty with respect to the state—of-the—art at
the time was the introduction of the adversarial training scheme that gives the name to these
networks. When GANs were released, probabilistic models such as RBMs or DBMs relied on
computationally intensive algorithms, making them unfeasible for practical use cases, except for
the most trivial scenarios, often forcing them to being processed via approximation techniques
such as Markov Chain Monte Carlo (MCMC) sampling. Another approach was, for example,
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Figure 2.3: A summary of the GAN architecture composition, as reported in [39].

noise—contrastive estimation (NCE) [38|, which relied on predefined noise distributions, limiting
its effective functioning.

GANSs overcame these issues by introducing a pipeline in which a generative model is dir-
ectly trained, without explicitly modelling the data distribution. In fact, in the new approach
presented, two neural networks — the generator and the discriminator — compete in a zero—
sum game, allowing for a much more lightweight training phase from a computational point of
view with respect to traditional approaches. GANs have made data generation possible in many
real—world applications, such as image synthesis or data augmentation.

Mathematical framework

Below are some definitions that establish the nomenclature and theoretical framework for char-
acterizing GANs, with Figure[2:3|providing a visual representation of the features here described.

Definition 2.1. The latent space, denoted here as Z C R?, is a d-dimensional vector space
whose elements, referred to as noise vectors, are sampled from a predefined probability distri-
bution p,(z), typically uniform or Gaussian.

Definition 2.2. Given a noise vector z € Z, sampled from a prior distribution p,(z) defined
over the latent space Z, the generator G is a differentiable function G : Z — R"™, parametrized
by 6,, where 6, represents the weights and biases of the neural network implementing G. The
generator transforms z into a synthetic sample G(z;6,) in the data space R™.

Definition 2.3. The discriminator, denoted as D, is a differentiable function D : R™ —
[0,1], parametrized by 64, where 6, represents the weights and biases of the neural network
implementing D. The output D(x;6,) indicates the probability that a sample z € R™ is real
(i.e., drawn from the true data distribution pqata(z)) rather than generated by G.

In other words, the latent space Z provides a compact and abstract representation of the
data distribution, from which noise vectors z are sampled and used as input to the generator.
The generator is trained to approximate the training data distribution pgata(z) by generating
samples G(z) that cannot be distinguished from real data by a discriminator function D, trained
to maximize its ability to correctly classify real samples as close to 1 and synthetic samples as
close to 0.

This adversarial dynamic forms the core of GAN training, driving both networks to improve
iteratively and enabling the generator to approximate the true data distribution pgaa(z).
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The adversarial interaction is formalized as a min—max optimization problem:
m(}n mgx V(D7 G) = Efcwpdata(fr) [log D({L‘)] + IEerpz(z) [log(l - D(G(Z)))] :

At equilibrium, the generator produces samples indistinguishable from real data, and the
discriminator’s optimal output becomes:

D*(.’E _ pdata('r) )
Pdata () + pg(z)

Training alternates between optimizing D and G using gradient—based methods. The dis-
criminator maximizes log D(z) for real samples and log(l — D(G(z))) for synthetic samples,
improving its classification performance. The generator, in turn, minimizes —log D(G(z)), en-
couraging the production of samples that are more likely to be classified as real by D. This
iterative process ensures that G progressively captures the true data distribution.

Technical challenges in GANs

GANSs faced multiple challenges, in particular during their early stages. One of the major is-
sues has been the instability of the training process, mostly due to its characteristic adversarial
nature. The min—-max optimization framework used for training, in fact, needs a perfect bal-
ancing of the generator and the discriminator networks, which have to compete almost evenly,
since if either one of them dominates the training process, it tends to become unstable, leading
to poor performance. For example, if D becomes too good in finding the reconstructed samples,
G may struggle to produce realistic samples, since it will not obtain enough information from
D’s performance, which would be useful to improve its reconstruction ability. Conversely, if G
becomes too effective in generating realistic samples, D may struggle to distinguish them from
real data, making the adversarial process ineffective and leading to a lack of meaningful feed-
back for G to improve further. One of these two situations could lead to a stall in the learning
process, as highlighted in [15] itself. Additionally, GANs are characterized by another stability
issue, also due to the adversarial nature of training, that is the difficulty in determining whether
it actually ends, due to its often oscillatory behaviour. This makes it challenging to identify
when the model has reached equilibrium, also because the loss function is non—convex in nature
while GANs are highly sensitive to hyperparameters tuning. Therefore, the tuning phase must
be carried out carefully to avoid instability or suboptimal convergence.

Another typical issue is the so—called mode collapse, where the generator just focuses on
deceiving the discriminator without actually diversifying the generated examples, resulting in
a lack of variety and the reproduction of only a limited subset of the data distribution. Mode
collapse has been widely observed both in early stages of GANs and in more recent literature
(see Section . Early GAN architectures also struggled with maintaining fine details and
realistic textures in generated samples, particularly at higher resolutions. The generator’s ability
to synthesize complex patterns often degraded as the dimensionality of the data increased.

Finally, evaluating GAN performance is often challenging, since they lack a well-defined
objective for assessing the quality of the reconstructed samples, unlike standard supervised
learning models, which benefit from clear metrics such as accuracy or mean squared error.
Instead, GAN evaluation relies on surrogate metrics that try to capture specific aspects of
generative performance, such as the diversity and realism of the generated samples.
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Figure 2.4: FEzxzamples of human faces generated with StyleGAN2, randomly selected sourcing
from the website | ThisPersonDoesNotFExist.com.

Evolution of GANSs

To address the issues pointed out in Section [2.2.2] the structure and the training procedure of
GANSs have gradually evolved. For example, Arjovsky et al. replaced the traditional loss
function with the Wasserstein distance — from which the name Wasserstein GANs (WGANS)
— improving training stability by providing smoother gradients even when the discriminator is
not optimal. WGAN-Gradient Penalty (WGAN-GP) incorporated a gradient penalty, to
further reduce vanishing gradient problems and ensure better regularization. The oscillatory be-
haviour is still an open issue in GANs’ training, but an important breakthrough in this direction
was achieved with Deep Convolutional GANs (DCGANS) [41], which introduced convolutional
architectures, batch normalization and stride convolutions in place of pooling layers, to provide
more reliable feedback for the generator and stabilize the overall training process.

Mode collapse has also been a persistent problem in GANs. To address this, approaches like
Manifold-Guided GANs (MGGANGS) encouraged the generator to explore diverse modes
within the data distribution, promoting variety in the generated samples. Moreover, Soft-
GAN mitigated this issue by softening the discriminator’s decision boundary, allowing the
generator to generalize more effectively and produce a broader range of outputs.

As for the generation of data in the form of images, which is one of the most common
usages of this architecture, early GANs often struggled to reproduce fine details and realistic
textures at higher resolutions. Progressive Growing GANs (PGGANSs) [44] revolutionized the
field by changing how the training is performed (more details about this approach are given
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in the following). Starting from PGGANs, BigGANs |45 further enhanced the performance
in generating high resolution (HR) images through the use of larger batch sizes, architectural
refinements, and advanced training protocols; moreover, Self-Attention GANs (SAGAN) [46]
introduced self-attention mechanisms to capture long-range dependencies, to provide more con-
sistent images.

Finally, GANs’ evaluation commonly relies on metrics such as the Fréchet Inception Distance
(FID), which measures the similarity between the distributions of real and generated data in
a feature space, and the Inception Score (IS), which evaluates both the quality and variety of
generated samples. Both of these metrics fail to represent the actual human perception and often
require significant computational resources [47]. Additionally, models like CycleGAN [48| and
StarGAN [49|, while primarily focused on tasks such as image—to—image translation, highlighted
the need for robust measures of fidelity and diversity, inspiring further research in this area.

StyleGAN family

StyleGAN models build on the PGGAN, where common training instability issues, typical in
GANSs, are specifically addressed. The proposed training scheme involves the growing of the
network during training: the network first learns how to generate low-resolution 4 x 4 images,
which grow to high—detail 1024 x 1024 images by adding deep layers to the network, dividing
the task in smaller and easier to learn sub—problems. This technique allows the network to
first learn core structures and, subsequently, fine details, stabilizing and accelerating the model
training.

The first StyleGAN model has been a major breakthrough in realistic synthetic face gen-
eration technology, incorporating style transfer methodologies [50| to improve the generator’s
architecture. Indeed, contrary to what usually happens, in StyleGANs the latent vector z is not
fed directly to the generator, but the images are generated from a learned constant vector of
fixed size, while the z vector is mapped into an intermediate space, allowing independent control
of different image features.

StyleGAN?2 significantly improved the quality of generated images (some of which are illus-
trated in Figure with respect to the original StyleGAN, especially in regard to the presence
of minor but recognizable artefacts, such as droplets of colour blobs.

This was obtained by: (1) introducing an improved regularization loss focused on controlling
the smoothness of the mapping from the latent space to the output; (2) reorganizing and sim-
plifying the normalization technique used for the original model; (3) removing the constraint of
generating images at each resolution defined during the progressive growth procedure and re-
placing it with a sum of outputs at different resolutions; (4) implementing skip connections |16].

The latest model of the family, StyleGAN3, improves its predecessor by addressing its
propensity to fix finer details (such as hair texture) to specific image coordinates, which was
due to the prevalence of image borders and the presence of aliasing patterns in generated faces.
StyleGAN3 introduced sufficient zero—padding around the image to reduce the border effect,
reformulated the operations to work on continuous image representations to avoid the intro-
duction of aliasing artefacts, simplified the network structure with respect to StyleGAN2, and
removed some regularization that was previously introduced. Furthermore, translational and
rotational invariance is achieved by substituting the learned constant introduced in StyleGAN2
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with information—wise equivalent Fourier features and by substituting 3 x 3 with 1 x 1 convolu-
tions. Finally, low—pass filters were applied to upsample and downsample operations to further
reduce the generation of artefacts [51].

Applications and risks of GANs

GANSs have impacted multiple fields thanks to their ability to synthesize high—quality and real-
istic data. As already mentioned, image synthesis is one of the most common ones, with results
such as photorealistic subjects of human faces or landscapes, but also artworks and virtual en-
vironments. Similarly, GANs can also be used for domain adaptation, where they map data
from one domain to another, such as translating satellite images to maps or converting sketches
to detailed artworks [52]. They can generate not only static images, but they can also be used
for video generation and editing, with animations and deepfake content.

Another fundamental application of GANs and other common generative models is data
augmentation, consisting in the expansion of datasets so to improve performance of machine
learning models, especially in scenarios with limited training data [53|, such as medical imaging
[54] or data regarding rare diseases, where diagnostic algorithms often do not have enough data
to work with.

Finally, GANs are increasingly used in natural language processing (NLP) for text—to—-image
generation [55] and synthetic speech creation, facilitating applications in virtual assistants, video
dubbing, and audiobook narration.

This potential comes with the risk of the generation of content with malicious intent, with
highly realistic fake data proliferating on the internet, creating important challenges in misin-
formation, fraud and identity theft. Deepfake technology has been exploited to produce fake
news, political propaganda, and even forged evidence in legal contexts [18,[19]. In addition to
ethical concerns, GANSs introduce security vulnerabilities, with adversarial attacks exploiting
GAN-generated data to deceive machine learning models, thus with repercussions on critical
applications such as autonomous vehicle driving, financial fraud detection, and biometric au-
thentication [15]. Privacy concerns also arise, as GANs can be exploited to reconstruct synthetic
data resembling sensitive information from training datasets, potentially violating data privacy
regulations such as GDPR. This issue is particularly critical in scenarios involving sensitive per-
sonal or medical data, where adversarial models can inadvertently leak private information. For
instance, the application of Privacy—Preserving GANs (PPGANS) has been explored to mitigate
this risk, but significant challenges remain in balancing utility and privacy [56157]. Additionally,
there is also a matter of transparency regarding the origin of training data, since datasets used to
train GANs are often collected from the internet or other large—scale repositories without clear
documentation of their authorship [58,59]. For instance, personal images scraped from social
media or proprietary datasets could be used during the training phase, potentially violating laws
such as GDPR. Moreover, the lack of accountability in data sourcing can result in biases within
the training data, leading to harmful outputs and difficulties in the attribution of responsibility
in cases where GAN—generated content is misused [60]. Last, but not least, another aspect to
consider is the environmental impact of training GANs. Large—scale models require substantial
computational resources, leading to significant energy consumption and carbon emissions [61].



18 2. Theoretical foundations

2.3 Transfer learning paradigms

Transfer learning is a machine learning technique that allows knowledge acquired from perform-
ing a certain task to be applied to a different but related one. The idea is that certain features
learned while performing the former task, especially in the first layers of deep neural networks,
are generic enough to be used also for other domains. This approach is generally useful in scen-
arios where obtaining labelled data for the target task is challenging or resource-intensive, since
leveraging pre—trained models significantly reduces the computational cost and the amount of
data required, and also allows a better performance, thus making this strategy beneficial for
multiple kinds of tasks.

Transfer learning techniques can be categorized based on the way knowledge is transferred.
This section provides an overview of the most common paradigms, as described in [62H64].

Feature extraction — One of the most common applications for transfer learning is feature
extraction, where the pre-trained model is leveraged just to extract useful features that are used
for the task of interest. This works under the assumption that the features captured by the first
layers of a neural network are generic enough to be leveraged for multiple tasks. A simple way
to do this is by freezing the first layers of the model that is being used as a support and just
retrain its final layers specifically for the new task.

Fine—tuning — This approach is similar to the previous one, with the difference that the weights
of the pre—trained model are all updated during the new training, since they are used as an initial
configuration of the target model, with all the network or some chosen layers being retrained.
Fine—tuning is more beneficial when the source and target domain are similar, as it helps the
model adapt its features to particular details of the target task.

Domain adaptation — Domain adaptation aims to transfer knowledge between a source domain
and a target domain with different data distributions, typically by minimizing the distribution
discrepancy between the two, using metrics such as Maximum Mean Discrepancy (MMD) or
adversarial learning frameworks. Domain adaptation is usually useful in scenarios where labelled
data is scarce in the target domain but abundant in the source domain.

MultiTask Learning (MTL) — This is an extension of the previous method, with the difference
that MTL optimizes multiple tasks at the same time within a shared model, rather than adapting
knowledge between distinct domains, enhancing the performance of the model in all of the tasks.

Zero—Shot (ZSL) and Few—Shot Learning (FSL) — ZSL and FSL share the same goal,
that is, generalizing to novel tasks or categories with little to no labelled data in the target
domain, often relying on embedding spaces or auxiliary information such as semantic attributes
to infer from known to unknown classes.

In this thesis, weights pre—trained on a face segmentation task are utilized as an initialization
point for training a fake detection network. This strategy comes from the inherent correlation
between the tasks, since the knowledge needed to parse the information contained within the
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face is beneficial for both of them. In [65], one of the two key works on which this thesis
is built, two approaches are explored: retraining only the final layers of the network while
freezing the backbone (feature extraction) and retraining the entire network (fine—tuning). As
the results show, both strategies significantly reduce the required training time and sample size
while improving the classifier’s performance. More details about this procedure are presented
in Parts [T and [II]

2.4 Explainability and interpretability

In this context, the term explainability refers to the clarification of the decision mechanisms of a
model, in order to make its functioning more transparent and understandable to humans. Since
the adoption of deep and complex models like large neural networks, often operating as "black
boxes" [66], this concept has become a critical concern, especially in ethically delicate domains,
such as healthcare, finance, and autonomous system, where trusting the reasoning behind a
model decision is crucial for its usability.

A concept closely related to, but distinct from explainability is interpretability, often used
—improperly — as a synonym. However, while explainability usually involves generating ex-
ternal explanations for models that are black boxes by design, interpretability focuses more on
the intrinsic transparency of a model. A comprehensive taxonomy of methods for both inter-
pretability and explainability is outlined in the literature [67-72], where these methods are often
categorized based on several aspects, listed below.

e Purposes of explainability and interpretability: some methods can be designed to
create intrinsically interpretable models or to explain black box models post—hoc, but also
to enhance the fairness of predictions and testing the sensitivity of model outputs.

e Model-specific vs. model-agnostic: some methods are model-specific, meaning they
apply only to particular types of models, while others are model-agnostic and can be used
for any ML model.

e Local vs. global methods: local methods explain individual predictions, while global
methods provide an overview of the entire model behavior.

e Data type: techniques vary depending on the type of data they are applied to, such as
tabular data, images, text, or graphs.

For instance, global interpretability techniques aim to explain the overall behavior of the
model, while local methods, such as LIME [73|, focus on explaining a single prediction. As
highlighted in [66], intrinsic methods focus on designing interpretable models, such as decision
trees or linear models, while post—hoc methods explain pre-trained black box models using tools
like feature importance measures, surrogate models, or visualization techniques. In the context
of this thesis, the focus will be on a post—hoc, model-agnostic method giving model-specific
explanations, which will be discussed in detail in the following sections.
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Figure 2.5: The expected base value E[f(2)] is the predicted value of the model without any
known features and f(z) is the current output of the model given the input x. The diagram
shows how SHAP values attributed to each feature change the expected model prediction when
conditioning on that feature.

2.4.1 Explainability via Shapley Value analysis

SHapley Additive exPlanations (SHAP) is a powerful explainability method based on the Shapley
value, introduced by Lloyd Shapley in 1953 to address the problem of fairly distributing the total
contribution generated by a group of agents among individuals in a cooperative game [74]. In
order to properly introduce the Shapley value, it is necessary to mention some Game Theory
concepts [75].

A game is a set of circumstances whereby two or more players contribute to an outcome.
Let N be a set of players, S C N is a coalition and NV is the grand coalition. The characteristic
function v assigns to each coalition S the best results that the players in S may obtain, i.e., the
total payoff, independently of the choices of the other players.

Definition 2.4. Given a game with N players and characteristic function v, the Shapley value
is the vector ¢(v) whose component ¢;(v) is the average marginal contribution of player ¢ € N
with respect to all the permutations of the players |76].

The definition guarantees the existence and uniqueness of the Shapley value, which is one of
the most commonly used point solutions and, according to the main equation that can be found
in the original paper, represents the average expected marginal contribution of one player after
all possible combinations have been considered, thus rewarding each agent for its individual
contribution, taking into account cooperation with others [77].

The SHapley Additive exPlanations (SHAP) [78] method, that is exploited in this thesis, is
based on the calculation of the Shapley value of the conditional expectation function of a model,
in order to study its explainability. In the case of simple models, the best explanation method
consists of the model itself. For more complex architectures, such as estimator ensembles and
deep neural networks, however, it is necessary to introduce simpler explanation models that can
be defined as interpretable approximations of the original one [78]. Local methods, in particular,
explain a prediction f(z), with f being the estimation model and z its input, using a simplified
version of the input z’ that maps to the original « via the mapping function = h,(z’). Given
a local explanation model g, g(z') & f(h,(z’)) must be ensured whenever 2’ & a’.

Additive feature attribution methods are those for which the explanation model is a linear
function of two binary variables

M
9(2') = o+ > _ biz}, (2.2)
=1
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Figure 2.6: Application of SHAP to two different types of data. In the first image, the method is
used to highlight areas that were important for an image classification task using MobileNetV2
|79], while the second example shows how the method works in a generic example with a different
type of data. Both of the images are sourced from the official SHAP documentation pagel.

where 2/ € {0,1}M, M is the number of simplified input features and ¢; € R is the effect of
feature 7 on the explanation model g. Methods which have explanation models that match this
definition attribute an effect to each feature and the sum of their attribution effects approximates
the output of the original model. Alternatively, the vector z can be interpreted as a coalition
vector, with M being the maximum size of the coalition.

Several popular explanation methods for deep learning, such as LIME [80], DeepLIFT [81]
and Layer—-Wise Relevance Propagation [82|, all satisfy Equation , as well as three ex-
planation models based on the Shapley value, Shapley regression values [83], Shapley sampling
values [84] and quantitative input influence [85].

Since the Shapley value is the only vector of values that relates to the properties of local
accuracy, missingness and consistency defined in the original paper, the only additive feature
assignment method that satisfies the statement must be based on the Shapley value, and methods
not based on the Shapley value violate local accuracy and/or consistency, thus making SHAP,
built on the Shapley value of a conditional expectation function of the original model, the only
method adhering to the three desired properties and using conditional expectations to define
simplified inputs. The definition of the method aligns perfectly with Shapley regression, Shapley
sampling, and quantitative input influence, while allowing connections to LIME, DeepLIFT,
and layer—wise relevance propagation feature attribution techniques. An illustration for the
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construction of Shapley values is shown in Figure [2.5] while Figure 2.6 illustrates two examples
of the application of the method.

2.5 Fake detection state—of—the—art review

Synthetic face detection approaches can be classified in three major branches [86]: physical-
based methods, physiological-based methods, and DL-based methods.

e Physical-based methods focus on the identification of real world-related artifacts and
inconsistencies, such as incongruous image illumination and reflections. Works belong-
ing to this category leverage known problems of synthetic faces: eye pupil illumination,
morphology and eyes symmetry are of particular interest, since current GAN generators
struggle with this aspect.

e Physiological-based methods instead rely on the semantic aspect of human faces,
searching for irregularities in face symmetry, pupil shape, iris colour and texture, and
other salient characteristics. DL-based methods use deep neural networks trained to
effectively and automatically extract salient features from the images to detect synthetic
faces. Usually, large networks pretrained on other image classification tasks are used and
fine—tuned, leveraging their already effective feature extraction capabilities. Both physical
and physiological-based methods achieve higher-than—human performance (which ranges
between 26% and 80% accuracy) and provide built—in interpretability. Their strength is
however limited by the strong environmental constraints used to define these methods,
such as frontal portrait pose and limitations with regard to face occlusion.

e DL-based methods use deep neural networks trained to automatically extract fea-
tures from the images to detect synthetic faces. These models, typically fine-tuned from
large pretrained networks, can achieve significantly higher performance than physical and
physiological methods; however, they completely lack interpretability and operate like
black box systems.

Recently, numerous efforts have been made in the field of DL-based methods for fake face
detection, founded on both specialized datasets and tools, which were created specifically for this
purpose. For instance, the OpenForensics dataset, introduced in [87], provides detailed face—
wise annotations to aid in training models for multi—face forgery detection and segmentation
in uncontrolled settings, enhancing research into deepfake prevention and face detection. Early
works on DL-based synthetic face detection used what was at the time the state—of-the—art
pretrained CNN architectures, such as the VGG—Net used in [88]. Other approaches include the
a combination of both fine—grained frequency components and RGB colour values of the image
[89,/90]. Additionally, other datasets and methods that incorporate facial landmark detection
and segmentation are introduced in [91], paving the way for a more interpretable and granular
solution to the face verification problem. In a similar way, ref. [92] tackles fake detection in a
fine—grained classification approach, analysing facial features to improve detection over multiple
datasets. In [93], a novel architecture called Gram—Net is introduced, which bases its detection
power on global image texture features, highlighting texture as an important indicator of image
authenticity. Other works, such as [94], focus on visual features that make the detection robust
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to post—processing procedures by leveraging luminance, chrominance components, and colour
space characteristics. In [95], DETER, a method that analyses neuron activation patterns across
layers to identify synthetic images, is proposed, demonstrating its robustness to various GAN-
generated images. Finally, in [96], a depth map-guided triplet network for effective fake detection
is exploited, using depth information to enhance the detection accuracy by distinguishing real
from fake faces based on discontinuity, inconsistent illumination, and blurring.

Despite these advancements, challenges remain. Both physical and physiological methods
achieve performance higher than human accuracy (26%-80%) but are limited by environmental
constraints. Conversely, DL-based methods surpass these approaches in terms of raw perform-
ance but lack transparency and interpretability. This gap has motivated recent efforts to explore
techniques that provide a more explainable detection process.
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Chapter 3

Proposed methodology

This chapter describes the entire pipeline designed to detect generated faces, from data collection
and feature extraction to semantic segmentation, classification and explainability of the results.
The chapter concludes with some implementation details, fundamental for the reproducibility
of the procedure.

3.1 Datasets

The complete version of the Mutlny [97] dataset was employed to train the background removal
module. The dataset, comprising 70,621 images, has already been used in the literature [98H100]
and features a wide range of subjects of different ethnicities, ages, genders, facial poses and
camera angles, with pixel-level labels hand—created by the Mutlny team and other volunteers,
resulting in fourteen different classes, as shown in Figure A free 'community edition’ of the
dataset is also available [101], containing slightly less than a quarter of the images, fewer classes
(no left /right differentiation), and not being updated.

For the fake detection task, the data were extracted from ArtiFact [102] (Artificial and Fac-
tual), a large collection of different datasets of real and synthetic images, including multiple
categories such as people, animals, vehicles, and more. The dataset comprises 964,989 real im-
ages drawn from eight sources, to ensure diversity, and 1,531,749 synthetic images, obtained
with twenty—five methods, specifically thirteen GANs [103] (such as StyleGAN, StyleGAN2 |16],
StyleGAN3 [51], BigGAN [45], and CycleGAN [48]), seven diffusion models (such as Stable
Diffusion and Latent Diffusion [104]), and five miscellaneous generators (such as Taming Trans-
former [105]), for a grand total of 2,496,738 different samples.

Since most of the real images contained in the dataset depict real-life objects, environments,
and animals, a preliminary selection had to be made in order to extract a satisfactory amount
of human subjects, specifically close-up images of faces, possibly including shoulders and part
of the background. In particular, CelebA-HQ |106] and FFHQ [16] were used for the Real class
(see Figure . The former is a high—quality version of the CelebA [107] dataset, comprising
detailed images of celebrity faces, while the latter is a high—quality dataset of human faces taken
from Flickr, thus offering a wide range of diverse samples. Synthetic images are generated within
the same categories as the real images to maintain consistency in the dataset. Text—to—image
and inpainting generators utilize captions and image masks from the COCO [108| dataset, while
noise—to—image generators use normally distributed noise with different random seeds.

As for the Fake image class, the images employed in the analyses were generated using
StyleGAN2 and StyleGAN3. These two models have been chosen due to their popularity and
prevalence in related research works and since they are capable of generating high—quality syn-
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e Background (Class 0)

¢ General face/head (Class 1)
o Left eye (Class 2)

e Right eye (Class 3)

e Nose (Class 4)

e Lips/mouth (Class 5)

e Hair (Class 6)

o Left eyebrow (Class 7)

e Right eyebrow (Class 8)

e Left ear (Class 9)

e Right ear (Class 10)

e Teeth (Class 11)

e Facial Hair (Class 12)

e Specs/sunglasses (Class 13)

Figure 8.1: Examples of segmentation masks in Mutiny dataset. In the experiments, the seg-
mentation module was only used to finely remove the background in the images. To ensure a
good variety of training samples, the facial images are drawn from different ethnicities, ages
and genders, with a wide facial poses (angle range from —90 to 90 degrees), and are randomly
rotated.

thetic facial images.

To accurately reflect real-world conditions, both real and synthetic images in the ArtiFact
dataset undergo various impairments. These include random cropping with a ratio of r = 5/8
and crop sizes ranging from a minimum of 160 to a maximum of 2048 pixels, resizing to 200 X
200 pixels, and JPEG compression with quality levels between 65 and 100.

3.2 Feature extraction

The architecture used in this work is mainly based on DeepLabV3+-, which is a model belong-
ing to the DeepLab widely used family of semantic segmentation models developed by
Google Research. In the presented version of the model, a MobileNetV3 Large [110] is used as
a feature extractor, providing a lightweight alternative to the original Xception backbone,
which, although offering strong segmentation and classification performance, requires signific-
antly more computational resources. MobileNet still achieves competitive performance with
fewer parameters by leveraging depthwise separable convolutions and efficient block designs. A
ResNet50 backbone was also tested to explore a middle ground between MobileNetV3 and
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(a) Ezxample data taken from the (b) Teaser figure for the Flickr-Faces-HQ
Tensorflow CelebA-HQ dataset cata- Dataset. Taken from the official NViabs Git-
log page, as of 07/01/2025. Hub repository, accessed on 07/01/2025.

Figure 8.2: The datasets used for the Real class samples. In (a), some examples from CelebA—
HQ dataset are collected, which provides high—quality images of celebrity faces. Images are
retrieved from the official TensorFlow dataset documentation page. In (b), there is a teaser
figure for the Flickr—Faces—HQ dataset, which offers a diverse set of human face images sourced
from Flickr. Images are retrieved from the NViabs ffhq—dataset GitHub repository.

Xception, needing more parameters with respect to the former, but significantly less than the
latter.

The key innovation introduced in DeepLabV3+, with respect to its predecessor, is the in-
tegration of Atrous Spatial Pyramid Pooling (ASPP), allowing the model to precisely capture
multi-scale information, crucial for refining segmentation boundaries. More precisely, this tech-
nique combines atrous convolution and spatial pyramid pooling (SPP ) operations to allow
the detection of significant information independently of the scale, thus making it particularly
indicated for semantic segmentation tasks. During the atrous convolution operation, gaps are in-
troduced inside the kernels; specifically, if a rate r is specified, r—1 zeroes are introduced between
consecutive filter values, effectively enlarging a kernel of size k x k to size k. = k+(k—1)(r—1).
This way, the receptive fields of the neurons are expanded — allowing them to capture features
across various scales — without increasing the number of parameters of the model. On the
other hand, SPP is a particular pooling technique that enables the creation of outputs of uni-
form length, independently of the input images size, overcoming the fixed input size limitations
of current CNN models. These architectures commonly present a first feature extraction section
composed of convolutional layers followed by a series of fully connected layers. Convolutional
layers operate using a sliding—window approach, thus, they do not require a fixed input size since
they can produce feature maps of arbitrary size. On the contrary, the fully connected layers
require a fixed input size. This fixed size requirement is normally satisfied either by cropping or
resizing the input images, which could result in a loss of information. In SPP, a custom layer on
top of the convolutional part of the CNN is inserted, where the input feature maps are segmen-
ted into multiple bins at varying scales, pooling each one separately for feature extraction, and
then concatenating these features to combine them. This operation results in & M—dimensional
vectors where M is the number of bins and k is the number of filters in the last convolutional
layer, resulting in a fixed—size output vector that can be processed by the following section of
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Figure 3.3: The ASPP module as proposed in .

the network.
A visual representation of the ASPP module can be seen in Figure [3.3]

3.3 Semantic segmentation and background removal

For the background removal phase, DeepLabV3+ was trained on the Mutlny dataset to obtain
the semantic segmentation of images — Figure shows the proposed architecture. Augmenta-
tion was applied on the training set: specifically, random rotations within a range of £15 degrees
to emulate different head poses, horizontal and vertical translations, shifting images up to 10%
of their original dimensions to adjust for alignment discrepancies, shear transformation of up
to 0.2 radians to modify the image geometry, imitating a shift in perspective, random zoom by
up to 20% to replicate variations in distance from the camera, and horizontal flips to represent
different orientations. For the new pixels generated by rotations or shifts in width and height,
a “nearest” filling method was applied to maintain local pixel similarity. All augmentation
parameters were deliberately kept within moderate ranges, ensuring that the transformations
(+15 degrees rotations, 0.2 radians shear) introduced variability without significantly altering
the realism of the images. The ASPP module incorporated dilation rates of 1, 4, 8, and 16
to achieve a balance between large contextual information and finer details. Furthermore, the
kernels of the ASPP layer have been chosen in {3, 5, 7, 11} to optimize the model ability to
capture contextual details.

The previously trained segmentation module is applied to both real and generated images,
and the class Background is isolated from the others, which are collapsed into one to obtain
a fine foreground /background separation and provide the second version of the same datasets
needed for the subsequent experiments. Then, both the original and the segmented images are
fed separately to the model for the classification phase.
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Figure 8.4: The proposed network architecture. The model serves for both face segmentation and
real/fake classification tasks. The images are first processed by the background removal head, to
obtain their segmented version; then, the actual fake classification procedure is run on both the
original and the cropped images separately. The main core of the model is the same for both
tasks, with only the head determining its final result. In a first phase the model is trained to only
perform an image segmentation task — depicted by the flow which ends at the red dotted rectangle
labeled ‘1° —, obtaining a mask representing the fourteen different segmentation classes. After
this procedure, the 0 class still represents the background, while all the classes ranging from 1
to 13 are collapsed into one single foreground class. The model trained this way is used first to
infer on the ArtiFact dataset, obtaining its finely cropped version. In a second, separate and
successive, phase — represented by the flow ending at the red dotted rectangle labeled ‘2’ — the
model performs the classification task on both versions of the dataset.

3.4 Detection of GAN—generated faces

The classification task focuses on distinguishing real facial images from those generated by
StyleGAN2 and StyleGAN3 and relies on the modified version of the DeepLabV3+ architecture
also used for the segmentation process. For the detection of GAN—generated faces, the model
utilizes a binary classification head that operates on both the original and the segmented images,
the latter obtained after the procedure detailed in Section [3-3] which provides a new input for
the classifier. Once the datasets for the original and segmented images are prepared, the model
processes both inputs independently through the selected feature extractor (backbone), and the
resulting extracted features are passed through the ASPP module. The resulting feature maps
are upsampled dynamically to ensure alignment with the original input dimensions, and the
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output is fed into a final convolutional layer, needed to obtain a binary classification of the
input.

3.5 Transfer learning for classification

Transfer learning was implemented to enhance the detection capabilities of the classification
models by leveraging the knowledge learned in the segmentation task. Specifically, the weights
obtained from the segmentation task were saved and used as a pre—trained base for the sub-
sequent deepfake classification problem.

Two transfer learning approaches were considered: first, a partial transfer learning setting
was employed, in which only the head layers of the pre-trained model were retrained for the
classification task, while keeping the backbone weights frozen. According to the categorization
given in Section 2.3] this approach falls under the class of feature extraction techniques, lever-
aging the fact that the initial layers of the network can extract meaningful and task—agnostic
features, leaving the final layers to adapt to a specific task. On the other hand, a full transfer
learning strategy was also adopted, where all the layers of the pre-trained model were set to
be retrainable on the classification task. Using the same categorization as before, this approach
falls within the fine-tuning techniques, and it allows the model to adjust not only the final layers
but also the underlying feature extraction layers, to better capture domain—specific details.

The rationale behind both transfer learning strategies here adopted lies in the correlation
between the segmentation and classification tasks, since the network is able to learn latent rep-
resentations that can highlight inconsistencies in facial geometry or artifacts in synthetic images,
both common in GAN—generated images, making this approach beneficial for the task not only
in terms of classification performance and model robustness, but also optimizing computational
resources, thus reducing training times.

3.6 Explainability through SHAP analysis

In this work, SHAP was integrated into the methodology to evaluate the predictions of the binary
classification model discussed in Section [3.4] and to assess whether the model’s decisions aligned
with meaningful facial features or relied on less relevant cues, such as background inconsistencies
or artifacts, providing insights into which features are most influential in distinguishing real
images from synthetic ones.

Given SHAP’s high computational cost, due to the fact that it requires evaluating all pos-
sible feature combinations, the analysis pipeline was designed to operate on a subset of the test
dataset, including both real and GAN—generated images. For each image, the model’s predic-
tion was decomposed into contributions from individual input features. Pixel coalitions were
treated as features that were analyzed both qualitatively and quantitatively to determine the
model’s focus areas, and SHAP values were computed to quantify the impact of each coalition
on the classification outcome. In particular, the SHAP framework highlighted regions of high
importance contributing positively to the prediction and other detracting from it.
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Figure 8.5: Generic confusion matriz for a binary classification problem. In this work, the
positive (True) class represents generated samples.

3.7 Evaluation metrics

Since this study involves both segmentation and classification tasks, different metrics were used
to evaluate the performance of the models. For the semantic segmentation task, pixel-wise
accuracy was employed, which measures the ratio of correctly classified pixels with respect
to the total number of pixels in the dataset, providing an overall measure of how well the
segmentation model identifies each pixel class. As for the actual fake detection, since this was
a binary classification problem, the metrics chosen to evaluate the performance of the model
were those usually employed for this kind of tasks, specifically accuracy, precision, recall and

Fl-score, as defined in Equations (3.1)) to (3.4).

Accuracy = TP+ TN (3.1)
TP+TN+FP+FN

TP

Precision = m (32)
TP

Recall = TP+ FN (3.3)

2TP
Fl-score = TP+ FP 4+ FN (3.4)

Observe that the Fl-score can be interpreted as a weighted average of the precision and
recall to provide a more balanced measure in case of imbalanced datasets.

Confusion matrices for the classification task have also been plotted to visualize a detailed
breakdown of the model’s performance in distinguishing between real and fake images, plotting
the numbers of true positives, true negatives, false positives, and false negatives obtained in the
classification. In general, a confusion matrix for a binary classification problem has the structure
shown in Figure

Additionally, the Matthews Correlation Coefficient (MCC) was considered for evaluation.
The MCC takes into account all four quadrants of the confusion matrix (TP, TN, FP, FN) and
provides a balanced measure even if the classes are of significantly different sizes. Unlike the
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Fl-score, which primarily focuses on the positive class and balances precision and recall, the
MCC provides a comprehensive evaluation of the classifier performance across both classes.
The MCC is defined as

TP-TN - FP-FN
MCC = (3.5)
V(TP + FP)(TP + FN)(TN + FP)(TN + FN)

The MCC ranges from —1 to +1, where +1 indicates a perfect prediction, 0 indicates random
prediction, and —1 indicates no correct predictions.

3.8 Implementation details

All the models are implemented using TensorFlow and Keras, and the backbone architectures are
initialized with pre—trained weights from ImageNet, with support for both ResNet50 and Mobi-
leNetV3 Large. The various tasks and approaches can be reproduced in a modular and efficient
way by changing certain variables that act as hyperparameters, to adapt both to segmentation
and classification tasks.

A DynamicUpsample custom layer is implemented to dynamically resize feature maps to
match the spatial dimensions of reference tensors using bilinear interpolation. Feature ex-
traction backbones, which can be set as trainable or frozen depending on the transfer learn-
ing policy, are configured with specific layers for high—level and low-level feature extraction
(high: conv4_block6_2_relu for ResNet50, expanded_conv_12/project for MobileNetV3, and
block14_sepconv2_act for Xception; low: conv2_block3_2_relu, expanded_conv_3/project,
and block4_sepconv2_act), respectively. ASPP is implemented with dilation rates of [1, 4, 8, 16].
Kernel sizes increase proportionally with dilation rates, following the formula:

kernel size = 3 + int(rate x 0.5)

For example:
e with a dilation rate of 1, the kernel size remains 3;
e with a dilation rate of 4, the kernel size becomes 5;
e with a dilation rate of 8, the kernel size becomes 7;
e with a dilation rate of 16, the kernel size becomes 11.

This ensures that larger dilation rates correspond to larger kernel sizes, enabling the model to
capture broader contextual information.

For segmentation tasks, a 1 x 1 convolution produces pixel-wise classification outputs, while,
for classification tasks, a dense layer with a sigmoid activation produces binary outputs.

Images are resized to 224 x 224 pixels and normalized using backbone—specific preprocessing
functions (resnet50.preprocess_input or mobilenet_v3.preprocess_input). As for the
augmentation techniques, their usage is set as a parameter, so that their employment can be
decided for each experiment. These methods, including random rotations (+15°), translations
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(£10%), shearing (0.2 radians), zooming (20%), and horizontal flips, are all applied using Tensor-
Flow ImageDataGenerator or equivalent functions. A custom function image_dataset_from_directory
is defined for the loading of the images, with batch sizes being configured dynamically based on
the dataset split (e.g., 60% training, 20% validation, 20% testing). The transfer learning policy
is also parametrized through a specific string variable, which can be set to none, last, or all,
depending on the experiment being conducted.

Due to the imbalanced nature of for the two classes, class weights are calculated as:

total samples

weight

class ™ 9 % class samples’

to ensure balanced contributions from real and fake classes during training.

The Adam optimizer, implemented using the keras.optimizers.Adam class from the Tensor-
Flow library, is used with a learning rate of 0.01. For the loss functions, keras.losses.SparseCategoricalCre
and keras.losses.BinaryCrossentropy, both part of the tensorflow.keras package are em-
ployed for the segmentation and classification tasks, respectively. Early stopping is applied with
a patience of 10 epochs, restoring the best model weights when validation loss stabilizes.

Training metrics (loss, accuracy, etc.) are logged and visualized using Matplotlib and con-
fusion matrices and performance metrics are saved for post—training analysis. Trained models
are saved in HDF5 format with custom objects (DynamicUpsample) included for reproducibility.
Results are organized into dedicated directories for models, performance logs, and plots. All the
trainings were conducted on two NVIDIA RTX 4090 GPU with 24 GB VRAM, installed in two
different machines. The os.environ["CUDA_VISIBLE_DEVICES"] variable is used to configure GPU
settings dynamically based on the computer.
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Chapter 4

Results and discussion

In this chapter, experimental results derived from the application of the methods presented in
Part [[T] are presented, together with their discussion. The results here analysed concern all the
experiments conducted during the study, that is, the evaluation of the proposed methods in
terms of segmentation performance and computational cost, impact of the background removal
on the final classification, relevance of the transfer learning strategies and explainability analysis
with SHAP.

4.1 Facial segmentation results

Some qualitative results of the application of the trained face segmentation module applied to
both real and generated images are depicted in Figure[4.1] It is worth noting that, although the
segmentation model was trained on the Mutlny dataset, which includes both real images and
3D-rendered synthetic faces, some imperfections are still visible when segmenting Al-generated
images. For example, in the central image of the third row, a green outline—belonging to the
same class as the left eye—can be seen around the nose, which should instead fall under the
general face region. Similarly, in the adjacent image to the right, a portion of the right earlobe
is misclassified as a left ear, as evidenced by the light blue color. Similar misclassifications
also appear in multiple other generated samples, while these phenomena seems to happen less
frequently in genuine images, suggesting that, while the model generalizes reasonably well to
GAN-generated content, small domain gaps still remain. After the segmentation model was
trained, an inference run was performed on all the datasets, in order to obtain a processed version
of the dataset with no background, to assess its influence on the classification performance.
Classes ranging from 1 to 13 were collapsed into a single foreground class, while class 0 remained
designated as the background class, effectively isolating the main subjects in the images and
ensuring that the classifier performance could be evaluated without any bias introduced by
the background information. Some of the results of the application of the background removal
procedure to GAN—generated images are shown in Figure

To evaluate the best segmentation result, both the model accuracy and its number of para-
meters were considered. Since both versions with the ResNet50 and MobileNetV3 Large back-
bones delivered comparable accuracy (0.9539 and 0.9484, respectively), the latter was preferred
due to its much lower number of parameters (15,411,966 and 5,815,646, respectively). This
preference becomes even more evident when considering the Xception backbone, which, despite
achieving the best segmentation performance, requires a significantly higher number of para-
meters (74,803,174). The lightweight nature of MobileNetV3 makes it particularly suitable for
deployment in resource—constrained environments, such as mobile devices or embedded systems,
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Table 4.1: DeepLabV3+ performance for the three different segmentation models. The feature
extraction backbone architecture used is reported together with the total number of trainable
parameters and the pizel-pizel accuracy of the trained model on the test section of the complete
MutiIny dataset.

Backbone Number of Parameters Accuracy
Xception 74,803,174 0.9601
ResNet50 15,411,966 0.9539

MobileNetV3 Large 5,815,646 0.9484

Table 4.2: Fake detection performance metrics for different generators, obtained with a MobileN-
et V3 Large backbone. Notice how the background plays a significant role in StyleGAN2-generated
images, aiding, with its presence, the decision process. This is not true for StyleGANS.

Generator Background Accuracy Precision Recall F1-Score MCC

StoleCAN Yes 0.9495  0.9562 0.9687 0.9624 0.8860
yie No 0.9022 0.9232 09307 09270  0.7790
Yes 0.8373 0.8314  0.6327 0.7186  0.6118

StyleGAN3 No 0.8499  0.8448 0.6648 0.7441 0.6492

without significantly compromising segmentation accuracy. On the other hand, Xception higher
parameter count can be beneficial for applications requiring high—accuracy, but limits its usabil-
ity in real-time or battery—sensitive scenarios. Table displays the segmentation performance
metrics.

4.2 Fake detection and transfer learning methods

While the current experiments were designed to isolate the influence of the background by
removing it, an inverse setting — in which the foreground is masked out and only the background
is preserved — could represent a compelling future direction. Such an approach would allow
for a more precise quantification of how much discriminative power is retained in background
regions alone, and to what extent inconsistencies in the surrounding environment contribute to
fake detection, independently of facial features.

Table displays the performance metrics for the classification tasks. These results suggest
that, for the detection of StyleGAN2-generated images, the background plays a crucial role, as its
removal leads to a significant reduction in performance, confirming hypothesis[HI] However, this
is not true with StyleGAN3, since, as Table [£:2| shows, the background seems to be a distracting
factor for the model, weakening its ability to detect images obtained with this generator, and
this is also highlighted by the drastic reduction in performance across all the metrics considered
with respect to the first two experiments (this is likely also due to the much smaller number of
generated samples gathered for StyleGAN3).

Regarding the transfer learning strategies, the results highlight the strong correlation between
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Figure 4.1: Comparison of original and segmented images, with segmentation masks coloured
as per Mutiny colormap, shown in Figure [3.1. The first two rows collect real images — of
three of the authors in (6] and the result of their segmentations —, while the last two illustrate
StyleGAN2-generated images and their segmentations.
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Figure 4.2: Application of the background removal procedure to some StyleGAN2-generated
images. The segmentation process provides finely cropped facial images, isolating the main
subjects and blackening the background. The same approach is followed for both the generated
and the real samples of the dataset, providing alternative and separate versions of the training
samples to ensure that the model is only focusing on faces without the help of the background.

the segmentation pre—task and the final classification task. Indeed, Table [I.3] confirms the
significant advantages they offered in improving the performance of the classifier for the fake
detection task, verifying that pre—training the network on a segmentation task allowed the
model to leverage meaningful spatial representations of facial features, enhancing its ability to
distinguish between real and StyleGAN2-generated images.

As shown in Table [£:3] the All strategy — i.e. the one where all parameters of the model are
set as retrainable, using the pre—trained weights as initialization — consistently outperformed
the Last — i.e. the strategy where only the final layers were retrained — across all metrics,
except for the precision in the case of MobileNetV3 backbone. Moreover, both of the strategies
improved the results obtained with no transfer learning applied, demonstrating the importance of
fine—tuning the entire network to adapt the pre—trained features to the specific task, and proving
hypothesis In general, the MobileNetV3 Large backbone showed superior performance
compared to alternative architectures such as ResNet50, especially when transfer learning was
applied. Despite being apparently surprising, this outcome could be attributed to better model
regularization, more efficient feature extraction, and initial feature representation more aligned
with the dataset. Additionally, the smaller number of parameters in MobileNetV3 might have
reduced the risk of overfitting compared to ResNet50, which, despite being a more powerful
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model, may have learned less generalizable patterns.

In particular, the transfer learning strategy had a remarkable effect for both the backbone
models over the non—transfer learning cases, with an improvement in performance of about 8%
for the MobileNet submodule and of about 7% in the ResNet submodule, when the pre-trained
models are used only as parameters initializers. That is, starting from a favorable situation in
the parameters initialization, the models can adapt the hidden representation of the samples
to the task they are trained for. This result is in accordance with known literature [6], that
highlights how large models, as the ones used in the study as segmentation submodule, benefit
from transfer learning. With respect to the final classification performance, the results are in line
with the literature regarding StyleGAN2-generated images detection, as reported in [113], even
considering the heterogeneity of approaches and evaluation methods there reported. However,
it is worth noting that, to the author’s knowledge, using transfer learning from segmentation
models to the detection of generated images is a novel approach, which could possibly improve
current methodologies, so as to achieve increasingly high detection. Additionally, the original
Xception backbone featured in the DeepLabV3+ architecture has been tested. Although this
provided slightly better segmentation performance, this improvement came at the cost of about
12 times the number of parameters (~75M vs. ~6M with the MobileNet backbone), thus greatly
extending training time and reducing practical feasibility for many applications.

As Table [£:4] shows, another important aspect is that all the transfer learning approaches
also led to faster convergence during training, reducing the training time with Last and All to
approximately 80% and 50% of the time needed for an epoch in the no transfer learning scenario,
respectively, as pre—trained weights provided the model with a strong starting point. A possible
explanation is that with the pre-training procedure, the model learned deep representations of
facial features such as eyes, nose, and mouth, which are critical for detecting inconsistencies
introduced by GANs.

4.3 SHAP analysis

Finally, SHAP was employed to enhance the interpretability of the model decisions by providing
a quantitative breakdown of each feature contribution to the prediction. SHAP treats coalitions
of pixels as features, and the higher the modulus of the Shapley value assigned to each coalition,
the more impactful that coalition was for the final decision, while its sign indicates the direction
in which the feature guided the outcome.

As illustrated in Figure SHAP visually highlights the role of the different areas of the
images taken as examples, with areas providing higher Shapley values (red) being the pixel
coalitions which confirmed the decision made by the model; the more intense the color (i.e., the
less transparent it appears), the higher the Shapley value associated with that coalition and its
absolute contribution. Conversely, lower Shapley values (blue) indicated that the corresponding
areas were leading the model towards the choice opposite to the final decision taken for that
image. As its high Shapley values indicates, the most important area for the first picture in
Figure [£:3] turned out to be the one at the bottom left, which includes a large portion of the
background, further validating [HI] On the other hand, in the last picture of Figure [£.3] the
model focused much more in the central portion of the face, specifically on the mouth—nose—eyes
region. To better assess the relevance of the background region in the images, SHAP analysis
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Table 4.3: Fake detection performance on StyleGAN2-generated images in the test set, obtained
with the MobileNetV3 Large backbone. The column TL refers to the transfer learning strategy
used in the learning procedure: “—" means that no transfer learning is applied; Last means that
only the backbone feature extractor and final layers are trainable, while the rest of the sub-model
s set as non—trainable; finally, All means that all the model parameters are re—trainable, using
the pre—trained parameters only for the initialization of the whole model. Both transfer learning
strategies improve the performance of the classifier, for both the feature extractor backbones,
showing the feasibility of the approach.

Backbone TL Accuracy Precision Recall F1
— 0.9508 0.9748 0.9508 0.9627
Xception Last 0.9690 0.9807 0.9726 0.9766
All 0.9716 0.9756 0.9819 0.9787
— 0.8704 0.8751 0.9397 0.9062
ResNet50 Last 0.9176 0.9376 0.9387 0.9382
All 0.9342 0.9509 0.9504 0.9507
— 0.8690 0.9073 0.8950 0.9011
MobileNetV3 Large Last 0.8840 0.9842 0.8395 0.9061
All 0.9504 0.9623 0.9634 0.9628

Table 4.4: Training time and convergence epoch for different backbones and transfer learning
strategies. For each entry, the total training time and the best epoch (convergence) are reported.

Backbone No TL Last All
Xception 40h 34m (25) 30h 47m (17) 22h 03m (10)
ResNet50 2h 53m (15) 2h 17 (13) 1h 48 (12)
MobileNetV3 Large 2h 31m (15) 1h 59m (11) 1h 15m (11)

has also been executed on the two different versions of some of the images obtained before and
after the background removal process. Some of the comparisons are shown in Figure [£.4] In
many of the cases under analysis, SHAP highlighted the critical role of background elements in
determining whether some of the images were classified as real or generated; thus, hypothesis
can be considered verified.
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Figure 4.3: Application of SHAP to four test images. For each sample, the input image and the
corresponding SHAP values for the coalitions of pizels are reported. Positive SHAP values (red
coalitions) indicate that the group of pizels contributes positively toward the model prediction,
while negative SHAP values (blue coalitions), indicate a negative contribution. In many images,
the background plays a crucial role in the decision, both in negative and positive ways (e.g.,
in the top right and bottom left figures, respectively), thus validating the initial claim and the
classification results.
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Figure 4.4: SHAP analysis results before (on the left) and after (on the right) background re-
moval. Notice how, in the first two examples, the model strongly relies on the background for
the classification, while the facial features are almost irrelevant to the decision. In the third
example, as the background in the original image is already uniform and monochromatic, the
model naturally focuses on the facial (ear) region. However, background removal further aids
the decision mechanism by making the model concentrate on additional facial features. Finally,
in the last example, a noticeable visual artifact is present in the lower right corner of the image,
which the model also focuses on. Removing this artifact compels the model to analyze facial
features more central to the face.
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Chapter 5

Conclusions and future work

5.1 Summary of findings

This thesis presents a novel approach for detecting Al-generated human faces, with particular
focus on the importance of the background for the detection. The architecture is mainly based on
a state-of-the—art semantic segmentation model (DeepLabV3+), modified with the introduction
of a MobileNetV3 Large or ResNet50 backbone in place of the original Xception network for
efficient feature extraction. A preliminary procedure is performed, by training the model on the
Mutlny facial segmentation dataset, to differentiate the various areas of the images.

After the first training is concluded, the background is removed from the images contained in
another dataset, used for the fake detection task and consisting of both real and generated images
of human subjects. This dataset is processed to isolate the areas of the images containing the
faces from their background, providing an alternative version of it without the background. The
detection procedure is then performed on both the versions of the dataset and the performance
is compared, to evaluate the importance of the background for the classification.

A transfer learning approach is also introduced to enhance model performance. Specifically,
two different transfer learning policies are explored, both leveraging the pre-training phase
of the model on the facial segmentation task. The first policy involves fine—tuning only the
final head of the pre—trained model, keeping the majority of the network frozen, to retain the
general features learned during the segmentation phase, while the second one retrains the entire
network, allowing all layers to adapt to the new classification task and using the weights of the
segmentation task as its starting point.

Finally, an explainability tool called SHAP was also integrated into the framework to provide
a better understanding of the model decision—making process. Specifically, the method highlights
the areas of the image most relevant for the final classification, both for confirming the decision,
and for deviating from it.

Experiments revealed that:

e The background plays a crucial role in improving the accuracy of fake image detection,
particularly for StyleGAN2—generated images, where its removal leads to a significant drop
in performance. Conversely, in StyleGAN3—generated images, the background appears to
act as a distracting factor, weakening the model detection capabilities.

e Transfer learning, whether partial or full, significantly improved fake image detection ac-
curacy compared to training from scratch. The full transfer learning approach, in partic-
ular, demonstrated better adaptability and performance by allowing the entire network to
fine—tune itself for the classification task.
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e The integration of SHAP provided interpretable insights into the classifier decisions, valid-
ating the model reliance on critical features both in the background and in the foreground
and showing that the former was crucial for the decision since, when removed, the model
changed its area of focus.

5.2 Contributions to the field

This research contributes to the field of Al-generated image detection by:

e introducing a hybrid model that combines semantic segmentation and classification for
robust and interpretable generated content detection;

e demonstrating the effectiveness of transfer learning strategies in leveraging pre—trained
segmentation models for classification tasks;

e providing empirical evidence on the role of background information in classification, par-
ticularly for the StyleGAN model family;

e offering insights into the interpretability of classification decisions using tools like SHAP,
which can improve deep models’ trustability.

5.3 Limitations of the study and prospects for future re-
search

The study has certain limitations to take into account:

e the reliance on StyleGAN2 and StyleGAN3 for synthetic datasets limits the generalizability
of the findings to other generative models;

e although the model used in this study demonstrated reasonable performance in fake de-
tection, it was not originally designed for this specific purpose and was developed by the
authors of [114] and [65] by modifying a semantic segmentation model; other state—of-the—
art models, specifically tailored for fake detection, might exhibit different results compared
to those observed here;

e a significant portion of the real dataset (FFHQ) overlaps with the training datasets of
some generative models, introducing potential biases;

e the limited application of the interpretability tool, due to high computational costs, re-
stricted the depth of insights into model decision—making.

The results and limitations of this study suggest several directions for future research.

e Expanding datasets to include a wider variety of Al-generated and real images from diverse
generative models and environments, together with the enhancement of the generalizability
of the proposed approach across different conditions, by exploring domain adaptation
techniques.
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e Comparing the performance of the proposed model with state—of-the—art architectures
specifically designed for fake detection to evaluate differences both in performance and in
the impact of the background removal procedure.

e Investigating the implementation of the most lightweight architecture here presented, i.e.
the one with the MobileNetV3 backbone, in real-time applications on mobile or other
resource—limited devices.

e Applying other explainabilty or interpretability tools, such as Grad—CAM, to further un-
derstand model decisions and improve training strategies, even by integrating these models
into the training pipeline to guide it.

e While the current experiments were designed to isolate the influence of the background by
removing it, an inverse setting—in which the foreground is masked out and only the back-
ground is preserved—could represent an interesting future direction, to allow for a more
precise quantification of how much discriminative power derives from background regions
alone, and to what extent inconsistencies in the surrounding environment contribute to
fake detection, independently of facial features.

e Evaluating the impact of synthetic images with modified backgrounds, such as Al-generated
faces superimposed on real backgrounds, to study their effects on detection accuracy.






Chapter 6

Other works

This chapter briefly presents other research contributions obtained during the doctoral period
that fall outside the primary scope of the present work. These projects showcase the application
of machine learning techniques in different domains, including the medical field—ranging from
medical imaging to genetic studies on COVID-19 susceptibility—and industrial fault diagnosis
through lightweight neural network models.

6.1 Hybrid deep learning model for liver tumor segmenta-
tion

The paper, entitled A Hybrid Deep Learning Approach for Liver Tumor Segmentation Using
DeepLabV3+ and Hidden Markov Models [115], focuses on the semantic segmentation of liver
tumors in contrast—enhanced Computed Tomography (CT) scans, with the objective of dis-
tinguishing between healthy liver tissues and tumour lesion areas, separating both from the
background, in order to support diagnosis and treatment planning.

The proposed method also builds upon DeepLabV3+ with a MobileNetV3 Large backbone—
the same segmentation architecture used for the main works that constitute this thesis—which
was adapted and trained on the liver tumor task from the Medical Segmentation Decathlon
(MSD). The dataset provided for this task consists of 3D CT volumes; therefore, the data are
first converted by extracting 2D slices from each of them, while class imbalance is handled
through frequency—based weighting.

To overcome limitations related to slice-by—slice prediction—such as spatial incoherence and
the misclassification of small or low—contrast lesions—and to leverage the information conveyed
by the spatial configuration of consecutive slices, a post—processing step based on Hidden Markov
Models (HMMs) was introduced. Each pixel location across slices was treated as a temporal
sequence of labels: a three-state ergodic HMM (background, liver, tumor) was trained using the
Baum—Welch algorithm, and the most probable label sequences were inferred using the Viterbi
algorithm, filtering out low—confidence predictions. Finally, a 3D median filter was applied to
smooth the segmentation volume.

The effectiveness of this hybrid approach was validated by measuring the Intersection over
Union (IoU) score before and after the refinement procedure. The results show a consistent im-
provement in segmentation performance, particularly in the tumor class, confirming the positive
impact of the HMM-based approach and highlighting the potential of combining deep learning
with probabilistic modeling in the field of medical image segmentation.
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6.2 Fault diagnosis in roller bearings using MobileNet

In the paper titled A MobileNet Neural Network Model for Fault Diagnosis in Roller Bearings
|116], the use of deep learning for predictive maintenance in an embedded system context is
explored. In particular, a MobileNetV3 Small architecture was designed and deployed, to classify
vibration signals from roller bearings affected by different types of mechanical defects, with the
aim of implementing the resulting model on low—power microcontrollers.

The data used for training are obtained by collecting signals from three different accelero-
meters with diverse metrological properties. These signals are then emulated by a custom—built
bearing fault emulator capable of reproducing vibration patterns typical of three common fault
types: outer race, inner race, and ball defects. The raw time-domain signals were converted
into 64x64 grayscale images through a lightweight preprocessing strategy, and the final result
of this procedure composes the novel dataset used for training the model.

A transfer learning approach is applied by using the version of the DL model pretrained
on ImageNet. Initially, only the final classification layers are retrained, followed by a fine—
tuning phase, in which the entire network is unfrozen. The final model achieves an accuracy
of 99.41% on the test set, which includes data collected at machine resonances different from
those used during training, confirming the network generalization capabilities, at a remarkably
low computational cost, making it suitable for deployment on low—power devices.

6.3 Genetic studies on host susceptibility to COVID-19

During the COVID-19 pandemic, a substantial research effort was dedicated to uncovering
host genetic factors associated with SARS—CoV-2 infection and disease severity. Although this
research activity began prior to the doctoral program, some of its outcomes were published in
peer—reviewed medical journals during the PhD years. For this reason, and despite the shift in
research focus, these contributions are briefly reported here.

The first of these, titled SARS-CoV-2 susceptibility and COVID-19 disease severity are
associated with genetic variants affecting gene expression in a variety of tissues |117], explored
associations between host genotypes and COVID-19 outcomes through transcriptome—wide as-
sociation studies, identifying variants influencing gene expression in tissues such as lung and
blood.

The second, Mapping the human genetic architecture of COVID-19 [118|, was a large—scale
international effort within the COVID-19 Host Genetics Initiative. It aggregated data from
dozens of cohorts worldwide to identify genomic loci associated with both susceptibility to in-
fection and disease progression. The study revealed 13 genome—wide significant loci, highlighting
mechanisms linked to immune response, lung function, and inflammatory pathways.

The third study, Common, low—frequency, rare, and ultra-rare coding variants contribute
to COVID-19 severity |119|, proposed an integrated polygenic modeling approach combining
variants across the frequency spectrum to predict COVID—19 severity and demonstrating that
severity can be partly explained by a broad spectrum of genetic variation, offering interpretable
predictive models based on whole-exome data.

Finally, Whole-genome sequencing reveals host factors underlying critical COVID-19 [120]
employed whole—genome sequencing of critically ill patients to uncover 23 significant genetic
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associations with severe COVID—-19. The findings included novel loci related to interferon sig-
naling, immune cell differentiation, and coagulation pathways.
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Appendix A

Code snippets

This appendix shows some of the code used to run the experiment here presented.

A.1 DeepLabV3+ function declaration

1 def DeeplabV3Plus_mobilenetv3(num_classes,

2 filters_conv1l=24, filters_conv2=24,

3 filters_spp=128, filters_final=128,

) dilated_conv_rates=[1, 4, 8, 16],
trainable_backbone=True,

6 path_model_trained: str = None,

7 transfer_learning: str = "last"):

8 assert transfer_learning in ["last", "all"], "Transfer learning policy not
supported"

9 model_input = keras.Input(shape=(None, None, 3))

10 preprocessed = keras.applications.mobilenet_v3.preprocess_input(model_input)

11 mobilenetv3 = keras.applications.MobileNetV3Large(weights="imagenet",
include_top=True, input_tensor=preprocessed)

12 mobilenetv3.trainable = trainable_backbone

14 x = mobilenetv3.get_layer ("expanded_conv_12/project").output
15 input_b = mobilenetv3.get_layer ("expanded_conv_3/project").output

17 x1 = layers.GlobalAveragePooling2D () (x)

18 x1 = layers.Reshape((1, 1, x.shape[-1])) (x1)
19 x1 = layers.Conv2D(filters=filters_convl, kernel_size=1, padding="same") (x1)
20 x1 = layers.BatchNormalization () (x1)

21 x1 = DynamicUpsample () (x1, x)

23 pyramids = []

24 for rate in dilated_conv_rates:

25 if rate == 1:

26 pyramid = layers.Conv2D(filters=filters_spp, kernel_size=3,
dilation_rate=rate, padding="same") (x)

27 pyramid = layers.BatchNormalization () (pyramid)

28 pyramids.append (pyramid)

29 else:

30 pyramid = layers.Conv2D(filters=filters_spp, kernel_size=3 + int(rate

* (1 / 3)), dilation_rate=rate,
31 padding="same") (x)
32 pyramid = layers.BatchNormalization() (pyramid)
33 pyramids.append (pyramid)

35 x = layers.Concatenate(axis=-1) ([x1] + pyramids)
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layers.Conv2D (filters=filters_spp, kernel_size=1, padding="same") (x)
= layers.BatchNormalization () (x)
input_b = layers.Conv2D(filters=filters_conv2, kernel_size=1, padding="same")
(input_b)
input_b = layers.BatchNormalization () (input_b)
input_a = DynamicUpsample () (x, input_b)
x = layers.Concatenate (axis=-1) ([input_a, input_b])
x = layers.Conv2D(filters=filters_final, kernel_size=3, padding="same") (x)
x = layers.BatchNormalization () (x)
x = layers.Conv2D(filters=filters_final, kernel_size=3, padding="same") (x)
x = layers.BatchNormalization () (x)
x = DynamicUpsample () (x, model_input)
x = layers.GlobalAveragePooling2D () (x)
x = layers.Dense (200, activation="selu") (x)
model_output = layers.Dense(num_classes, activation="sigmoid") (x)
model = keras.Model (inputs=model_input, outputs=model_output)
if path_model_trained is not None:
model_from = tf.keras.models.load_model (path_model_trained,
custom_objects={’DynamicUpsample’
DynamicUpsamplel})
for 1, 1_old in zip(model.layers[:-3], model_from.layers):
try:
l.set_weights(l_old.get_weights ())
except Exception as e:
print ("Error in Layer: ", l.name, 1l.trainable, "new", [i.shape
for i in 1l.get_weights()], "old",
[i.shape for i in 1_old.get_weights()], e)
if transfer_learning == "last": 1l.trainable = False
mobilenetv3.trainable = trainable_backbone
return model
Listing A.1: Declaration of the DeepLabV3+ model function with MobileNetV3 backbone,

supporting adjustable parameters for transfer learning, feature extraction,

convolutions.

and dilated



A.2. Dynamic Upsample Class 61

A.2 Dynamic Upsample Class

1 class DynamicUpsample (tf.keras.layers.Layer):

def __init__(self, method=’bilinear’, *xkwargs):
3 super () . __init__ (**xkwargs)

| self .method = method

N

6 def call(self, inputs, ref_tensor):
7 return tf.image.resize (inputs, (tf.shape(ref_tensor)[1], tf.shape(
ref_tensor) [2]), method=self.method)

Listing A.2: Implementation of the DynamicUpsample class, a custom TensorFlow layer
designed to dynamically resize tensors to match the spatial dimensions of a reference tensor
using the specified interpolation method.
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