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In the last few years, social media has gained an unprecedented amount of attention, playing a pivotal role in
shaping the contemporary landscape of communication and connection. However, Coordinated inauthentic
Behaviour (CIB), defined as orchestrated efforts by entities to deceive or mislead users about their identity and
intentions, has emerged as a tactic to exploit the online discourse. In this study, we quantify the efficacy of CIB
tactics by defining a general framework for evaluating the influence of a subset of nodes in a directed tree. We
design two algorithms that provide optimal and greedy post-hoc placement strategies that lead to maximising
the configuration influence. We then consider cascades from information spreading on X (formerly known
as Twitter) to compare the observed behaviour with our algorithms. The results show that, according to our
model, coordinated accounts are quite inefficient in terms of their network influence, thus suggesting that
they may play a less pivotal role than expected. Moreover, the causes of these poor results may be found in
two separate aspects: a bad placement strategy and a scarcity of resources.
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1 Introduction

Social media has transformed how we connect and share information, thus reshaping some of the
mechanisms that we use for engaging with the world. Platforms that have been initially designed
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for entertainment, are increasingly becoming the principal environment in which opinions and
views take form, determining a new tendency in information consumption [1-3].

However, this radical change came at the cost of a number of downsides such as online ha-
rassment, toxicity and hateful speech [4-6], polarisation [7-11] and the spreading of misleading
information [1, 12-18]. In this landscape, special attention has been posed to investigate the phe-
nomenon of Coordinated Inauthentic Behaviour (CIB) which, according to Meta’s definition,
is “the use of multiple Facebook or Instagram assets, working in concert to engage in inauthentic
behaviour, where the use of fake accounts is central to the operation”. More in detail, according
to the platform’s Community Standards (https://transparency.fb.com/en-gb/policies/community-
standards/inauthentic-behavior/), the concept of inauthentic behaviour refers to people who “mis-
represent themselves on Facebook, use fake accounts, artificially boost the popularity of content
or engage in behaviours designed to enable other violations”. Related to CIB researchers investi-
gated the phenomenon of Coordinated Behaviour (CB), which can be defined as an unexpected,
suspicious, or exceptional similarity among users of a group [19].

Recent studies highlight that accounts displaying CIB, CB, and social bots (i.e., software agents
that communicate autonomously on social media and other platforms, having different uses
and purposes [20-23]) may have played a role in relevant events [24] such as political elec-
tions [25-27], and in disseminating false information [28-32]. It follows that, beyond detection
challenges [19, 33-35], one key reason to study such accounts relies on their potential to manipu-
late public opinion by swaying the narrative and influencing the perceptions and views of a large
audience [36].

In this work, we measure the influence of such potentially malicious accounts as the numerosity
of the audience they interact with. In particular, we introduce a general framework that allows us to
compare their influence with two different theoretical (post-hoc) models for coordinated accounts
placement in information cascades:

(1) first, we consider an optimal model, in which we identify the number and disposition of
coordinated accounts to ensure the maximal influence over the tree, without imposing any
constraints on the number of coordinated accounts to be used;

(2) second, we focus on a greedy strategy in which we have a fixed number of coordinated
accounts to place to maximise the influence (i.e., limited capabilities case).

Notably, the algorithms provided can be extended to any other influence problem modelled
using binary labels on trees.

Using simulations on synthetic data, we show that, on average, it is possible to exert maximum
influence using a limited number of coordinated accounts whose value highly depends on
the height of the considered tree. Furthermore, the labelling that corresponds to the optimal
placement results is rare compared to the whole set of possible arrangements of node labels. As a
case study, we compare the influence obtained by our models in a large dataset made of ~ 50K X
(formerly known as Twitter) cascades, built starting from 1.4M tweets about the 2019 UK political
elections [26].

Our results show that, according to our modelling, coordinated accounts exert a much lower in-
fluence than the one obtained using both the unconstrained algorithm and the greedy strategy. The
reasons for this behaviour have to be searched in two distinct factors: a limited number of available
resources (i.e., coordinated accounts) and a bad placement strategy. We conclude by noticing that,
in general, the observed placement closely resembles a random placement rather than a specific
strategy. Despite the limitations of our post-hoc models, our results suggest that CB may exert a
limited influence, contrary to what is expected.
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The article is structured as follows: in Section 2, we provide the state-of-the-art of the actual
research on the field of CIB and information cascade modelling. Then, in Section 3, we set the
notation of the work, starting with some definitions of graph theory and then focusing on our
specific model of influence. In Section 4, we present our data and we develop two algorithms to
maximise the influence of an information cascade. Finally, in Section 5, we present the results of
our simulations on real X information cascades using the developed framework.

2 Related Works

This work fits into the research areas of information cascade modelling and an emergent new field
studying the effects and properties of CB. To give the right context, in this section, we present
relevant literature about these two research areas.

2.1 Information Cascades

With the advent of the internet, the modelling of information cascades has gained large impor-
tance. In fact, social networks have exposed users to an unprecedented amount of information,
thus requesting an understanding of the mechanisms that determine information diffusion. In this
context, many techniques have been adopted [37, 38], and machine-learning approaches have been
proven to be valid tools [39-41].

Interestingly, recent research focused on X. In fact, the simplest action that can be used to spread
posts or messages is the retweet [42], providing (in principle) an easy way to follow the posts
spreading. However, the X API service does not provide all the required information to reconstruct
exactly the information paths. In this landscape, many articles propose heuristics to obtain an
accurate approximation of it [43-46]. Notably, some attempts have been made on other social
media such as Reddit [47, 48], GitHub [49] Instagram [50] and Facebook [51, 52].

22 CB

Following the advent of social media and the modelling of information cascades, researchers tried
to understand the impact of coordination on information diffusion. This strand of research arises
from the observation that coordination of online users may facilitate the aim of disinformation
campaigns (or other online manipulations) to reach a larger audience and, thus, exert a greater
influence [53, 54]. Although coordination, inauthenticity and harmfulness appear often together,
they are distinct concepts [19]. In fact, there are activists (or similar figures) who can promote
initiatives characterised by coordinated but authentic behaviour. Also, an opposite example may
exist, since a single ill-intentioned user may create fake accounts, thus, providing an inauthentic
but non-CB. To detect CB online, recent works used similarities extracted using Network Science
tools [16, 19, 33, 36, 55, 56] or temporal synchronicity between users’ actions [31, 57-60, 60]. How-
ever, only partial results have been obtained for the detection of inauthentic behaviour [33, 61].
In this landscape, a branch of research is focused on two types of malicious actors acting online,
i.e., bots and trolls [62]. These two types of actors have a main difference, i.e., the former is auto-
mated while humans mostly drive the latter. Even if some works suggest that removing these ac-
counts could effectively reduce online manipulations [63, 64], the results for social bots are debated
and often conflicting [24]. Some studies report their significant contribution in spreading low-
credibility content [28] and in extremising online communities [65] while others reported a limited
role [66]. Moreover, many studies found extensive bot activity in online discussions [67-70]. How-
ever, there is a general agreement on the fact that such accounts are becoming more sophisticated
due to the evolution of technological tools [71, 72]. This creates new challenges for their detection
and removal, with current techniques often criticised [73]. To handle these new problems, recent
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approaches avoid classifying the nature of individual accounts (i.e., automated or human-driven)
and rather inspect suspicious patterns of coordination. Therefore, for testing our framework, we
decide to employ this latter approach.

3 Definitions

In this section, we are going to define a framework for representing formally information cascades
together with coordinated and non-coordinated users.

3.1 Framework

We consider a directed tree T = (V, E), where V is the set of nodes with |V| = n, and E is the set
of directed edges. As usual in graph theory, we denote by T — v the induced subgraph of T on
the vertex set V' \ {v}. In particular, we may consider each node as a user, while a directed edge
indicates the direction of the flow of information among them. We denote the out-neighbourhood
of anode v (without v itself) by N(v) and its out-degree by d(v). The height of a tree is the longest
path from the root to any leaf.

To distinguish between coordinated and non-coordinated users, we assign a binary label (,, to
each node, such that v belongs to the coordinated users if and only if £, = 1. To keep us general,
we say that v is a 1-node if ([, = 1 and a 0—node, otherwise. We collect the labels in a vector (.
The labelling determines a partition of the nodes V = Vlf U Vof, where Vl.[ ={veV|l, =i}is
the subset of i—nodes, and its cardinality as k; = |Vi"|, for i = 0,1. Moreover, we can specialize
the out-degree of a node using df(v) = [{w € N(v) | (,, = i}], i.e., the number of i—nodes in the
out-neighbourhood of v, for i = 0, 1 so that d(v) = d{(v) + dé(v).

Finally, ps(w) is the binary variable indicating that the parent of w is a 1-node (i.e., it has a
direct interaction with a coordinated account) if p,(w) is true, else false.

We define the influence of a configuration (T, () as

(1) = ) dj(o). (1)

Ve Vlr

Equation (1) counts the number of non-coordinated users that are connected (i.e., share content)
to a coordinated one. Therefore, it provides a measure of the impact that coordinated users exert
on non-coordinated ones.

We are interested in defining an algorithm that, given a directed tree structure, searches the
labelling (i.e., the disposition of coordinated accounts) that maximises (1). We denote the optimum
influence among all the labellings by I;(T) and its labelling using the minimum number of coordi-
nated accounts by (*(T). Accordingly, we denote as V;" and k*(T) = |V;| the set of optimal 1-nodes
and its cardinality. We highlight that, when the context is clear, we will omit (' and T from all the
previous notations.

For example, consider the tree depicted in Figure 1. Among all the possible labels, the optimal
one has I* = 6 and k* = 2. Indeed, even for any labelling of size k = 3, the influence reaches at
most 6.

Interestingly, it is possible to give some constraints over the possible values of I* and k*. In more
detail, let 7, be the set of all directed trees with n vertices. Then, max{I*(T) : T € 9,} =n—-1
and it is obtained for the configuration depicted in Figure 2(a). Note that it corresponds also to the
lower bound for k*. On the other hand, min{I*(T) : T € J,} = [ 7] and it is obtained for the
configuration depicted in Figure 2(b) which also provides the upper bound for k*.
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2

g @)

I"=6 k*=2

Fig. 1. Example of an optimal configuration. The coordinated accounts are highlighted in red.

IFF=n—-1 k*=1 =13 k=13
(a) (b)

Fig. 2. (a) The configuration that maximizes I*(n) and minimizes k*(n). (b) The configuration that minimizes
I*(n) and maximizes k*(n).

Therefore, for any T in J, with n > 2 vertices, the following inequalities hold:
[ZI<I@<n-1, @

1<k*(T) < LgJ. 3)

3.2 The switch Operator

We now define a useful operator that we will use in the following sections. In particular, the
switch(v,w) operator starts from a labelling { and provides a new labelling (' that increases the
influence obtained by a configuration.

Definition 1. Let ( be a labelling of nodes of a given directed tree T. Suppose v € V1[ and w €
V\V‘/; the switching operator switch(v, w) exchanges the labels between v and w, i.e., it sets {,, = 0
and (,, = 1.

Thus, the operator provides a new labelling /, where Vlf = (VI[ \ {v}) U {w}.
To formally define the concept of increment, consider a node v € Vll’ andw e V'\ Vlt’. Switching
((v) with {(w) leads to an increment if

di(v) < Ao, w) = dj(w) — pr(w) + p;(v), @)

where ( is the label resulting from switch(v, w).
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Fig. 3. An example of how switch is applied.

The motivation is easily obtained: dg (w) counts the number of 0—nodes in the out-neighbour of
w. Moreover, when changing v with w it is possible to add 1 to the influence if the parent of v is
a 1-node, i.e., p;(v) = 1. Similarly, we subtract 1 from the influence if the parent of w is a 1-node
e, p;(w) = 1.

Summarising, if (4) is satisfied, switch(v, w) assures that I; > I. In the example, we have d{) (v) =
2<2-0+1=3=A(v,w). Figure 3 shows a visual example of a switch application.

4 Data and Methods
4.1 Data

Our dataset for this study is based on a collection of tweets related to the online debate about the
2019 United Kingdom general elections presented in [19]. In brief, data were collected using the
official X API and performing both hashtag searches (#GeneralElection19, #VoteLabour, #VoteCon-
servative etc.) and timeline downloads of the involved political parties and their leaders. The time
window for the download lasted for one month, from 12 November to 12 December 2019, and the
volume of downloaded data is 11,264,820 tweets published by 1,179,659 distinct users. The dataset
is available at https://doi.org/10.5281/zenodo.4647893.

The set of coordinated accounts is also the same provided in [19] in which a method for coor-
dinated account detection is presented. The method is made up of the following steps: (1) Selec-
tion of influential users or super-spreaders; (2) Selection of users similarity measure (e.g., cosine
similarity); (3) Creation of a users similarity network using pairwise comparison; (4) Filtering of
users similarity network; (5) Clustering of the similarity network. This method provides clusters
of users provided with a continuous coordination score. The distinction between coordinated and
non-coordinated accounts and the reconstruction of information cascades was performed in a later
work [26] that we describe in the following lines. Coordinated accounts were selected by retaining
only the nodes at the endpoints of the 1% of the links having the highest similarity scores. The
number of tweets is 49,331, and for each of them, an information cascade based on retweets was
reconstructed using a method proposed in [74] and used in several works [66, 75]. The motivation
for using a specific method for cascade reconstruction is due to the fact that X API didn’t (and
do not) provide the full structure of the retweet trees so that if a user j retweets t by user i and
user k retweets the same tweet ¢t from the retweet of user j the edge list provided by the X API
will be (i — j; i — k), thus a star. However, this star is not a proper representation of the actual
information flow, being it (i — j; j — k). For this reason, the method proposed in [74] provides a
deterministic way for reconstructing retweet-based information cascades that relies on the knowl-
edge of friendship networks (i.e., following relationships) and on the assumption that a user will
be retweeting a tweet from the latest retweeters of ¢ contained in her/his list of friends. Therefore,
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Table 1. Data Breakdown of the Cascades Collected from X

Number of cascades 49,331
Minimum number of nodes 1
Maximum number of nodes 9,066
Minimum number of coordinated accounts 0
Maximum number of coordinated accounts | 236

assuming the same situation as before, but knowing that user k follows user j, the reconstructed
cascade will be (i — j; j — k). Moreover, when a user shares a post from someone not in her/his
friendship network, it is added as a disconnected node. Therefore, in general, we can obtain a forest
of directed trees. Using this procedure on the selected 49,331 tweets and their retweets the same
number of information cascades was reconstructed. Details about the structure of such cascades
are provided in Table 1.

We highlight that several issues may arise when working with this type of data. In particu-
lar, researchers must deal with privacy and consent issues when studying CIB, ensuring data is
anonymised and used ethically. Additionally, they must comply with relevant laws, such as GDPR,
and be aware of the broader societal impacts their findings might have on user experience and
platform policies.

4.2 Optimal Placement of Coordinated Accounts without Constraints on Their
Number

In this section, we design an algorithm that determines the placement of coordinated accounts
in an information cascade maximising the influence. Formally, starting from a directed tree T =
(V,E) rooted at node r, the algorithm provides I*(T) and V;"(T). We highlight that here we are
not imposing an upper bound to the number of 1-nodes, resembling a case of unlimited resource
capability.

Let T, denote the subtree of T rooted at v. In particular, T, = T. Given a labelling of the vertices
of T, the influence I(T) is given by (1). Therefore, the influence for T, is obtained by the influences
for the subtrees rooted at the children of r. We denote the children of r by wy,. .., wy(,), while
T; is the subtree rooted in w;, i = 1,...,d(r). Since after the removal of the root, the trees in the
obtained forest are disjoint, it holds I(T, — r) = X, cn(r) I(Ti), i.e., the maximum influence of the
forest is given by the sum of the maximum influences of their trees. Thus, I(T,) is obtained by
I(T, — r) adding dy(r) if r € V; (0, otherwise). Then, it easily follows that the problem of finding a
labelling for T maximizing the influence has an optimal substructure, that is, the optimal solution
is constituted by the optimal solutions of the subproblems. Based on this property, we provide a
recurrence relation for the maximum influence.

For a node v, let MI(v) denote the value of the maximum influence in the subtree of T rooted
at v, and V; denote the set of the coordinated accounts of T. Moreover, let Mlyes(v) and MIno(v)
be the values of the maximum influence of the subtree rooted at v that includes v in V;, and that
excludes v from Vj, respectively. Our aim is to compute MI(r) = max{Mlyes(r), MIno(r)}.

Interestingly, it is possible to give a recursive definition of MI(r) based on Mlyes(r) and MIno(r):

—if ris aleaf, then V = {r} and E = 0. In this case, MIyes(r) = MIno(r) = 0, and MI(r) =
MIno(r) = 0 since the maximum influence is 0;

—if r is not a leaf, then the optimal configuration is computed by considering the maximum
influence of the subtrees rooted at the children of r. Using the same notation as before, the
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Fig. 4. (a) A directed tree and the label obtained by Algorithm 1. The 1-nodes highlighted by the blue arrows
can be removed. (b) After a run of Algorithm 2 the nodes are deleted and V" is returned.

following recurrence relation describes how to obtain MI(r):

MiIno(r) = 2y en(r) MI(w)

Mlyes(r) = X, en(r) max(Mlyes(w), MIno(w) + 1) ©)

MI(r) = max {
Indeed, if the maximum influence MI(r) is obtained when r ¢ V; (i.e., MI(r) = MIno(r)), then
it is the sum of the values of the maximum influences for the subtrees rooted at its children.
Otherwise, if MI(r) is obtained when r € V; (i.e, MI(r) = Mlyes(r)), it is the sum of the
values of the maximum influences for the subtrees rooted at its children and adding one for
every child that is not a coordinated node.

Note that, for instance, if r is not a leaf, and the height of the tree is one (i.e., T is the tree depicted
in Figure 2(a)), Mlyes(r) = X, en(r) (MIno(w) + 1), since if r € V; the maximum influence is equal
to the sum of the children nodes not belonging to V. In this case, MIno(w) = 0 for all w € N(r)
and so we get

MI(r) = Mlyes(r) = Z 1=d(r).

weN(r)

The computation of the recurrence relation for MI(r) can be sped up via dynamic programming
and Algorithm 1 accurately describes our approach. We memoize the functions Mlyes and MIno
into the tree itself by defining two fields for each node v, that is v.Mlyes and v.MIno. Notably, they
are computed by the functions Mlyes and MIno associated with the children w of v. Therefore, a
post-order tree traversal realised by one recursive call evaluates both functions at each child in the
specified order. Note that in the computation of v.Mlyes, the addition of one for every child that is
not a coordinated node is obtained by counting them and summing them up once. The algorithm
computes the label of each node v.{ by comparing v.Mlyes and v.MIno. In general, we include v
in V; if and only if v.MIyes > v.MIno (i.e., if dy(v) > 0). In the case where v.MIyes = v.MIno, v
is not included in V; to “minimize” its size. To conclude, since each node is visited once and some
constant-time operations are applied in each case, the algorithm runs in O(|V]) time.

Although Algorithm 1 returns the optimal value of the influence, it is possible that |[V{| > k*.
To solve this problem and obtain (*, we use Algorithm 2.

The correctness of the algorithm easily follows: if all the children of r are 1—nodes and their out-
degree is 1, we can simply put r in the 1-nodes and remove all its children. This procedure reduces
the number of used coordinated accounts without changing the influence. Moreover, since each
node v € T has exactly one father (except for the root), the only case in which v does not contribute
to the influence is when dy(v) = 1 and its father is a 1-node. The algorithm runs in O(k*).

A visual example of the running of Algorithm 2 is depicted in Figure 4.
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ALGORITHM 1: TreeMaxInfluence
Require: v
Ensure: I*(T,),v.l

v.MIno « 0

v.Mlyes « 0
if v is a leaf then
vl «—0 >v ¢V
return v.MIno > the Max Influence value is zero
else > It has at least one child
for each child w of v do
treeMax «— TreeMaxInfluence(w)
v.MIno « v.MIno + treeMax > Compute the field MIno of v
if treeMax = w.MIno then
Increment count > Count the children w ¢ V;
end if
end for
v.Mlyes « v.MIno + count > Compute the field Mlyes of v
if v.Mlyes > v.MIno then
vl «— 1 >v eV
return v.Mlyes > Return the Max Influence value
else
v.l «—0 >0 ¢V
return v.MIno > Return the Max Influence value
end if
end if

ALGORITHM 2: clearlnodes
Require: T = (V,E), (
Ensure: A minimum 1-labelling (*
if dé(r) =0and dg(wi) = 1 for each w; € N(r) then
r*=1
w;.[* =0 for w; € N(r)
end if
for each v € Vlf do
if dg(v) = pr(v) then
v.l* —0 >v ¢V
end if
end for

4.3 A Greedy Placement with Constraints on the Number of Coordinated Accounts

In this section, we propose a greedy strategy to face the case in which we want to maximize I with
a fixed number k of coordinated accounts, whose pseudocode is presented in Algorithm 4.

We rely on the switch operator defined in Section 3.2. In particular, we apply the following
strategy: we start by including sequentially the k nodes which contribute the most to the influence.
Then, we try to increment the influence by applying trySwitch. When it is no longer possible to
increase [ using a call of switch, the algorithm stops.

ACM Trans. Web, Vol. 19, No. 2, Article 21. Publication date: May 2025.
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ALGORITHM 3: trySwitch
Require: T = (V,E),(

Ensure: [
check = TRUE
while check do > Try to apply switch
check = FALSE
forv e Vlf do
if dy(v) < max, cy\yr A(v, u) then > It is possible to increase the influence
check = TRUE
S={weV\ Vlf | Alv,w) = max, cy\y/ A(v,u)}
choose randomly u € S
switch(v, u) > Exchange ((v) and ((u)
end if
end for
end while
[=¢

ALGORITHM 4: An heuristic for the optimal k-bot placement

Require: T = (V,E),(, k
Ensure: an approximation ( of the optimal solution
fori=1:kdo > Place the first k nodes
W = {we VAV | do(w) = pr(w) = maxyey (do() - pr(a)}
Select randomly a node v € W
((v)=1
end for
(= trySwitch(T, () > Call Algorithm 3

5 Results

In this section, we conduct some experiments using the framework proposed in Section 4. In par-
ticular, we initially provide the growth rate of I* and k* using a set of randomly generated directed
trees. Then, we use our algorithms to evaluate the impact of coordinated accounts over a set of
real cascades (see Section 4.1 for further details) by applying Algorithms 1 and 4.

5.1 Growth Rate of I* and k*

Here, we are interested in determining the growth rate of I* and k* depending on the number
of nodes (i.e., users) and the height of the tree. Although those values are bounded, as shown in
(2)-(3), finding an explicit expression for them is beyond the scope of this work.

To obtain an approximation, we consider N = 100 random trees made up of 5 < n < 100 nodes.
We apply to each of them Algorithm 1 and Algorithm 2 to obtain I* and k*. Then, we average the re-
sults over the N graph realisations for each of the n values. We plot the results in Figure 5(a) and (b).

Interestingly, we observe in both cases a linear relation (p < 0.001, R? = 0.99) in which the
slope is much lower than 1 (= 0.28) in the case of k* while closer to the unity (= 0.6) in the case of
I". This suggests that it is possible to reach the point of maximum influence using approximately
0.3 - n coordinated accounts. Moreover, they are sufficient to exert a great influence on the tree
(approximately 0.6 - n).
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Fig. 5. Upper row: relation between the number of nodes of a tree and (a) mean optimal influence and (b)
mean optimal number of bots. Bottom row: comparison between the height of the tree and (c) mean optimal
influence and (d) mean optimal number of nodes. The two horizontal red lines show the maximum and
minimum values of the measure, while the ribbon around the curves represents a standard deviation from
the mean.

To evaluate the impact of the tree’s height on I* and k*, we consider several random directed
trees having a fixed number of nodes (n = 50), and height spanning between 1 and n. For each h, we
generate N = 100 random trees having height h. Similarly to the previous case, we then average
the results obtained by our algorithms, which are shown in Figure 5(c) and (d). As depicted, I*
drops dramatically as soon as the height increases, and starts to decrease more softly when h > 10.
A symmetrical result holds for k*. This suggests an expected result, i.e., for a fixed number of users
in the conversation, information cascades in which the majority of the retweets are close to the
original user (i.e., the associated tree has a low height) can be covered with fewer coordinated
accounts, obtaining a greater impact.
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Fig. 6. Phase diagram of possible values of (mig,m11). The intersection of red (green) lines highlights
(m10, m11) for the optimal (greedy) placement. The colours that fill the bins use a logarithmic scale.

However, the Figure also suggests that from a certain height threshold (~ 20-n in our simulation
case) I* starts to show greater stability with respect to the increase in the height of the tree.
Symmetrical results hold for k*.

5.2 Phase Diagram of the Relative Positions of Node Labels

In Section 4, we defined an algorithm that finds one of the optimal placements node labels. Inter-
estingly, the same problem can be translated into finding an assignment of binary node metadata
such that the number of (directed) edges between 1-nodes and 0—nodes is maximised [76].

In such a framework, let’s denote with mj; (myo) the number of directed edges between 1 and
1 (0). To better understand how rare the optimal placement is when compared to the set of all the
labellings, we computed the phase diagram relative to my; and my, [77].

More in detail, we generate a random directed tree of n = 25 nodes and compute its optimal
influence, obtaining I* = 14,k™ = 7. Then, we generated all the (275) possible placements, storing
for each of them the corresponding values of m;; and myo. We show a 2d—histogram of the results
in Figure 6.

We observe that both the optimal and greedy placements are located in low-frequency areas at
the boundary of the diagrams, obtaining high values of mjo. This provides results related to the
statistical significance of the obtained labellings and suggests that they are somewhat rare with
respect to the whole sets of labels. In general, a placement without a specific strategy is less likely
to obtain good results.

5.3 Results of the Algorithm on Real Cascades

In this section, we consider a dataset of X’s cascades (modelled as directed trees) in which nodes
are labelled as either coordinated or non-coordinated as explained in Section 4.1. In each cas-
cade, we aim at detecting the influence exerted compared to the optimum placement provided by
Algorithm 1. In particular, the size of a cascade is the number of its nodes (i.e., users).
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Fig. 7. Results of the algorithm on real cascades. (a) and (b) show the 2-dimensional density of the num-
ber of nodes and (a) I(c) or (b) k(c). In (a) we add 1 to the influence of each tree for graphical reason. (c)
2—dimensional density of the number of nodes and p(c). (d) 2—dimensional density of k(c) and k*(c). The
colours that fill the bins use a logarithmic scale.

For a given cascade c, we denote as I(c) the influence obtained by them and as k(c) the number
of coordinated accounts acting in c. The optimal influence and number of coordinated accounts
are denoted accordingly as I*(c) and k*(c).

For our analysis, we only consider cascades having at least 15 nodes and at least 1 coordinated
account. Such a restriction allows us to consider more complex properties and structures at the
cost of losing some of the data. After this procedure, we obtain 4,119 trees to which we apply
Algorithms 1 and 2 to compute I*(c) and k*(c).

In each cascade, we measure how close I(c) is to I*(c) using

I(c)
I(c)

Note that 0 < p(c) < 1, where a value close to one indicates that the influence obtained by the
detected coordinated accounts is close to the optimal value.

ple) = 2. (6)
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Table 2. Kullback-Leibler
Divergence Values

DKL(PrealHqgreedy) 4.278
DKL(preal“qrandom) 0.097

As reported in Figure 7, the majority of the cascades have a limited size and, in general, the
influence obtained from the coordinated accounts is low, as depicted in (a). In fact, in the biggest
trees, I(c) is approximately 10% of the number of nodes, much lower than the expected 60% sug-
gested by Figure 5(a). A somewhat similar result is observed in (b), which indicates the majority
of the cascades contain a very low number of coordinated accounts. Also in this case, approxi-
mately 1% of the nodes are coordinated in the biggest cascades, while Figure 5(b) suggests that
30% of the number of nodes is needed to obtain the optimal results. Accordingly, Figure 7(c) shows
that only small cascades succeed in obtaining influence values close to the optimal one. For larger
cascades, we observe a dramatic collapse in p(c), probably due also to the much more complex
structures arising with a higher number of nodes. Finally, (d) shows that, apart from the smallest
trees in which the two measures are approximately similar, k(c) largely differs from k*(c), yielding
a possible explanation for the low values of p(c).

In summary, we conclude that coordinated accounts exert an influence much lower than the
upper bound provided by our algorithm. Moreover, there is evidence that this may be due to a
limited number of coordinated accounts placed in each cascade.

5.4 Comparison with Optimum Using a Fixed Number of Coordinated Accounts

In the previous section, we compared the behaviour of coordinated accounts with an optimal strat-
egy that considers having, at prior, an undefined number of coordinated accounts to place. As high-
lighted before, the scarce results obtained by them could be due to a limited number of resources
employed to influence other nodes.

Therefore, here we are interested in unveiling if the observed non-optimal behaviour changes
if we compare it to the greedy strategy proposed in Algorithm 4, using exactly k(c) coordinated
accounts. Observing poor results in this case could suggest that they are due also to a bad placement
strategy of coordinated accounts.

We denote as Ii(c) the influence computed by Algorithm 4. Similarly, as before, we measure how
close I(c) and I;(c) are using

™)

In Figure 8, we show a 2—dimensional histogram of py(c) versus the number of nodes in the cas-
cade. Notably, the figure looks very similar to Figure 5(c): only small cascades get comparable re-
sults with the greedy algorithm but, when the size of the cascade increases, the placement of coordi-
nated accounts in real cascades hardly reaches the influence obtained through the greedy strategy.

Taking into account all the previous results, it seems that, in real cascades, coordinated accounts
may be placed randomly, without a specific rationale. To validate this observation, for each cascade,
we generate N = 10 random labellings and we compute the mean influence obtained by those
random placements. This results in a new distribution of influence values, denoted as g, angom. We
also denote as preals Ggreedy the real and greedy influence distributions.

We then compute Kullback-Leibler divergence [78] to compare p,.,; with the other two dis-
tributions, adding a small correction of 107 to handle the cases in which Ggreedy and Grandom
distributions have 0 probability. The results are shown in Table 2.
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Fig. 8. 2—dimensional density of the number of nodes and p(c)x(c). The colours used to fill the bins use a
logarithmic scale.

The values suggest that, as expected, p,¢q; is much more similar to grandom than gy eeay, thus
confirming that, according to our model, coordinated nodes are placed quite randomly.

Joining these results with the previous ones, we can conclude that, according to our framework,
the results observed in real cascades are limited for two reasons: a scarcity of resources and a
bad placement strategy. However, since our model takes into account only a part of the complex
behaviour of coordinated accounts, several exogenous factors may influence the observed results,
e.g., changes in the policies of the platform or geopolitical factors.

6 Limitations

In this work, we developed algorithms capable of finding the theoretical upper bound for the
influence obtained by coordinated accounts on cascades. However, our model and results present
several limitations that we highlight in this section.

First of all, as previously discussed, we used a heuristic to reconstruct information cascades,
since restrictions imposed by X API prevent an exact reconstruction of them. Although its re-
sults may be inaccurate compared to the real dynamical scenario, this approach has been widely
used [66, 74, 75] and, at least at the moment, is one of the more common approaches used to deal
with data restrictions.

Moreover, due to a lack of data from other social platforms, we evaluate the performance of
coordination only using X data. Thus, our findings may not apply in different contexts or social
media. However, our model applies also in the general context being essentially based on the
existence of trees having binary labelled nodes. Therefore, while data restrictions may limit the
applicability of our framework it should not determine its theoretical validity.

Finally, we only consider one of the possible ways to model the influence over information
cascades. In particular, different models may assume that influence spreads through directed paths
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of arbitrary length instead of only path of length one (i.e., out-neighbour of each node). On the
other hand, it could be interesting to add to each node some measure of their importance (e.g., the
number of followers in the case of X) and weigh their influence accordingly. Future works may
consider these scenarios and, with the right data available, it would be possible to take into account
also the dynamism of real-time cascade, thus providing an even better estimation of the influence
of coordinated accounts.

7 Conclusion

In this article, we propose a general framework that allows for the evaluation of the influence of
coordinated accounts in real information cascades, providing an upper bound to its value.

First, we show (using synthetic data) that it is possible to exert the maximum influence with
a low number of coordinated accounts. Moreover, the majority of node labelling gives far-from-
optimum results, confirming that random placement is not likely to obtain good results.

As a case of study, we consider ~ 4K information cascades on X about 2019 UK political elections.
We show that observed coordinated accounts exert a very low influence on the tree, compared to
both greedy and optimal strategies. Our results suggest that this is due to a double reason: a scarcity
of resources (i.e., used coordinated accounts) and an absence of a strategy in how coordinated
accounts act.

Despite the possible limitations of our model and the limitations of the detection procedure and
the reconstruction of X cascades, our results overall suggest that CIB may play a less pivotal role
than expected in information diffusion. Nonetheless, as often reported in social media studies [24],
different methodological settings and case studies may lead to different results thus future work
may employ the proposed framework to consider the impact of CIB and other similar actors in a
wider range of scenarios.
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